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Motivation .

= RSA is a continuing subject of many side-channel attacks

= |sthere a combination of countermeasures which provides
sufficient protection against most advanced side-channel
attacks?
= Simple and Collisions-based Attacks
= Differential and Correlation Analyses
= Single Execution Attacks on Exponentiations

» Different levels of countermeasures




Agenda

Countermeasures
RNS-based RSA
The Proposed Hardware

Robustness Against Electromagnetic Analysis:
= Collision-based attacks

= Correlation Analyses

= EM Analysis vs Hardware Countermeasures



RSA: Countermeasures = =i .

1. Algorithmic: Blinded Exponentiation

N=pxq
¢(N)=(p—1)(qg—1)

c=m®mod N

er = e + rgb( N) Exponent Blinding

Ao =1+ rn.nmod mn.n

Additive Message Blinding

AL = m-+ rn.nmod rn.n
for 1=t—1:0

Ae_r,- = Aop.A1r mod N Regular Exponentiation:
Aer. = Aer. . Aer. mod N Montgomery Ladder
I 1 I

end for




RSA: Countermeasures 2l

2. Hardware

" Minimize the Signal-to-Noise Ratio (SNR)
= Variable location (localized EM analyses)
= Clock jitter
= Dummy cycles
= Frequency dividers

Single Execution (Trace) Attacks on Exponentiation:
= Horizontal Attacks

= Supervised and Unsupervised Template Attacks




RSA: Countermeasures lg

3. Arithmetic: The Leak Resistant Arithmetic*

= | RA is a derivative of RNS arithmetic for PKC algorithms;
= RNS is a fast, parallel and natural msg blinding arithmetic;

= Immune to collision, differential and (vertical/horizontal)
correlation attacks.

» C2k ~ 22K /\/7k different representations (k = number of
moduli).

All variables are randomized during the exponentiation:
=  Moduli could be recovered during the Radix to RNS Conversion
=  For 32 moduli: Prob[moduli guessed = moduli hardware] = 1.65.10°

= Preliminar conclusion: vulnerabilites will be only related to RAM and CPU
executions (conditional tests, addressing, etc.)

*J.-C. Bajard, L. Imbert, P.-Y. Liardet, and Y. Teglia, ”"Leak resistant arithmetic,” in CHES'04, ser. LNCS, vol.
3156. Springer, 2004, pp. 62—75. 6
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Residue Number System

A integer X is represented according to a base B = (by, bs, ..., b,)
of relatively prime integers (moduli). Then:

(X)B = (X1,X2, “ .. ,Xk)

where x; = X mod b,. Then, operations 4+, —, . are performed
modulo b;:
X; + yi mod b;
X; — yj mod b;
xj.y; mod b;

Notation: |X|p, = X mod b;



RNS Montgomery Ladder

Data: =z in AU B, where A = (a1,a2,...,ar), B=(b1,ba,...,br), A = H?:l ;.
B = ]—[le bi, gcd(A,B) =1, gcd(B,N) =1 and e = (e,,_1...€1€0)2.

Result: z = 2° mod N in AUB

Pre-Computations: |AB mod N|aun

rAO = MM(1,AB mod N, N, A, B) (in AU B)
Ay = MM(x,AB mod N,N, A, B) (in AU DB)
for:=n —1 to 0 do
Aer = J\JJM(Aq, Ac., N, B, A) (in AU B)
Aez. = JWJM(A%,AEZ.,N:B:A) (in AU B)

end

Ao = MM(Ag,1,N,B, A) (in AUB)

Transform the input data (1,x) into the Montgomery domain by inverting 4 and |3
In the two calls of MM:

> 1.AB.A1mod N=1.A2B mod N =B mod N
> X.AB.Al mod N=x.A2B mod N =x.B mod N




Montgomery Multiplication s

Classical arithmetic: (Montgomery Constant R=2k, k is the bit-

length)
qg=x.y.(—N71) mod R
c — x.y—Eq.N

Return x.y.R* mod N

Residue Number System: (Montgomery Constant B = Hfle b; ,
k is the number of moduli in base B = (by,..., b;))

Base A Base Extension | Base B
dA — qB = XB.yB-| — N_1|B
wa = (xa4.y4+qa.-Ny)/B — Wi

Return x.y.B"* mod N
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RNS Montgomery Multiplication

SR = XB-)/B Fast Approximation Base Extension (CRT):
k
SA— XA.YA X = Z Bi|XiB,'_1|b,- — f.B B, = bE
— N—l i=1 /
dB = SB-’ — ’B k 1
BE1 XA = BilxiB; "|p,| — f.|Blj
g4 — a5 Xla =3 Bilx s 18
_ —1 ’
wa = (s4+qua.Na).B : 1
Wg < Wy f = “Zm 9.B; |b,-) /QmJ

ga =301 lqlp,-Bila— |f.Bla

BE2 = (2”"1 + 3 IW-A,-_lla,-) /2”’J
ws = | K (wl, . Ails — |F.Alg

11




RNS Montgomery Multiplication
Improved Version [*] H

SB = XB-YB
SA = XA YA X
an — |SB-B,'_ . — N_1|B

f = “fozl Iqlb,-) /QmJ

wa=5s4.B7 4+ 3 |qlp.Bi.N.B~Y| 4 — |f.B.N.B~ 1|4
ga = |w.A;7 4

= [ (nt e Shaial) 2 il =
Improved
wi = | % |wla Ails — |F.AlB

Pre-computations 2k?+ 7k 2k?+ 5k

RNS multiplications  2k? + 7k~ 2k? + 5k

* F. Gandino, F. Lamberti, P. Montuschi, and J.-C. Bajard, “A general approach for improving RNS
montgomery exponentiation using pre-processing,” in ARITH20. |IEEE Computer Society, 2011, pp. 195-204. 12
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Proposed and Evaluated Hardware 3

; b trol .
LS ConTo Moduli as Pseudo-Marsenne Number:

ROM ' in1 in2 in3 G
FSM v v v £ w
k I —
(key) RNSUNIT | o | RNSUNIT | o RNS UNIT b’L e 2 -
; ; »> ROM _f P [Rowm]
®.9,[F block = E b A ﬂ ECETE el P
P E— Y _ 4 'y w w
e ‘data_out é‘ - ‘ - ; Od 2 ) ‘|‘ C’L * ((B/Q )
~ ! (two times)
aB, gL —pf o data bus - S
msg_in %
/

instruction index JE— RNS UNIT .
data_in |~ All RNS Units operate
SO e ot can in all RNS moduli

»Y data_out
—
- data_ram2 >§ in2 ALU out
/ \T "
addr1

ddrt ) \ Y
add‘rgw RAM | = in3
\\ /, - | |
% flo_out g, fon L All RNS Units store

ALU All pre-computed values

With Fixed Bases (32 moduli, 32 bits): pre-computations need 8.5 kB

With Randomized Bases (32 moduli, 32 bits): pre-computations need 118 kB y




LRA Precomputations

 RNS Bases are randomized once before each exponentiation.

* Clock cycles (512 bits):
Fixed RNS Bases

FC EXPONENTIATION RC

48 78210 685
Randomized RNS Bases

FC LRA EXPONENTIATION RC

48 1060 78210 840

Clock Cycles Overhead: 1%

FC = Radix to RNS
RC = RNS to Radi
O Radix Memory Overhead: 92%

15
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Collision Attacks

* Identify redundant operations by collecting two (averaged or
not) traces for different chosen-message pairs:

_ 2). i
(x,x%): Doubling Attack e i—f_1.0
— (X,'X): Yen’s et al Attack Aer: = Ag.AL mod N
— (x%,yB): Homma’s et al Attack Aer; = Aer;-Aer; mod N
end for
key = 1 0 0 0
l Li l I | I l I |
= WFEMIs|l{m SMM sﬂ%ws
‘[!‘H’lfI ['H'}‘ I‘H‘HV | H'Hly | H‘H’V I"H'Jy I‘I‘l"l"r rl‘l\‘" ’,t

: 1 |‘ : 1 > {
=1—x> X x2—=x4 X8 xExt®
0 AW e ™
X

1 2y g8y 6y 10 (10 18 (18 ;

L L L | A | L | A
XQ=TF M|l S Mwsfﬂ‘MJS Mil| S
1AL LLRANANIRRIR Y & LKA TV Y vy VAT

A

A




LRA vs Collision Attacks

FIXED BASES

RANDOMIZED BASES

0.03 T
0.02 f

0.01 F

Amplitude (mV)
[e]

Amplitude (mV)
o

-0.01 0.01
-2.22 [ . . e lRegion. of inte.rest ’ 'z'zi [ . . < ;Regionl of inte.rest :
o 10k 20k 30k 40k 50k 60k 70k 0 10k 20k 30k 40k 50k 60k 70k
Samples Samples
EM(T,, x, e,) = squaring EM trace at e,
EM(T,, x, e, ;) = squaring EM trace at e, , 100 T 2T
:-'\ 0 - SNR1 -1 20 1
ED .g 80 f 4 1ok SNR1 SNR2
SNR =9 l Psignal o i - 18 i
= 20.logio5—— = - | | ]
Proise g % 7
0_2 %} 50 - +H 16f .
_ 20.10910 . (EM(Ts,iL’,ei_l)) % 20 SNR2 1 5L i
O-(EM(TS,:U,ei_l)—EM(TS x2e;)) 0020 400 600 800 7000 ‘0200 400 600 800 000

Number of Averaged EM Traces
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Correlation Attacks

HW,_ = Hamming Weight of a Data m cov(HWhp, ti(J))

- . . HW,, ti(j)) =
t(j) = samplejofatrace/ p(H W, 11(7)) \/ var(HW,,)var(t;(j))
Vertical: Horizontal (Immune to Exponent Blinding):
= Correlate HW x Trace = Correlate HW x Trace

= Correlate Trace x Trace*

AmmodN A.AmodN A.m mod N

( | \ ( \

_ ’ _ m HW,
t\= WMWWWWWMWWWW .......... T ............ t(j)

v ) *C. Clavier, B. Feix, G. Gagnerot, C. Giraud, M. Rousselet
ti(J) and V. Verneuil, “ROSETTA for Single Trace Analysis,” in 19
INDOCRYPT 2012;




LRA vs Correlation Attacks

Vertical:
FIXED BASES RANDOMIZED BASES
1 1 1 T T T T T 1 'r— T 1 T T T T T T 1
08 (a) correct guess 0.8 (b) correct guess
é ' wrong guesses é‘ ' wrong guesses
= 06 = 06
c cC
= S
CT'_S 0.4 %
G S
O 0.2 O
B
0 ,
10k
Number of Traces Number of Traces
Horizontal: Proposed for Long-Integer Multiplications Horizontal: RNS Multiplications
> %
o 2O o™ > & % s v
L 3y N AN + 7 ¢ BaseExt1 Base Ext 2

&° &€ & & &
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Single Execution Attacks

Why? Exponentiation is randomized.

= Exponent: er = e + r.¢(N)
= Message: Leak Resistant Arithmetic

Which attacks?
= Horizontal attacks;

= Supervised, semi-supervised and unsupervised template attacks:

1 0

1 0
[ M, S1 MU So M, S1 M, Sn

IAVAVATATAVATAVA

amplitude

time

O Montgomery Ladder -> Find the means (p) and std dev (o) of two classes:

N(L(mo),O(mo)): Mean and std dev of a multiplication when exponent bit is 0
N(L(m1) ,O(m1)): Mmean and std dev of a multiplication when exponent bit is 1

N(Ls0) /O(mo)): Mean and std dev of a squaring when exponent bit is 0
N(Ks1) ,O(m1)): Mmean and std dev of a squaring when exponent bit is 1

21



Single Execution Attacks on RNS Exponentiation

RAM, CPU: exponent-dependent activities

S > Qs > Wa, Q > W
B Qg > Q

OSyv—wv Y
04f | S [ |—J RAMAddressing || |

N

; : _

é I:

o i

©

> HIANE

g S NRHIHIR(E

5 i

£ EEESE 8| SENE

< A EERE (RunE 18 I% R 553
af
P L RIS R BT
_0.5fEf5.5:555ff,ff5:5ff55ff5;5ff55Ef555:.,55.5ff5:5:5fiEf555.::555:,::.:.:::.::.

0 5k 10k 15k 20k 25k 30k

Samples .



What are the RAM leakages?

* Fixed Exponent:
— Averaged EM traces: remove the data dependency

8
1 Ntr 1
mg = N Z m;(0)
tr 4 | |
= mo — my = \
Ntr \‘ ““
1
—1: o m,(l) \4
Ntr
=1 sl - — — Conditional Tests
1 N . . . . RAM Addressing
tr i1 4 3
1 Ntr _O o S_]' — OI
TN, Z;Si(l) R
i— v/ J A\ \_/
-8

0 10k 20k 30k 23




RAM Addressing Randomization

Intermediate results are never stored in same positions:

for i=t—1:0
Aer = Aog.A1 mod N Multiplication(1): Squaring(1): Multiplication(0):
Ao = Aer Ao mod N AO = A0.A1 mod N Al=A1.A1 mod N Al =A0.A1 mod N
’ . read(A0, Al) read(A1) read(A1)
end for write(A0) write(A1) write(A1)
RNS UNIT 1A0],°(r) R |A0],”
ROM A0L) [A0L, (w))_ A1,
1A11,°L(r) A1) (w)f |A1],7
ALU b(O) | lb(c)l sl (0)
RAM |A1],(r) |A1],”|(r) ; 5 |A1].
XXXX E XXXX ) |A1],"
XXXX (w)| |AOL" ) |AO],"[()
XXXX (w) |AO]," ) |AO],"((r)
XXXX XXXX ) 1A1],"
bi

24




RAM Addressing Randomization

We took a fixed sample point t, representing the RAM addressing (writing):

Unprotected:

Protected:

Relative Frequency

Relative Frequency

500

N(U(moyc(mo)) N(“(ml) 'O(ml))

S00F

ey
o
=]

w
o
=]

200

—
o
[=]

i

P

-Mumphcanonwwthe 0
-Mumphcanonwwthe 1H

I,

7805

ar
=
=1

-0.04 -0.03

-002 -0 61
Amplitude(mV)

0 om ooz

N(H(moyo(mO)) N(“(ml) ’o(ml))

w
]
=]

400

w

o

[=]
T

[

o

[=]
T

—

o

[=]
T

=

-Mumphcanonwwthe 0
-Mumphcanonwwthe 1H

1

==

-0 b? -006
Amplitude(mV)

il
-0.05 -0.04 -0.03

o
=
fs=}

N{ks00(s0))

N( l""(sl) 10(51))

Relative Frequency

= w I o
= = = =]
=1 =1 =1 =1
T T

=
=
T

il

‘“f\

-Squarmg with e, = 0
-Squarmg with e, = 1 4

I

)
o)
I

500

-0.02 0

N (H(SO)IC(SO))

002
Amplitude{mv)

0.04 0.08 0.08

N( l""(sl) 10(51))

400+

[}

=

f==}
T

=]

fau}

L=l
T

Relative Frequency

=
=

-Squarmg with e, = 0
-Squarmg with & = 1

=)
o]

Il
-0 -0.08

-0 66
Amplitude(mv)

-0.04 -0.02 0
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Conclusions

=  We evaluated the combination of Algorithmic + Arithmetic + Hardware
countermeasures against side-channel EM Analyses.

= LRA is a robust solution against simple, collisions, correlation and horizontal
analyses (HW vs Trace).

= The major impact of LRA countermeasure is given in terms of memory (92%),
not time (1%).

= Hardware countermeasures reduce the efficiency of single executions (trace)
analysis on exponentiations (reduce the SNR).

Future Works:

= We will evaluate the effect of Algorithmic + Arithmetic + Hardware
countermeasures against supervised and unsupervised template attacks.
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Thank you for your attention!

QUESTIONS?

perin@lirmm.fr
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