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Preface

This volume collects the revised proceedings of the 22nd International Security
Protocols Workshop, held at Sidney Sussex College, Cambridge, England, from March
19 to 21, 2014.

The theme of this workshop was “Collaborating with the Enemy.” There is an
ambiguity about collaboration, as the dictionary definition1 reveals:

col-lab-o-rate:
1. To work together, especially in a joint intellectual effort.
2. To cooperate treasonably, as with an enemy occupation force in one’s country.

It has always been tricky to understand who is the enemy of Alice, under what cir-
cumstances that animosity might change, or what happens when Bob declares his stance
(either toward Alice or her enemy). But we have certainly seen all our paranoid dreams of
the last 20 years come true. And so the question becomes – what shall we wish for next?

“Attackers” now control so much of our infrastructure that we cannot achieve any
serious distributed service without their cooperation. Interestingly, this remains true even
if we interchange our view about whom we regard as the service provider, and whom as
the protocol hacker subverting the (supposed) legitimate service. Spies have no privacy
now either. Is this a zero-sum game, resulting in a straightforward shoving match, or are
there security innovations that both parties have a positive incentive to support?

As with previous workshops in this series, each paper was revised by the authors to
incorporate ideas that emerged during the workshop. These revised papers are followed
by a revised transcript of the presentation and ensuing discussion.

Our thanks to Lori Klimaszewska for the initial transcription of the recorded
workshop discussions, and to all but two of the authors for their kind and timely
collaboration with revising these transcripts and their position paper. Particular thanks to
Simon Foley and Virgil Gligor for joining us on the Program Committee. Last but not
least, we thank GCHQ for providing us, perhaps appropriately, with financial support.

We hope that reading these proceedings will encourage you to join in the debate
yourselves, and perhaps even to send us a position paper for the next workshop.

September 2014 Bruce Christianson
James Malcolm
Vashek Matyáš

Petr Švenda
Frank Stajano

Jonathan Anderson

1 http://www.thefreedictionary.com/collaborate, accessed September 2, 2014
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The proceedings of previous International Security Protocols Workshops are also
published by Springer Verlag as Lecture Notes in Computer Science, and are
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Introduction: Collaborating with the Enemy
(Transcript of Discussion)

Bruce Christianson

University of Hertfordshire

Hello everybody, and welcome to the 22nd Security Protocols Workshop. Every year
we have a theme, and it has become customary to announce this prior to the start of
the workshop. This year’s theme is Collaborating with the Enemy, which immediately
gives rise to a number of questions: why do we want to collaborate? who is the
enemy? might they be us? and would it matter if they were?

As academics we collaborate all the time, we tend not to be fussy who we’re
collaborating with, and we think collaboration is a good thing. Unless it turns out that
the people with whom we’re collaborating go on to lose the war, in which case we
rapidly discover that history is written by the winners. There’s a fine line between
being a freedom fighter and being a terrorist, I guess George Washington being a case
in point, but when the BBC aren’t sure which side is going to win they usually refer to
them as guerillas. So maybe we’re all still guerillas.

I had a look at the MI6 handbook section covering collaboration on my way here,
and it said the four motives for collaboration are greed, fear, ideology and egotism,
and I guess most of the work to this point on . . .

Joan Feigenbaum: Isn’t love supposed to be in there?
Reply:Well maybe it’s in the CIA handbook, it’s not in the MI6 handbook. I think

it’s buried under ego in the MI6 handbook.
But the work we’ve done so far on security protocols for collaboration is mainly

I guess in the ideology chapter, except we tend to refer to it as security policy, rather
than as ideology. The idea is that there’s this security policy, which we all agree that
we’re going to act as if we believed. But it’s clear that when you’re collaborating with
an enemy, which is almost by definition somebody who isn’t on the same page of the
security policy as you are, then a lot of what I’d loosely describe as the trust-
management type approaches to collaboration need a radical reinterpretation, at the
very least.

On the other hand, even in the familiar Alice and Bob scenario, it’s never clear
that Alice and Bob actually have the same agenda, and we seem to be able to work
around that OK. It’s quite unusual for security objectives to be diametrically opposed,
so can we not somehow use the triangle of forces to allow greed, fear, egotism, and
love1, to do the heavy lifting for us? Maybe if we just thought more carefully about
how we design our security infrastructure we’d be more easily able to tack against the
wind.

1 Thank-you, Joan.



There’s a nice mix here of people who have been before, and people who haven’t,
so I’ll just go quickly through the rules of engagement. This is supposed to be a
workshop and not a conference, so if everybody listens politely until you’ve got to
the end of your presentation, then you’ve failed. The idea is to get as rapidly as
possible from presenting your position paper to leading a discussion about it, and the
only rule about interrupting is please try and make sure that what you’re about to say,
if you interrupt, is at least as interesting as what the person you’re interrupting would
have said if you hadn’t interrupted them. That’s true regardless of whether you’re the
speaker or not.

The discussions are being recorded, and we will publish both the position papers
and a transcript of the discussion that follows them. Don’t panic, this isn’t Hansard,
both are very heavily edited before they see the light of day. This is a safe environment
in which to speculate and try out new ideas, because we will not let you say anything
egregiously stupid on the record. So if you feel the urge to have a punt and see where a
line of argument goes, feel free, and if it turns out it didn’t go anywhere good we’ll just
take it out. The other rule is, if you break somebody’s protocol during their talk then it’s
expected that you will help them fix it at the tea break afterwards. We’ve had several
rather good publications come out of that over the years.

If at any point you feel the urge just to tell somebody how wonderful the workshop
is, and how well everything is going, then feel free to interrupt me regardless of what
I’m doing. Conversely, if you have a problem, however large, James is just over there,
and we do collaborate. In the spirit of the workshop, the organising committee has
approached GCHQ who have agreed to pay for some, but not all, of your dinners, and
we will be revealing more about that as the workshop proceeds2.

Ockham’s Razor says that we should start with the model that has the smallest
number of moving parts, and only when we can prove that that doesn’t work are we
justified in using a more complicated model. The simplest model of security is not to
have any, and so to put us in the correct boot state, Dieter Gollmann has kindly agreed
to be the first speaker and talk about, why bother securing DNS?

VIII B. Christianson

2 Philippe Golle and Ari Juels, Dining Cryptographers Revisited, EUROCRYPT 2004, LNCS 3027,
pp. 456–473.
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