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Preface

We are glad to present the proceedings of INDOCRYPT 2014, held during 14-17 De-
cember in New Delhi, India. INDOCRYPT 2014 is the 15th edition of the INDOCRYPT
series organized under the aegis of the Cryptology Research Society of India (CRSI).
The conference has been organized by the Scientific Analysis Group (SAG), DRDO,
New Delhi, India. The INDOCRYPT series of conferences began in 2000 under the
leadership of Prof. Bimal Roy of Indian Statistical Institute.

In response to the call for papers, we received 101 submissions from around 30
countries around the globe. The submission deadline was July 28, 2014. The review
process was conducted in two stages: In the first stage, most papers were reviewed by
at least four committee members, while papers from Program Committee members re-
ceived at least five reviews. This was followed by a week-long online discussion phase
to decide on the acceptance of the submissions. The Program Committee was also suit-
ably aided in this tedious task by 94 external reviewers to be able to complete this as
per schedule, which was on September 7. Finally, 25 submissions were selected for
presentation at the conference.

We would like to thank the Program Committee members and the external reviewers
for giving every paper a fair assessment in such a short time. The refereeing process
resulted in 367 reviews, along with several comments during the discussion phase. The
authors had to revise their papers according to the suggestions of the referees and submit
the camera-ready versions by September 22.

We were delighted that Phillip Rogaway, Marc Joye, and Marfa Naya-Plasencia
agreed to deliver invited talks on several interesting topics of relevance to INDOCRYPT.
The program was also enriched to have Claude Carlet and Florian Mendel as Tutorial
speakers on important areas of Cryptography, to make the conference program com-
plete.

We would like to thank the General Chairs, Dr. G. Athithan and Dr. P.K. Saxena, for
their advice and for being a prime motivator. We would also like to specially thank the
Organizing Chair Saibal K. Pal and the Organizing Secretary Sucheta Chakrabarty for
developing the layout of the program and in managing the financial support required for
such a conference. Our job as Program Chairs was indeed made much easier by the soft-
ware, easychair. We also say our thanks to Durga Prasad for maintaining the webpage
for the conference. We would also acknowledge Springer for their active cooperation
and timely production of the proceedings.

Last but certainly not least, our thanks go to all the authors, who submitted papers to
INDOCRYPT 2014, and all the attendees. Without your support the conference would
not be a success.

December 2014 Willi Meier
Debdeep Mukhopadhyay



Message from the General Chairs

Commencing from the year 2000, INDOCRYPT — the International Conference on
Cryptology — is held every year in India. This event has been one of the regular ac-
tivities of the Cryptology Research Society of India (CRSI) to promote R&D in the
area of Cryptology in the country. The conference is hosted by different organiza-
tions including Academic as well as R&D organizations located across the country. The
Scientific Analysis Group (SAG), one of the research laboratories of the Defence Re-
search and Development Organization (DRDO), organized the conference in the years
2003 and 2009 in collaboration with the Indian Statistical Institute (Delhi Centre) and
Delhi University, respectively. SAG was privileged to get an opportunity to organize
INDOCRYPT 2014, the 15th conference in this series. Since its inception, the IN-
DOCRYPT has proved to be a powerful platform for researchers to meet, share their
ideas with their peers, and work toward the growth f cryptology, especially in India. For
each edition of the conference in the past, the response from the cryptology research
community has been overwhelming and the esponse for the current edition is no excep-
tion. As is evident from the quality of submissions and the a high rate of rejections due
to a transparent and rigorous process of reviewing, the conference has been keeping its
standards with proceedings published by LNCS. Even this year, the final set of selected
papers amount to a net acceptance ratio of 25 percent.

On the first day of the conference, there were two Tutorials on the topics of
S-Boxes and Hash Functions. They were delivered by Claude Carlet of University of
Paris, France and Florian Mendel of Graz University of Technology, Austria. Both the
Tutorials provided the participants with deep understanding of the chosen topics and
stimulated discussions among others. Beginning from the second day, the main confer-
ence had three invited talks and 25 paper presentations for 3 days. Maria Naya-Plasencia
of Inria (France), Marc Joye of Technicolor (USA), and Phillip Rogaway of University
of California (USA) delivered the invited talks on Lightweight Block Ciphers and Their
Security, Recent Advances in ID-Based Encryption, and Advances in Authenticated En-
cryption, respectively. We are grateful to all the Invited and Tutorial Speakers.

Organizing a conference having such wide ranging involvement and participation
from international crypto community is not possible without the dedicated efforts of
different committees drawn from the hosting and other support agencies. The Organiz-
ing Committee took care of all the logistic, coordination, and financial aspects concern-
ing the conference under the guidance of the Organizing Chair Saibal K. Pal and the
Organizing Secretary Sucheta Chakrabarty. We thank both of them and all the members
of these committees for their stellar efforts.

Equally demanding is the task of the Program Committee in coordinating the sub-
missions and in selecting the papers for presentation. The Program Co-Chairs Willi
Meier and Debdeep Mukhopadhyay were the guiding forces behind the efforts of the
Program Committee. Their love for the subject and the commitment to the cause of
promoting Cryptology Research in India and elsewhere is deep and we thank them for



VIII Message from the General Chairs

putting together an excellent technical program. We also thank all the members of the
Program Committee for their support to the Program Co-chairs. Special thanks are due
to the Reviewers for their efforts and for sharing their comments with concerned per-
sons, which led to completing the selection process in time.

We express our heartfelt thanks to DRDO and CRSI for being the mainstay in ensur-
ing that the Conference received all the support that it needed. We also thank NBHM,
DST, Deity, ISRO, CSIR, RBI, BEL, ITI, IDRBT, Microsoft, Google, TCS, and others
for generously supporting/sponsoring the event. Finally, thanks are due to the authors
who submitted their work, especially to those whose papers are included in the present
Proceedings of INDOCRYPT 2014 and those who could make it to present their papers
personally in the Conference.

December 2014 P.K. Saxena
G. Athithan
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S-boxes, Their Computation and Their
Protection against Side Channel Attacks

Claude Carlet™

First Part of the Talk

After recalling the necessary background on S-bozes (see below), we shall study
the criteria for substitution boxes (S-boxes) in block ciphers:

1. bijectivity when used in SP networks, and if possible balancedness when used
in Feistel ciphers,

2. high nonlinearity (for the resistance to linear attacks),

3. low differential uniformity (for the resistance to differential attacks),

4. not low algebraic degree (for resisting higher order differential attacks).

We shall give the main properties of APN functions ((n,n)-functions having the
best possible differential uniformity) and AB functions ((n,n)-functions having
the best possible nonlinearity, which are APN).

Second Part of the Talk

We shall list the main known AB, APN, and differentially 4-uniform functions.
These functions are defined within the structure of the finite field Fon. We shall
address the question of their implementation.

Satisfying the criteria 1-4 above is not sufficient for an S-box. It needs also to be
fastly computable, for two reasons: (1) it is not always possible to use a look-up-
table for implementing it, (2) the condition of being fastly computable more or
less coincides with the constraint of allowing counter-measures to side-channel
attacks (SCA) with minimized cost. The implementation of cryptographic algo-
rithms in devices like smart cards, FPGA or ASIC leaks information on the
secret data, leading to very powerful SCA if countermeasures are not included.
Such counter-measures are costly in terms of running time and of memory when
they need to resist higher order SCA. The most commonly used counter-measure
is masking. We shall describe how an S-box can be protected with this counter-
measure with minimized cost.

“ LAGA, Universities of Paris 8 and Paris 13, CNRS; Address: Department of Math-
ematics, University of Paris 8, 2 rue de la liberté, 93526 Saint-Denis Cedex, France;
e-mail: claude.carlet@Quniv-paris8.fr.
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Background

Let n and m be two positive integers. The functions from F5 to F5' are called
(n, m)-functions. Such function F' being given, the Boolean functions f1,..., fim
defined by F(z) = (f1(2),..., fm(z)), are called the coordinate functions of F'.
The linear combinations of these coordinate functions, with non-all-zero coeffi-
cients, are called the component functions of F. When the numbers m and n are
not specified, (n, m)-functions can be called vectorial Boolean functions and in
cryptography we use the term of S-bozes .

The Walsh transform of an (n, m)-function F' maps any ordered pair (u,v) €
F5 x F4* to the sum (calculated in Z): ZQL_@W;(71)”‘F(”¢')"‘“'”J7 where the same
symbol “-” is used to denote inner products in F5 and F5'. Note that the function
v - F' is a component function of F' when v # 0. The Walsh spectrum of F' is
the multi-set of all the values of the Walsh transform of F', for u € F§, v € F§**
(where FJ** = F*\ {0}). We call extended Walsh spectrum of F' the multi-set of
their absolute values.

The algebraic normal form (ANF) of any (n,m)-function F:

Z ay (Hmz> ; ar € FY? (1)
IC{1,n} iel
(this sum being calculated in F3") exists and is unique and satisfies the relation
ar = Z F(z); conversely, we have F\(2) = 3 rc () 01-
z€F%/ supp(x)CI

The algebraic degree of the function is by definition the global degree of its ANF.
It is a right and left affine invariant (that is, it does not change when we compose
F by affine automorphisms). Vectorial functions for cryptography have better
not too low algebraic degrees, to withstand higher order differential attacks.

A second representation of (n, m)-functions exists when m = n: we endow F}
with the structure of the field Fan; any (n,n)-function F' then admits a unique
univariate polynomial representation over Fon, of degree at most 2™ — 1:

2" -1
F(z)= Y bja’, b; €Fon . (2)
j=0

We denote by ws(j) the number of nonzero coefficients js in the binary expan-
sion Z::_; Js2% of j, i.e. wa(f) = Z::_OI js and call it the 2-weight of 5. Then, the
function F has algebraic degree max;_q ... on_1/p,20 w2(j). If m is a divisor of n,
then any (n, m)-function F' can be viewed as a function from Fan to itself, since
Fom is a sub-field of Fan. Hence, the function admits a univariate polynomial
representation, which can be represented in the form t¢r,, /m(ZELEI bjgr;j)7 where

trm(@) =z + 22" + 22" 422" 4. 422" is the trace function from Fon
to ]FQm .

An (n,m)-function F' is balanced (i.e. takes every value of F3* the same num-
ber 2"~ of times) if and only if its component functions are balanced (i.e. have
Hamming weight 271).



C. Carlet XVII

The nonlinearity nl(F) of an (n,m)-function F' is the minimum Hamming
distance between all the component functions of F' and all affine functions on n
variables and quantifies the level of resistance of the S-box to the linear attack.
We have:

1
UF) = on—1 _ -1 v-F(z)4u-x ] 3
ni(F) 2 vngg;a}zing Z (1) (3)
z€FY
The two main known upper bounds on the nonlinearity are:
- the covering radius bound:

nl(F) < 2n—1 _ 2n/2—1

which is tight for n even and m < n/2 (the functions achieving it with equality
are called bent);
- the Sidelnikov-Chabaud- Vaudenay bound, valid only for m > n — 1:

1 2n —1)(2n—1 — 1
nl(F)<2m 1 — \/3><2”22( ) )
2 om 1

which equals the covering radius bound when m = n — 1 and is strictly bet-
ter when m > n. It is tight only for m = n (in which case it states that
nl(F) < 27=1 —2"2"), with n odd (the functions achieving it with equality
are called almost bent AB).

An (n,m) function is bent if and only if all its derivatives D F(z) = F(x) +
F(z 4+ a), a € F}*, are balanced. For this reason, bent functions are also called
perfect nonlinear PN. According to Chabaud-Vaudenay’s proof of the Sidelnikov-
Chabaud-Vaudenay bound, any AB function is almost perfect nonlinear APN,
that is, all its derivatives D, F , a € F§™*, are 2-to-1 (every element of F% has
0 or 2 pre-images by D, F). Such functions, whose notion has been studied by
Nyberg, contribute to an optimal resistance to the differential attack . More
generally, F' is called differentially §-uniform if the equation D,F(x) = b has at
most d solutions, for every nonzero a and every b.

The nonlinearity and the d-uniformity are invariant under affine, extended
affine and CCZ equivalences (in increasing order of generality). Two functions
are called affine equivalent if one is equal to the other, composed on the left and
on the right by affine permutations. They are called extended affine equivalent
(EA-equivalent) if one is affine equivalent to the other, added with an affine func-
tion. They are called CCZ-equivalent if their graphs {(z,y) € Fy xF3 |y = F(z)}
and {(z,y) € Fy xF4 |y = G(x)} are affine equivalent, that is, if there exists an
affine automorphism L = (L1, Ls) of F} x F4 such that y = F(z) < La(z,y) =
G(Li(2,y)).



Cryptanalysis of Hash Functions

Florian Mendel

Graz University of Technology, Austria

Abstract. This extended abstract briefly summarizes a talk with the
same title and gives literature pointers. In particular, we discuss recent
advances in the cryptanalysis of ARX- and AES-based hash functions.

Overview

In the last few years, the cryptanalysis of hash functions has become an impor-
tant topic within the cryptographic community. Especially the collision attacks
on the MD4 family of hash functions (MD5, SHA-1) have weakened the security
assumptions of these commonly used hash functions [17,18]. As a consequence,
NIST decided to organize a public competition in order to design a new hash
function, which lead to the selection of Keccak as SHA-3 in 2012. In this talk,
we discuss some recent advances in the cryptanalysis of hash functions. First, we
will review the collision attacks of Wang et al. on the MD4 family and discuss
the limitations of the techniques when applied to more complex functions such
as the SHA-2 family. Due to the more complex structure of SHA-2 (compared
to SHA-1 and MD5), several new challenges arise for the cryptanalyst. We show
how to overcome these difficulties and present an automatic approach to con-
struct complex differential characteristics and thus collisions for round-reduced
SHA-2 with practical complexity [2,10,12]. The same techniques and tools also
lead to new collision attacks on the Korean hash function standard HAS-160 [9]
and the Chinese hash function standard SM3 [11], among others [6, 8, 13].

While the first part of the talk focuses on the analysis of the MD4 family
and similar hash functions, the second part is dedicated to the analysis of AES-
based hash functions. In the course of the SHA-3 competition, several advances
have been made in the cryptanalysis of AES-based hash functions. In particular,
several of the SHA-3 candidates turned out to be susceptible to the rebound
attack [14], a new cryptanalytic technique that was introduced during the de-
sign of the SHA-3 finalist Grgstl. In the last years, the rebound attack and its
extensions [3,4, 7, 15] have become one of the most important tools for analyzing
the security of AES-based hash functions. Even though the rebound attack was
originally conceived to attack AES-based hash functions as well as their building
blocks, it was later shown to also be applicable to other designs, including the
SHA-3 finalists JH [16], Skein [5] and Keccak [1].

Finally, we will discuss directions of future work and open research problems
at the end of this talk.
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On Lightweight Block Ciphers and Their
Security

Maria Naya-Plasencia

Inria, France
Maria.Naya Plasencia@inria.fr

Abstract. In order to answer the requirements raised by a large number
of applications, like RFID or sensor networks, the design of lightweight
primitives has become a major interest of the cryptographic community.
A (very) large number of lightweight block ciphers have been proposed.
Correctly evaluating their security has become a primordial task requir-
ing the attention of our community. In this talk we will make a survey
of these proposed ciphers, some of the proposed cryptanalysis and their
actual status. We will also try to provide links between some of these
ciphers/attacks and the SHA-3 competition.
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Abstract. Most ID-based cryptosystems make use of bilinear maps. A
notable exception is a 2001 publication by Clifford Cocks describing an
ID-based cryptosystem that works in standard RSA groups. Its semantic
security relies on the quadratic residuosity assumption. Cocks’s publica-
tion gave rise to several follow-up works aiming at improving the origi-
nal scheme in multiple directions. This talk reviews Cocks’ scheme and
presents its known variants and extensions. It also discusses applications
thereof. Finally it reports some recent developments the author made in
the area.
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