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Abstract. In this paper, a concept is presented that allows to deploy
a unified wireless network access for all employees in organizations with
heterogeneous network environments. It is designed to be easy to imple-
ment and to maintain. Also, it focuses on usability, removing the need
for manual actions to obtain network access when roaming between loca-
tions. The concept has been tested in the Fraunhofer-Gesellschaft, and
has proven to solve its requirements. It can be deployed with only a small
team thanks to the reduced complexity in the branch locations, and it can
also be maintained without much effort since ongoing manual tasks have
been avoided. Since it is based on open standards, it can easily be cus-
tomized to match the requirements of the individual organization, or be
extended with future improvements. For research and education organi-
zations it is particularly useful that this concept can be integrated with
eduroam seamlessly. This allows not only the own employees to roam
between locations, but also guests from other participating institutions.

1 Introduction and Motivation

The Fraunhofer-Gesellschaft is one of Europes largest research organizations
with approximately 22,000 employees that work in over 60 different institutes. It
has unique structure where its institutes operate almost independently, similar
to autonomous enterprises [4-6]. This includes total control over the institutes
network foundation, with only a few restrictions, which has led to a variety of
network infrastructures with different vendors, concepts and technologies in use.
Especially wireless networks differ due to financial reasons and, often in smaller
institutes, a lack of expertise.

The technological advance of the last ten years has led to a rising number of
mo-bile devices people work with. These devices rely on a wireless network, and
play a more and more vital role in the workings of employees. For this reason
enterprises should consider providing a reliable wireless network that can be used
by employees.
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Fig. 1. Scheme of a generic network

Using the Fraunhofer-Gesellschaft as an example, this paper presents a con-
cept how a unified wireless network access can be provided in institutions with
multiple locations and heterogeneous network infrastructures. The solution must
work independent of the local network infrastructure and it must not be vendor-
dependent. To be applicable to research organizations and enterprises, it must
also provide reasonable security for the users credentials.

Additionally, the concept is designed to be both easy to use and easy to main-
tain. The ease-of-use is important for acceptance by the employees, as well as
for usability and productivity in general. The solution must be easy to maintain,
since it should provide a unified access for all employees in all locations.

2 Prerequisites

This chapter discusses the perquisites in the Fraunhofer-Gesellschaft, and where
those apply to other institutions as well. The problems of current solutions are
shown, and consequently requirements for a new solution are established.

2.1 Generic Network Design in an Institute

The highly independent nature of the Fraunhofer-Gesellschafts institutes has led
to a wide variety of network designs. The following description introduces a very
generic network design and indicated the differences that exist in comparison to
the institutes actual networks (Fig. 1).

First, it must be not noted that all institutes operate a similar border router
and the same firewall appliance. This enables the creation and use of site-to-site
VPN connections, and the deployment of a unified security concept for the whole
society.
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The institutes network is divided into several subnets. The details vary, but
normally a certain set of subnets exists in every institute. Those include a subnet
for employees and departments, four for the DMZ, and one for guests. The subnet
for employees has mostly total access to internal resources and the internet, while
the guest network is restricted from accessing any internal resources, and often
also restricted with regard to internet access.

The implementation of this network design differs between institutes, since
they have different requirements and equipment. Most institutes operate equip-
ment by Cisco Systems [3], but hardware by Juniper Networks [7] and Extreme
Networks is also in use. But even if two institutes operate the same hardware,
software versions and configurations diverge greatly. This results in a wide variety
of computer networks, as design, hardware and software differ between institutes.
As a result, solutions for a unified wireless network access, provided by network
vendors, are not applicable, since they work only with a set of institutes.

Although the analysis above is specific for the Fraunhofer institutes, similar
net-works are operated by universities and enterprises. It is not always pos-
sible to maintain a homogeneous network throughout an organization, which
makes it impossible to rely on a solution provided by only one vendor of net-
work equipment.

2.2 Existing Wireless Network Access Methods

Currently, no unified solution for a wireless network access for all employees
exists in the Fraunhofer-Gesellschaft. Most institutes operate wireless networks
that offer access to the employees of that specific institute, and some even provide
wireless networks for guests. But the details differ greatly, which proves to be
problematic, especially when institutes cooperate closely and employees travel a
lot between them.

Typically, a guest has to request access to a wireless network from the local IT
department, where ideally a unique, temporary account is created for the guest.
Most times, the wireless network itself is not secured with a key, but the account
credentials have to be entered into a Captive Portal in the users internet browser.
This solution can very easily be deployed, requires no additional hardware, but
has a lot of down-sides.

First of all, the process of how to request access differs from institute to insti-
tute, and is most often not standardized. This makes it difficult for employees
visiting other institutes to gain internet access. Second, the wireless network is
unsecured, allowing to capture a users traffic and analyze it if the user does not
take additional security measures like using a Virtual Private Network (VPN).
Often, users are not aware of this, and leave their connections unsecured. Espe-
cially in enterprises and research organizations, this poses as a security thread
to the whole organization as sensitive information could be captures.

Third, mobile devices like smartphones do not offer comfortable interfaces
to enter the credentials, especially if they are complex. This reduces usability,
especially if the connection is disconnected regularly for security reasons, and
the user has to reenter his credentials.
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All in all, these restrictions often led to the employee choosing cellular net-
works over wireless local area networks, as they are easier to use with mobile
devices, and do not require the effort to obtain and use temporary credentials.
But cellular net-works are more expensive, provide less performance and are
often unavailable inside buildings. This problem is not specific to the Fraunhofer-
Gesellschaft.

In summary, the following problems or issues have to be solved by a new
solution to provide an easy-to-use, truly unified wireless network access:

— In every institute a custom solution for wireless network access exists

— Manual actions by the IT department or the user are almost always necessary
The guest network does not provide a satisfying user experience

— The guest network does not provide reasonable security

Analyzing these problems yields a set of requirements that are presented in the
next section.

2.3 Requirements of a Unified Wireless Network Access

In the last section, the greatest problem with current solutions have been
described. To solve those issues and to consider the technical distinctiveness of
heterogeneous networks, the new solution needs to fulfill certain requirements.
On the technical side, the concept must be applicable to all locations, which
means it must be scalable and independent of vendor-specific technologies or
protocols. Because the concept should be applicable to enterprises and research
organizations, security is also an important concern. The necessary infrastruc-
ture must provide an adequate level of security for both the users credentials
and traffic.

Additionally, the concept must be easy to implement and later on to main-
tain. The goal is to provide a unified access for all employees, which means that
every location of an organization implements the solution and provides support
for the local staff. Especially the maintenance and support requirements must
be reduced to guarantee wide adaptation of the unified access method.

But most importantly, the solution must be easy to use. The first reason for
this is that it must compete with cellular networks which work out-of-the-box.
The second reason is that with over 22,000 employees in case of the Fraunhofer-
Gesellschaft, tens of thousands of devices need to be configured. This is simply
not possible in a reasonable amount of time if either a complex configuration or
regular reconfiguration is required. Ideally, devices need to be configured only
once, without the need to touch them again to access the network. This would
result in a user experience similar to cellular networks, with the benefit of more
performance and less cost.

To summarize, the requirements for a unified wireless network access are:

— It must be scalable
— It must be vendor-independent
— It must provide reasonable security
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It must be easy to implement

— It must be easy to maintain

It must be easy to use

— It should remove the need for manual actions

3 Potential Solutions

After establishing the requirements, three different approaches are presented
that would solve the given problem.

3.1 Unsecured Guest Network

First, the aforementioned unsecured guest network is a viable solution. An open
wireless network allows all guests to connect, and configured properly requires
them to establish a VPN connection to secure their traffic. This solution is
supported by all network equipment available, and requires almost no additional
effort. But the usability is very low, because users must connect to a VPN
gateway before they can use the internet. Besides introducing additional effort
on the user, it also drains the battery life of mobile devices faster.

3.2 Vendor-specific Solutions

Second, vendor-specific solutions are available to connect at least the majority
of locations. Designs suggested by major network manufacturers are based on
the idea of one or two main locations, and a bunch of branch offices. Since the
Fraunhofer institutes operate highly independent, and have different require-
ments than typical branch offices, this approach is difficult to implement, and
cannot provide a truly unified wireless network access to all employees.

3.3 RADIUS Roaming Network

Third, a solution based on a RADIUS roaming network can be deployed. This
roaming networks acts as an authentication backend for local wireless networks.
RADIUS is a very widespread protocol, and is supported by every wireless
network equipment available today. In combination with WPA2-Enterprise, a
secure and vendor-independent wireless network can be provided. One example
of an RADIUS roaming network is eduroam (http://eduroam.org, [10]), which
allows members of research and education facilities to use the service worldwide.
eduroam has an hierarchical infrastructure (Fig.2), where different parties inter-
act to provide the service together. On the lowest level, individual institutions
provide two functionalities. First, they manage user credentials and operate an
authentication server to authenticate those users, and second they operate an
access network that allows users to access internet services once they authenti-
cated successfully. The first role is called an Identity Provider, while the second
role is called Service Provider.
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Since RADIUS roaming networks are totally independent of vendors, and
can be combined easily with secure wireless authentication methods, a solution
based on such a network is the most appropriate choice for a unified wireless
network access. eduroam proves that by providing network access to thousands
of users worldwide.

4 Concept for a Unified Wireless Network Access

Looking back at the different solutions introduced in the last section, and the
requirements summarized in the section before that, none of the presented solu-
tions satisfy them all. But one does satisfy most of them, and that is the approach
of a RADIUS roaming network. It is scalable, as shown during years of operation
in eduroam, and it is vendor-independent, as it relies heavily on standardized
technologies. However, it is not necessarily easy to implement in distributed envi-
ronment. And although it is easy to use by the end-user, the administration is
complex due to the high number of different components. The following section
discusses how the concept of eduroam can be adapted for organizations like the
Fraunhofer-Gesellschaft by reducing its complexity.

4.1 Introduction

Analyzing the roles defined by eduroam for the operation of the service, it
becomes clear that the operation of an Identity Provider is more complex than
that of a Service Provider. The reason for this is that most organizations and
institutes already operate wireless access networks, which can easily be extended
to provide access to roaming users. But managing user credentials and provid-
ing authentication endpoints can be much more difficult in large and distributed
organizations.
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The logical consequence is that to reduce the efforts required to deploy
a unified wireless network access, it is necessary to reduce the complexity of
the authentication solution. Therefore, we propose a design where one Identity
Provider is responsible for the whole organization, while the single locations only
provide the access networks. This approach requires a centralized authentication
service, though. Figure 3 shows the central authentication infrastructure with its
components and connections. The following section more clearly defines the role
of the central authentication service.

4.2 Design

In this section, the different components of the concept are discussed. To achieve
the goal of easy implementation and maintenance, the concept splits the respon-
sibilities in a centralized authentication service and local service providers.

Centralized Authentication Service. The centralized authentication service
consists of several components that need to be deployed and maintained. First,
a user database has to exist that can be used to authenticate users. To provide
network access to all employees, this requires that every user has an account
in the central database. Depending on the deployment, this can either be an
already existing account that is also used for other services, or a new account
solely for this purpose. While the second option introduces additional over-head
in managing a second account, it provides additional security benefits as the
account credentials cannot be used to authenticate against other services of the
organization.

Second, an authentication server is required. It must support authentication
via the RADIUS protocol, and to secure the users credentials should require
that authentications use the Extensible Authentication Protocol (EAP, [1]) with
encryption of the users credentials. Due to the number of possible configurations
and combinations regarding EAP, the secure configuration of an authentication
server requires a lot of knowledge, which is one reason that is implementation
and operation should be centralized. Not all locations may have the expertise
to provide a secure configuration of an authentication server, especially when
compatibility with a lot of client operating systems is required.

By reducing the number of authentication servers, ideally to only one central
cluster, the required amount of effort to deploy a unified wireless network access
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is reduced significantly. Furthermore, a small team can be trained to handle
the issues that arise during operation, which reduces response times to sup-
port requests and allows for a more stable usage. Especially with EAP methods
with encryption, the local IT departments are no longer able to support their
users with regard to authentication failures. Since all information is hidden from
the network devices, and is only available at the authentication server, support
requests must be directed at the maintainers of this server. This in return pro-
vides an even greater benefit to the locations, as the overhead of grating network
access is fully outsourced and centralized.
Centralizing the authentication service has some additional benefits:

— The service can be used from day one by all employees in range of an access
net-work.

— Focusing all efforts on a central service allows to deploy greater redundancy
and achieve higher availability than it would have been possible if every loca-
tion need-ed their own infrastructure.

— Since the locations only need to provide a wireless access network, the solution
can be deployed very rapidly in many locations at once. This allows to scale
the unified access very quickly over the whole organization.

Decentralized Service Provider. The responsibility of a service provider is
to operate a wireless access network that users can connect to. Since most loca-
tions today already operate wireless networks, adding another one is no difficult
task. Configuring it to communicate with the central authentication server can
be more difficult, though. Experience has shown that several issues exist with
the operation of wireless access networks with WPA2-Enterprise configurations.
While the solution is very secure in terms of data layer encryption and pri-
vacy of user credentials, configuring such a network on a mobile device can be
complex due to the large number of configuration parameters. In the operation
of eduroam, for example, we have observed a high number of authentication
requests that is spawned regularly by misconfigured clients, which try to recon-
nect constantly independently of the authentication servers response to the first
request.

While it would technically suffice to install a central RADIUS server, against
which the local wireless infrastructures authenticate directly, several risks exist
with regard to this design in large deployments, the greatest being overloading
the central authentication server. Especially in the context of roaming networks
like eduroam, a huge performance improvement can be achieved if faulty requests
are discarded or rejected before ever reaching the authentication server.

For this reason, a local RADIUS proxy is deployed. Its only purpose is to
accept authentication requests from the local wireless infrastructure, and forward
valid re-quests while rejecting faulty ones. This allows to greatly reduce the
load on the central authentications servers, introduce load balancing and save
bandwidth. The configuration of the server is identical for all its instances, so it
is very easy to deploy and manage it using modern DevOps tools.
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Deploying a local proxy has two additional benefits. First, it abstracts from
the local infrastructure, and provides a single communication gateway. This
makes it easy to configure firewall rules and secure the traffic between authenti-
cation server and institute. This is especially true since second, the local proxy
provides an extensible connection to the authentication server. Independent of
the location and its equipment, the connection between the authentication and
proxy servers can be secured with state of the art technology without having to
deal with restrictions by the local networking equipment.

Overall, in large deployments outweigh the benefits of this solution the addi-
tional cost of deploying and maintaining the local proxy. Using this approach, the
deployment of the unified wireless network access is reduced to the deployment
of the local proxy, and the configuration of a wireless access network.

Connecting Proxy and Authentication Server. Since the locations are
most likely distributed, untrusted networks like the internet have to be used
to communicate between them. This requires that additional security measures
are taken to secure the privacy of RADIUS traffic, which is by its nature unen-
crypted.

The first solution would be to establish a VPN connection between the loca-
tion and the main office, and tunnel all RADIUS traffic through it. A VPN link is
most likely already established between the locations to encrypt sensitive traffic,
which makes this approach very easy to deploy.

Alternatively, the protocol RadSec can be used. It is an extension of RADIUS,
and used TCP and TLS to establish stateful, encrypted connections between
RADIUS servers [11]. In case both sides support RadSec, no additional compo-
nents are required to secure the traffic, which makes this a viable alternative to
VPN in same cases

5 Implementation

The concept proposed in this paper has been implemented by the Fraunhofer-
Gesellschaft as its unified wireless network access for roaming employees, and by
connecting to the eduroam roaming network, even for guests from other research
or education organizations [2,8]. Full details can be found in [9]. The field test
provided valuable information about the assumptions made when designing the
solution, and allowed to verify that the requirements where met. Figure 4 visual-
izes the final infrastructure. The following section discusses both the implemen-
tation and the operation of this field test.

5.1 Discussion of the Implementation

As a requirement, the implementation must be easy. Although this is generally
true, a differentiation can be made between the implementation of the central
and distributed parts of the concept. Since the separation of Identity Provider
and Service Provider resulted in only a single authentication infrastructure, not
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maintained by the local IT department, the cost to implement the solution at the
different locations weighs more than the cost to deploy the centralized authen-
tication service.

The implementation of the distributed part is very straight forward. Since
wireless networks are almost always already available, it is easy to add another
one as the wireless access network employees and guests can use. This leaves the
installation of the local RADIUS proxy as the biggest hurdle. Since its configu-
ration is the same for every installation, this proxy can very easily be deployed
automatically with the help of automation tools. Depending on the form of com-
munication between the sites, additional firewall rules need to be configured,
which concludes the implementation of the solution in a branch (Fig.5). The
implementation of the centralized authentication solution is more complex, as it
has more dependencies. Also, it is unique to the organization. For the Fraunhofer-
Gesellschaft, a user database already existed, which reduced the required effort
to the deployment of an authentication server.

In summary, the deployment of this solution can be done in very little time
after the necessary preparations have been made. The reason for this is the easy
implementation of the role of Service Provider, which helps tremendously to
reduce the overall effort to provide a unified network access to all employees.

5.2 Discussion of the Operation

Several requirements concerned the operation of the new concept, especially the
ease of use and the removal of manual actions. For the operation of the service,
two phases can be identified. First, an initial configuration must be performed to
enable a device to use the service. Second, the device can use the service without
interaction. For every stage the compliance with the requirements is analyzed
separately.
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Fig. 5. Configuration of authentication types

In the first phase, the initial configuration, manual interaction is necessary.
The employee needs at least the documentation of how to configure his device,
and often requires assistance to perform all tasks required. And, as the config-
uration of advanced parameters is required, for example the EAP type, it does
not fulfill the re-quirement to be easy. Those problems can only be partially
addressed by the introduction of automated configuration tools. But since the
configuration has to be done only once, and the solution provides strong security,
the additional effort is worth it.

In comparison to the current solutions for guest access, the new concept
provides great benefits to the local IT departments. The amount of manual
interactions is significantly reduced and the service can be used more easily, for
example without a captive portal. Furthermore, the local IT department can rely
on the support of the central team to troubleshoot and solve problems that arise,
in contrast to their own solutions for which they are responsible themselves.

6 Conclusions

With the introduction of a RADIUS roaming network, and the implementation
of eduroam specifically, the defined goals are met. Additionally, the separation
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of Identity Provider and Service Provider singlehandly fulfills several require-
ments. First of all, it provides great scalability, as the deployment of the role of
Service Provider can be done with less effort than the establishment of an Iden-
tity Provider requires. Second, it enables an easy implementation of the concept
in the institutes, again due to removing the need for distributed authentication
servers. Third, since eduroam is based on open standards and protocols, it is
vendor-independent, and last but not least it only requires an initial configura-
tion, thus reducing the need for manual actions by all participants.

Participating in eduroam has some additional advantages. For the employees,
it means that they can obtain Internet access even outside of the Fraunhofer-
Gesellschaft, for example in universities and other research institutions. Addi-
tionally, tools are constantly developed or advanced to provide the user of
eduroam with help and information, with eduroam CAT being just one exam-
ple. For the administration, eduroam provides the benefit that it is constantly
improved, and its security and stability are researched by many different orga-
nizations. The introduction of RadSec and Dynamic Discovery are only two
examples of this process. Those efforts, for both users and administrators, could
not have been made by the Fraunhofer-Gesellschaft itself, if it had implemented
its own roaming network.

Within the given restrictions and requirements, the implementation of
eduroam in the Fraunhofer- Gesellschaft is the best approach to a unified wire-
less network access. It fulfills the requirements, and meets the goal to provide
a reliable network access which can be used satisfactorily by all employees. As
the service is based on open standards, it can be adjusted later on to support
different authentication types or user directories, if the need arises. This, and its
modular design, provide a great platform to operate the service even if require-
ments change in the next years. Looking at the years of operation, the next
section proposes possible improvements and changes to the concept, followed by
an outlook on future enhancements to eduroam.
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