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Preface

The editors started working on medical data privacy in 2009, when they were
postdoctoral researchers in the Health Information Privacy Laboratory, Department
of Biomedical Informatics, Vanderbilt University. Their work on the topic involved
understanding the privacy risks of medical data publishing and developing methods
to prevent these risks. Protecting medical data privacy is a challenging problem,
since a large volume of complex data must be protected in a setting that involves
multiple parties (patients, physicians, carers, researchers, etc.). To address the
problem, it is important to develop principled approaches that are specifically geared
towards medical data. In addition, it is equally important to increase the awareness
of all parties, involved in managing medical data, about privacy risks and approaches
for achieving medical data privacy. Thus, the overarching aim of this book is to
survey the field of medical data privacy and to present the state-of-the-art approaches
to a wide audience.

The structure of the book closely follows the main categories of research works
that have been undertaken to protect medical data privacy. Each such category is
surveyed in a different part of the book, as follows. Part I is devoted to medical data
sharing. Part Il focuses on medical data privacy in distributed and dynamic settings.
Following that, Part III examines privacy preservation in emerging applications
featuring medical data, and Part IV discusses medical data privacy through policy,
data de-identification, and data governance.

Privacy-preserving data sharing requires protecting the identity of patients
and/or their sensitive information. For instance, attackers may use external data
or background knowledge to learn patients’ identity, even though attributes that
directly identify patients (e.g., SSNs, phone numbers) have been removed. The
problem has been studied extensively in the context of medical data, by the computer
science, medical informatics, and statistics communities. However, there is no one-
size-fits-all solution and various challenges remain. The purpose of Part I of this
book is to survey the main research directions in the area of privacy-preserving
medical data sharing and to present state-of-the-art approaches, including measures,
algorithms, and software tools, that have been designed to solve this problem.
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viii Preface

The protection of medical data privacy is particularly challenging, when multiple
interrelated parties are involved. For example, medical data practitioners often need
to link or exchange different parts of data about a patient, in the context of patient
treatment. In addition, medical researchers or insurers may need to access patient
information, according to the patient’s privacy requirements. In this case, both the
objectives of the parties accessing the data and the patient’s requirements may
change over time. Furthermore, data that are stored or processed in the cloud are
vulnerable to a multitude of attacks, ranging from malicious access to intentional
data modification. Part II of this book presents approaches focusing on privacy
protection in such distributed and dynamic settings. These include approaches for
linking data (record linkage), managing data access and patient consent, as well
as exchanging health information. Furthermore, a comprehensive survey of privacy
concerns and mitigation strategies for medical data in the cloud is presented.

Advances in medical devices and ubiquitous computing enable the collection
and analysis of many complex data types, including genomic data, medical images,
sensor data, biomedical signals, and health social network data. These data are
valuable in a wide spectrum of emerging applications, either alone or in combination
with data such as patient demographics and diagnosis codes, which are commonly
found in Electronic Health Record (EHR) systems. For example, genomic studies
have strong potential to lead to the discovery of effective, personalized drugs, and
therapies. However, genomic data are extremely sensitive and must be privacy-
protected. Part III of this book surveys privacy threats and solutions for all the
aforementioned types of data that are central in emerging applications.

Parts I-III of this book focus on technical solutions that allow data owners
(e.g., a healthcare institution) to effectively protect medical data privacy. On the
other hand, Part IV focuses on the legal requirements for offering data privacy
protection, as well as on the techniques and procedures that are required to
satisfy this requirement. More specifically, this part examines key legal frameworks
related to medical data privacy protection, as well as data de-identification and
governance solutions, which are required to comply with these frameworks. A
detailed presentation of the data protection legislation in the USA, EU, UK, and
Canada is offered.

This book is primarily addressed to researchers and educators in the areas of
computer science, statistics, and medical informatics who are interested in topics
related to medical privacy. This book will also be a valuable resource to industry
developers, as it explains the state-of-the-art algorithms for offering privacy.
To ease understanding by nonexperts, the chapters contain a lot of background
material, as well as many examples and citations to related literature. In addition,
knowledge of medical informatics methods and terminology is not a prerequisite,
and formalism was intentionally kept at a minimum. By discussing a wide range
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of privacy techniques, providing in-depth coverage of the most important ones,
and highlighting promising avenues for future research, this book also aims at
attracting computer science and medical informatics students to this interesting field
of research.

Dublin, Ireland Aris Gkoulalas-Divanis
Cardiff, UK Grigorios Loukides
July, 2015






Acknowledgements

We would like to thank all the authors, who have contributed chapters to this
book, for their valuable contributions. This work would not have been possible
without their efforts. A total of 63 authors who hold positions in leading academic
institutions and industry, in Europe (France, Germany, Greece, Italy, Luxembourg,
Switzerland, and UK), North America, Asia, Australia, and New Zealand, have
contributed 29 chapters in this book, featuring more than 280 illustrations. We
sincerely thank them for their hard work and the time they devoted to this effort.

In addition, we would like to express our deep gratitude to all the expert reviewers
of the chapters for their constructive comments, which significantly helped towards
improving the organization, readability, and overall quality of this handbook.

Last but not least, we are indebted to Susan Lagerstrom-Fife and Jennifer Malat
from Springer, for their great guidance and advice in the preparation and completion
of this handbook, as well as to the publication team at Springer for their valuable
assistance in the editing process.

xi






Contents

Introduction to Medical Data Privacy.....................ooooeiiiiin,
Aris Gkoulalas-Divanis and Grigorios Loukides
1.1 Introduction........cueeiniii it
1.1.1  Privacy in Data Sharing ...,
1.1.2  Privacy in Distributed and Dynamic Settings .............
1.1.3  Privacy for Emerging Applications ........................
1.1.4  Privacy Through Policy, Data
De-identification, and Data Governance...................
1.2 PartI: Privacy in Data Sharing ...,
1.3 Part II: Privacy in Distributed and Dynamic Settings...............
1.4 Part III: Privacy for Emerging Applications ........................
1.5  Part IV: Privacy Through Policy, Data
De-identification, and Data GOVernance ..............covvuevvneenn.
1.6 COnCIUSION . ...ttt
References........ooiuiii

PartI Privacy in Data Sharing

2

A Survey of Anonymization Algorithms for Electronic

Health Records. ...
Aris Gkoulalas-Divanis and Grigorios Loukides
2.1 INrOAUCHON ...ttt
2.2 Privacy Threats and Models ...........ccoviiiiiiiiiiiiiiiiiinnnnns
22,1 Privacy Threats ...,
222  PrivacyModels ...
2.3 Anonymization Algorithms ...
2.3.1  Algorithms Against Identity Disclosure ...................
2.4 Directions for Future Research ................oocooiiiiiiiiiiii,
2.5 CoNCIUSION ...ttt e
R OIENCES . . ..

[SSERUS Y S

O 0 L

17

17
19
19
19
21
21
29
31
31

Xiii



Xiv

Contents

Differentially Private Histogram and Synthetic Data Publication ....
Haoran Li, Li Xiong, and Xiaoqian Jiang

3.1 IntroduCtion.........cooiuiiiiiiiiiii i
3.2 Differential Privacy.........cooiiuiiiiiiiiiiiiiiiiiiiiice s
3.2.1  Concept of Differential Privacy .....................ooo...
3.2.2  Mechanisms of Achieving Differential Privacy ...........
3.2.3 Composition Theorems..........c.c.oovveeiiiiiiiiieeann.
3.3 Relational Data ...........ccooiiiiiiiiiiiiii
3.3.1  Problem Setting........oovuiiiiiiiiiiiii e
3.3.2  Parametric Algorithms ...
3.3.3  Semi-parametric Algorithms..............coooiviiia.a.
3.3.4  Non-parametric Algorithms...............cooooiiiiiena.
34  Transaction Data .............ocooiiiiiiiiiiiii
34.1 Problem Setting.........ooouuiiiiiiiiiiiiiiiiiiiie e
342 DiffPart.......ocoiiiii
3.4.3  Private FIM Algorithms ............oooociiiiiiiiienn.
344  PrivBasis ...
35  StreamData..........oooiiiii
3.5.1  Problem Setting........oooeviiiiiiiiiiiiiiiiiie e
3.5.2 Discrete Fourier Transform ......................ooon.
353  FAST oo
354  w-EventPrivacy ...
3.6  Challenges and Future Directions .............cccoviiiiieiiiiiinnnn.
3.6.1  Variety of Data Types ........ccovvviiiiiiiiiiiiiieennn.
3.6.2  High Dimensionality ..........cccoooiiiiiiiiiiiiiieennn.
3.6.3  Correlated Constraints Among Attributes .................
3.6.4  Limitations of Differential Privacy ........................
37 CoNCIUSION ...ttt
References........ooiuiiii

Evaluating the Utility of Differential Privacy: A Use Case

Study of a Behavioral Science Dataset ...........................oooel
Raquel Hill
4.1 IntroducCtion.........oooiuuiiete i e
4.2 Background............ooiiii
4.2.1  Syntactic Models: k-Anonymity ............cccooeuueee...
4.2.2  Differential Privacy: Definition .....................ooo.e.
423 APPLCAtIONS....ouuettiiitt it
4.3 Methodology ....oovviinniiii i
4.3.1  Utility MEASUIES .. ..vveeeeiiniiiieeeeieeeeaeeeens
44 ReSUILS .o
4.4.1  Variable Distributions ............cccoviiiiiiiiiiiiiiiie...
442  Multivariate Logistic Regression ..........................
4.5 DISCUSSION . .uutttttte ettt ettt
N I 703 1 Ted 1113 () o N

R OIENCES .. it



Contents

SECRETA: A Tool for Anonymizing Relational,

Transaction and RT-Datasets ...................coooiiiiiiiiiiiiinnnn..
Giorgos Poulis, Aris Gkoulalas-Divanis, Grigorios Loukides,

Spiros Skiadopoulos, and Christos Tryfonopoulos

5.1 INtroducCtion........ooeuuuiiiiiii
5.2 Related WOrk ...ooonniiiiii i
5.3 Overview of SECRETA ... ...
5.3.1 Frontend of SECRETA ...,
5.3.2 Backendof SECRETA ...,
5.3.3  COMPONEILS.....uuttteetntee e e eiaeeeenns
54 Using SECRETA ...
5.4.1 Preparingthe Dataset............ccoooiiiiiiiiiiiiiiann.
5.4.2  Using the Dataset Editor ...............ccoiiiiiiiiina.
5.4.3 The Hierarchy Editor ............oooiiiiiiiiiiiiean.
5.4.4  The Queries Workload Editor..............................
5.4.5 Evaluating the Desired Method ............................
5.4.6  Comparing Different Methods .....................ooooa.
5.5 Conclusion and Future Work ...............oooooiiiiiiiii
RefeIeNCeS .. .. coiii e

Putting Statistical Disclosure Control into Practice:

The ARX Data Anonymization Tool..........................oooooiiii.
Fabian Prasser and Florian Kohlmayer
6.1  Introduction............coooiiiiiiiiiiiiii
6.1.1 Background ...
6.1.2  Objectivesand Outline ............oooveiiiiiiiiiieean.
6.2  The ARX Data Anonymization Tool ...................ooooiiii.
6.2.1 Background ...
6.2.2  OVEIVIEW ..ointiiiiiiiiiii i
6.2.3  System Architecture ...........ccooviiiiiiiiiiiiiieenn.
6.2.4  Application Programming Interface .......................
6.2.5  Graphical User Interface ...............ccoiiiiiiiiaa.
6.3  Implementation Details .............ccoooiiiiiiiiiiiiiiiii
6.3.1 DataManagement .............ccooviiiiiiiiiiiiiiiieeeann.
6.3.2  Pruning Strate@ies ...........c.ceeiiiiiiiiiiiiiiiiiiiiean.
6.3.3  Risk Analysis and Risk-Based Anonymization ...........
6.4  Experimental Evaluation.................oooiiiiiiiiiiiiii
6.5  DISCUSSION ..ottt
6.5.1  Comparison with Prior Work ......................oo.l.
6.5.2  Limitations and Future Work .......................e.
6.5.3 Concluding Remarks ............ccoooiiiiiiiiiiiiii.
References........ooiuiiii

XV



XVi

Contents

Utility-Constrained Electronic Health Record Data

Publishing Through Generalization and Disassociation ...............

Grigorios Loukides, John Liagouris, Aris Gkoulalas-Divanis,

and Manolis Terrovitis

7.1 INtroduCtion.......ooeueiiiii i
7.1.1  Identity DiSclOSUIE. ......cuvvvieeeiiiiie e
7.1.2  Utility-Constrained Approach...................ooooeia.
7.1.3  Chapter Organization ...........c..oovveieeeeiiniinueeeennnn.

7.2 Preliminaries. .....oooueuueeeeiii e

7.3 Generalization and Disassociation..............cc.oooiiieiiiiinnn..

7.4  Specification of Utility ConstraintS............ccoovvviieeeeniinnnn.
7.4.1  Defining and Satisfying Utility Constraints ...............
7.4.2  Types of Utility Constraints for ICD Codes...............

7.5  Utility-Constrained Anonymization Algorithms....................
7.5.1  Clustering-Based Anonymizer (CBA).....................
7.5.2  DISassociation Algorithm (DIS)...............oooeeeeea.
7.5.3  Comparing the CBA and DIS Algorithms.................

7.6 Future DireCtions .........cooeiiuiiiiieiii i aaas
7.6.1  Different Forms of Utility Constraints.....................
7.6.2  Different Approaches to Guaranteeing Data Utility ......

7T CONCIUSION ... eeeeet ettt

RefEIeNCES .. ..o

Methods to Mitigate Risk of Composition Attack in

Independent Data Publications ....................ccoeiiiiiiiiiiin.

Jiuyong Li, Sarowar A. Sattar, Muzammil M. Baig, Jixue Liu,

Raymond Heatherly, Qiang Tang, and Bradley Malin

8.1  INtroduction..............ooiiiiiiiiiiiiiiiiiiiiii i

8.2  Composition Attack and Multiple Data Publications...............
8.2.1  Composition Attack ...........oooviviiiiiiiiiiiiiiiiii,
8.2.2  Multiple Coordinated Data Publications ..................
8.2.3  Multiple Independent Data Publications ..................

8.3  Risk Mitigation Through Randomization ...........................

8.4  Risk Mitigation Through Generalization............................

8.5  An Experimental Comparison ...........oouuueeeiiiiiieeeeennnnnns
8.5.1 Dataand Setting ...........ccoeviiiiiiiiiiiiiiiiieaiiia,
8.5.2  Reduction of Risk of Composition Attacks ...............
8.5.3  Comparison of Utility of the Two Methods ...............

8.6  Risk Mitigation Through Mixed Publications ......................

8.7  ConClUSION ....ouutiiiit i

References........oviuiii



Contents XVvii

9 Statistical Disclosure Limitation for Health Data:

A Statistical Agency Perspective ....................oiiiiiiiiii 201
Natalie Shlomo
9.1  IntroduCtion.............iiiiiiiiiiiiie i, 201
9.2  Statistical Disclosure Limitation for Microdata
from Social SUIVEYS ...oovnni e 203
9.2.1 Disclosure Risk Assessment ................cccoeeeeeennn. 204
9.2.2  Statistical Disclosure Limitation Methods ................ 207
9.2.3 Information Loss Measures .................covvieeeee.n. 211
9.3  Statistical Disclosure Limitation for Frequency Tables ............ 213

9.3.1 Disclosure Risk in Whole Population Tabular Outputs ... 213
9.3.2  Disclosure Risk and Information Loss

Measures Based on Information Theory................... 214

9.3.3  Statistical Disclosure Limitation Methods ................ 217

9.4  Differential Privacy in Survey Sampling and Perturbation ......... 219
9.5  Future Outlook for Releasing Statistical Data ...................... 222
9.5.1  Safe Data Enclaves and Remote Access................... 223

9.5.2  Web-Based Applications ............coeeeeeiiniiiieeeennnn. 224

9.53 SyntheticData ... 226

0.6 CONCIUSION ... ettt e e 228
RefEIeNCeS ... oo 228

PartII Privacy in Distributed and Dynamic Settings

10 A Review of Privacy Preserving Mechanisms for Record Linkage ... 233
Luca Bonomi, Liyue Fan, and Li Xiong

10.1  IntroducCtion..........oouuueeeeiiiiii e e e 233

10.2 Overview of Privacy Preserving Record Linkage................... 236

10.2.1 The PPRLModel .........cccooiiiiiiiiiiiiiiiiiii e, 236

10.2.2 Taxonomy of Presented Techniques ....................... 238

10.3  Secure Transformations ................ccoiviiiiiiiiiiiiiineeannn. 244

10.3.1 Attribute Suppression and Generalization Methods ...... 245

10.3.2 N-Grams Methods ..o, 246

10.3.3 Embedding Methods ..., 248

10.3.4 Phonetic Encoding Methods ............................. 250

10.4  Secure Multi-Party Computation ................ccoeviiiieneenn.. 251

10.4.1 Commutative Encryption Based Protocols ................ 251

10.4.2 Homomorphic Encryption Based Protocols............... 252

10.4.3  Secure Scalar Product Protocols ........................... 254

10.5 Hybrid Approaches............ccooiiiiiiiiiiiiiiiii i 256

10.5.1 Standard Blocking ................cooiiiiiiiiiiii .. 257

10.5.2 Sorted Neighborhood Approach ........................... 258

1053 Mapping....oooonnniiiiieeiiiii e 259

10.5.4 ClIUStering .....oouuuuiiiiiiiiii e 259

10.6 Challenges and Future Research Directions ........................ 261



XViii

11

12

Contents
107 CONCIUSION ... vttt et e e 262
RefEIeNCES .. .. coii e 262
Application of Privacy-Preserving Techniques
in Operational Record Linkage Centres .....................ccooounnee. 267
James H. Boyd, Sean M. Randall, and Anna M. Ferrante
11,1 IntroducCtion ........oouiuuuie ettt e e 267
11.1.1 Record Linkage Research Infrastructure .................. 268
11.1.2  Privacy Challenges in Health Record Linkage ............ 270
11.2 Data GOVEINANCE «....uuuettteteeiteee e eaie e e eieeeeenns 271
11.2.1 Legal ObligationsS .........covuuuiieieiiiiiiieeeenniinee... 272
11.2.2 Information GOVErnance ...............ooeeeeeevnnunnnenn.. 272
11.2.3 Separation of Data and Functions.......................... 273
11.2.4 Application and Approval Process......................... 273
11.2.5 Information Security............ccceviiiiiiiiiiiniiinnee... 274
11.3  Operational Models and Data Flows ..................ooooieeeaan. 274
11.3.1 Centralized Model ..............cooiiiiiiiiiiiiiiiiiie... 275
11.3.2 Separated Models..........ooouiiiiiiiiiiiiiiiiiiiiie... 276
11.3.3 A Technique to Avoid Data Collusion..................... 278
11.4  Privacy Preserving Methods ............ccooiiiiiiiiiiiiiiiian. 278
11.4.1 Privacy Preserving Models ..............ooooeiiiiiiion... 279
11.4.2 Techniques for Privacy Preserving Linkage ............... 279
11.4.3 Requirements of a Privacy Preserving Linkage
Technique for Operational Linkage Centres............... 282
115 CONCIUSION .. .uuttttete e e 285
ReferenCes ... covii e 285
Privacy Considerations for Health Information Exchanges .......... 289
Dalvin Hill, Joseph Walker, and John Hale
12,1 INtroduCtion .......ooeuinnuiie ettt e 289
12.2 Health Information Exchanges ..................cocoiiiiiiin. 290
12.2.1 HIE Actors and SyStems ..........cccoovivieeeeenninnnneen.. 290
1222 HIEModels ......ooiiiiiiii i 293
12.2.3 HIPAA, HITECH and HIE Privacy Governance .......... 294
12.3  Privacy Issues with HIEs..............ocooiiiiiiiiiiiii . 295
12.3.1 Patient Expectations and Concerns ........................ 296
12.3.2 Tension Between Functionality, Security and Privacy .... 297
12.3.3 Data Stewardship and Ownership.......................... 297
12.4  Principles and Practice of Privacy for HIEs......................... 298
12.4.1 Guiding Principles ..........oooiiiiiiiiiiiiiiiiiiiie... 298
12.4.2 HIE Privacy in Practice.............ccooiiiiiiiiiiiiin... 300
12.5 Emerging ISSUES ...ooonueiiiii it 305
12.5.1 BigData.....oooiii i 305
12.5.2 m-Health and Telemedicine .................ccoooiinee... 306

12.5.3 Medical DeviCes .....vviviiiiie i 307



Contents

12.6 CONCIUSION ..o vttt e
R OIENCES . ..o

13 Managing Access Control in Collaborative Processes for

Healthcare Applications ..................ccoiiiiiiiiiiiiiiiiiiiiieeens

Xuan Hung Le and Dongwen Wang

13,1 IntroduCtion........ouniiueei et
13.2 Related WOIKS ..o

13.3  An Illustrative Example: New York State HIV Clinical

Education Initiative..........cooviiiiiiiii i
13.4 Development of the Enhanced RBAC Model .....................
13.4.1 Overview of the Enhanced RBAC Model ...............

13.4.2  Support Team Collaboration: Bridging

Entities and Contributing Attributes .....................

13.4.3 Extending Access Permissions to Include

WOrkflow Contexts .......ovuvviineiiiiie e,

13.4.4 Role-Based Access Delegation Targeting on
Specific Objects: Providing Flexibility for

Access Control in Collaborative Processes..............

13.4.5 Integration of Multiple Representation

Elements for Definition of Universal Constraints.......
13.4.6 Case Studies to Encode Access Policies for CEI........

13.5 System Framework for Implementation of Enhanced RBAC

13.5.1 System Architecture ............ccoovviiieeiiiiiinnnee...
13.5.2 Encoding of Access Policies ..............cccooiiveeee..
13.5.3 Interpretation of Access Control Policies ...............
13.5.4 Application Layer ...........oooeeiiiiiiiiiiiiiiiiio...
13.5.5 Demonstration Tool ...............ccooiiiiiiiiiin
13.6 Evaluation of the Enhanced RBAC Model........................
13.6.1 Selection of Study Cases .........cccovviiiiieiiiinnnen...

13.6.2 Access Permissions Computed with the

Enhanced RBAC Model and the CEIAdmin System

13.6.3 Comparison Between the Enhanced RBAC

Model and the CEIAdmin System .......................

13.6.4 Development of the Gold-Standard......................

13.6.5 Measuring Effectiveness Based on Gold-Standard .....

13.6.6 Results .....oooviniiiiiiiii

137 DHSCUSSION & .ueettteteee et e
13.7.1 Features of the Enhanced RBAC Model.................

13.7.2 System Framework for Implementation.................

13.7.3 Evaluation...........ccooiiiiiiiiiiiiiiiiiiii e

13.7.4 Limitations .......o.uveeeieiii e

13.8  CONCIUSION ... uuttteeeee e
References......oovvnnn

Xix



XX

14

15

Contents

Automating Consent Management Lifecycle for Electronic
Healthcare Systems.................uuiiiiiiiiiiiiiiiiieeeees
Muhammad Rizwan Asghar and Giovanni Russello

14.1  INtroduCtion.........ueiiniiiit e
14.2 Legal Background ............ccooiiiiiiiiiiiiiiiiii i
14.2.1 Legal Framework for Consent ...................oooeeee..
14.2.2 Consent in Healthcare Systems ................c.ooooeeee..
14.2.3  Consent Limitations ..............cooviiiiiiiiiiinenn...
143 A Case StUAY ...ooviiii e
14.4  Overview of Teleo-Reactive Policies.................oooviiiiinnet.
14.4.1 TR Policy Representation ..............coeeeeieiiinnne...
14.4.2 TR Policy Evaluation...............ccoooiiiiiiiiiiin. ..
14.5 The ACTORS Approach.........oooeiiiiiiiiiiiiiiiiiiiiiiiieeann.
14.5.1 Authorisation Policies ..................oooiiiiiiL.
14.5.2 Policy Templates. .......coovvuiiiiieiiiiiiiiieniiaee...
1453 TRPOHCIES.....uvviiiiiiiii i
14.6 Managing Consent in Healthcare Scenarios ........................
147 Related Work ..o
14.8 Conclusion and Future Work ...
References........ooiuiiii
e-Health Cloud: Privacy Concerns and Mitigation Strategies.........
Assad Abbas and Samee U. Khan
15.1  INtroduction.........c.eviniiiiiii i e
15.2  An Overview of the e-Health Cloud.......................ooont.
15.2.1 e-Health Cloud Benefits and Opportunities ...............
15.2.2 Deployment Models for Cloud Based e-Health Systems .
15.2.3 Threats to Health Data Privacy in the Cloud ..............
15.2.4 Essential Requirements for Privacy Protection............
15.2.5 User/Patient Driven Privacy Protection Requirements....
15.2.6 Adversarial Models in the e-Health Cloud ................
15.3 Privacy Protection Strategies Employed in e-Health Cloud.........
15.3.1 Approaches to Protect Confidentiality
inthe e-Health Cloud...................oo.
15.3.2 Approaches to Maintain Data Integrity
inthe e-Health Cloud....................oo.
15.3.3 Approaches to Offer Collusion Resistance
inthe e-Health Cloud....................oo.
15.3.4 Approaches to Maintain Anonymity
inthe e-Health Cloud....................o,
15.3.5 Approaches to Offer Authenticity in the
e-HealthCloud..............oooiiiii
15.3.6 Approaches to Maintain Unlinkability
inthe e-Health Cloud....................oon.

15.4 Discussion and Open Research Issues...................oooeeeia.



Contents XXi

15.5 COnCIUSION ..ottt e e 417
R OIENCES .. it 418

Part III Privacy for Emerging Applications

17

18

16 Preserving Genome Privacy in Research Studies ....................... 425
Shuang Wang, Xiaogian Jiang, Dov Fox, and Lucila
Ohno-Machado
16.1  INtroducCtion..........ooouueieiiiiiii i e 426
16.2 Policies, Legal Regulation and Ethical Principles
of Genome Privacy ... 427
16.2.1 NIH Policies for Genomic Data Sharing .................. 427
16.2.2 U.S. Legal Regulations for Genomic Data ................ 430
16.2.3 Ethical Principles for Genome Privacy .................... 432
16.2.4  Summary .......oooouiiiiiiiiiii e 433
16.3 Information Technology for Genome Privacy ...................... 433
16.3.1 Genome Privacy Risks ..., 434
16.3.2 Genome Privacy Protection Technologies................. 434
16.3.3 Community Efforts on Genome Privacy Protection....... 436
16.4  ConCIUSION .....uutiiii e 437
References......oooiniii i e 438
Private Genome Data Dissemination ................................ ... 443
Noman Mohammed, Shuang Wang, Rui Chen, and Xiaoqgian
Jiang
17.1  INtroducCtion..........ooouueieeeiiii i e 443
17.2 Literature Review ... 445
17.2.1 Privacy Attacks and Current Practices..................... 445
17.2.2 Privacy Preserving Techniques............................. 446
17.3 Problem Statement .............oooiiiiiiiiiiiiiiii e 447
17.3.1 Privacy Protection Model ....................cooiiit. 448
17.3.2 Privacy Attack Model ...l 448
17.3.3  Utility Criteria .........ccoooiiiiiiiiiiiiiiieiiiiiee... 449
17.4 Genomic Data Anonymization ...............cooeeeeiiiiinneeeennnn. 449
17.4.1 Anonymization Algorithm ......................... 449
17.4.2 Privacy AnalySiS ........ccooviiiiiiiiiiiiiiiii i 453
17.4.3 Computational Complexity ...............ccoeeviiiinne.... 453
17.5 Experimental Results...................oooii 454
17.6 CONCIUSION ...ttt e 458
References......ooonui 459
Threats and Solutions for Genomic Data Privacy ...................... 463
Erman Ayday and Jean-Pierre Hubaux
18.1 Threats for Genomic Privacy ... 463

18.1.1 Kin Genomic Privacy...............cooooiiiiiiit. 465



XXii Contents

18.2  Solutions for Genomic Privacy ..............ooooeiiiiiiiiiii. 470
18.2.1 Privacy-Preserving Management of Raw
GenomicData................ooooiii i 470
18.2.2 Private Use of Genomic Data in Personalized
MediCINe ......ooviiiiiie e 472
18.2.3 Private Use of Genomic Data in Research ................ 477
18.2.4 Coping with Weak Passwords for the
Protection of Genomic Data................................ 481
18.2.5 Protecting Kin Genomic Privacy........................... 484
18.3 Future Research Directions ..............cooviiiiiiiiiiineeeniinnnn.. 487
18.4 ConClUSION ..ottt e 490
R ereNCeS .. o 490
19 Encryption and Watermarking for medical Image Protection ........ 493
Dalel Bouslimi and Gouenou Coatrieux
19.1 IntroducCtion..........coiiiiiiiiiiii e 493
19.2  Security Needs for Medical Data ................cccooiiiiiceenn. 495
19.2.1 General Framework....................coooiiiiiiiiin.. 495

19.2.2 Refining Security Needs in an Applicative
Context: Telemedicine Applications as

Mlustrative Example ..........oooooiiiiiiiiiiiiiiiiie... 497

19.3 Encryption Mechanisms: An A Priori Protection................... 498

19.3.1 Symmetric/Asymmetric Cryptosystems & DICOM ...... 498

19.3.2 Block Cipher/Stream Cipher Algorithms.................. 499

19.4 Watermarking: An A Posteriori Protection Mechanism ............ 503

19.4.1 Principles, Properties and Applications ................... 503

19.4.2 Watermarking Medical Images ............................ 506

19.5 Combining Encryption with Watermarking ......................... 512
19.5.1 Continuous Protection with Various Security

Objectives: A State of the Art.............cooeviiiiie... 512

19.5.2 A Joint Watermarking-Encryption (JWE) Approach ..... 516

19.6  COnCIUSION . ...ttt 521

References........ooiuiiii 521

20 Privacy Considerations and Techniques for Neuroimages............. 527

Nakeisha Schimke and John Hale

20.1 INtroduction..........coceeiiiiiiiiiiii i 527

20.2 Neuroimage Data..........ccooviiiiiiiiiiiiiiiiii s 529

20.3 Privacy Risks with Medical Images ................coooeeiiiiiinie. 530

20.3.1 Neuroimage Privacy Threat Scenarios..................... 530

20.3.2 Volume Rendering and Facial Recognition................ 532

20.3.3 Re-identification Using Structural MRI ................... 534

20.4 Privacy Preservation Techniques for Medical Images .............. 535

20.4.1 De-Identification Techniques ...............oooveeeee.nn. 535

20.4.2 Privacy in Neuroimage Archives and
Collaboration Initiatives ...........c.ccooviieiiiiiee... 543



Contents XXiii

21

22

20.5 CONCIUSION ... ettt et e e 544
RefEIeNCES .. .. coii e 544
Data Privacy Issues with RFID in Healthcare........................... 549
Peter J. Hawrylak and John Hale
211 INtroduCtion........ooueueeieeiii e 549
21.1.1 RFID asaTechnology.........cccovviiiiiiiiiiiiieaan. 550
21.2 Dimensions of Privacy in Medicine ............c..ooooeeieiiiinnn. 553
21.3 RFEIDINMeEdiCINe .....vvveeeiiie i 556
21.3.1 Inventory Tracking ...........ccoovviiiiiiiiiiiiiieeenn. 556
21.3.2 Tracking People.........oooeviiiiiiiiiiiiiiiiiiiiiee e, 556
21.3.3 Device Management...........ccoovvuieieeiininnieeeennnn. 557
21.4 TIssuesand Risks ..........cooiiiiiiiiiiii 558
220 B TN 1) 1513 () 562
216 CONCIUSION ... ettt ettt e e e 563
RefeIeNCeS ... coiii e 564
Privacy Preserving Classification of ECG Signals in
Mobile e-Health Applications ........................oiiiiiiiiiiiiinn.. 569
Riccardo Lazzeretti and Mauro Barni
22.1 INtroduCtion..........o.uuuieeeii e 569
222 Plain Protocol...........ooiiiiiii 572
22.2.1 Classification Results............coooiiiiiiiiiiiiiaa. 575
22.3  Cryptographic Primitives ...........cccoviiiiiiiiiiiiiiiiiinnin. 575
22.3.1 Homomorphic Encryption..............ccccoviiiiiiiannn. 576
22.3.2 Oblivious Transfer............ccooiiiiiiiiiiiiiiiiiian. 577
22.3.3 Garbled Circuits .......oovuuiiieiiiiiiiii e 578
22.3.4 Hybrid Protocols..........ooviiiiiiiiiiii i, 579
22.4  Privacy Preserving Linear Branching Program ..................... 580
22.4.1 Linear Branching Programs (LBP) ........................ 580
22.4.2 ECG Classification Through LBP and
Quadratic Discriminant Functions ......................... 584
22.4.3 ECG Classification Through LBP and Linear
Discriminant Functions.............ccoooiiiiiiiiiiiie... 586
22.4.4 Complexity Analysis .........ccovviiiiiiiiiiiiiiiiiieennn. 587
22.5 Privacy Preserving Classification by Using Neural Network ...... 590
22.5.1 Neural Network Design .........ccooviiiiiiiiiiiiiiinn. 590
22.5.2 Quantized Neural Network Classifier...................... 593
22.5.3 Privacy-Preserving GC-Based NN Classifier.............. 595
22.5.4 Privacy-Preserving Hybrid NN Classifier ................. 597
22.5.5 Comparison with the LBP Solution........................ 598
22.6 Privacy Preserving Quality Evaluation........................oo. 599
22.6.1 SNR Evaluation in the Encrypted Domain ................ 599
22.6.2 SNR-Based Quality Evaluation ............................ 603
227 CONCIUSION ...ttt ettt e e et 608

R OIENCES .. i 609



XX1V Contents

23 Strengthening Privacy in Healthcare Social Networks .................
Maria Bertsima, Iraklis Varlamis, and Panagiotis Rizomiliotis

23,1 IntroduCtion.............iiiiiiiiiiii e,

23.2  Social NetwWorKs ....oovuieei i

23.2.1 On-line Social Networks ..........ccoveeiiiiiiiiiineeannn.

23.2.2 Healthcare Social Networks.....................cooooeeil

23,3 PrIVACY ettt

23.3.1 Background ...

23.3.2 Personal and Sensitive Data................................

23.3.3 Privacy Principles............coooiiiiiiiiii i

23.3.4 Privacy Threats ........oovveiiiiiiiiiiiiii i,

23.4 Privacy Requirements for HSNs..............coooiiiiiiiii,

23.4.1 Privacy as System Requirement.................ooceeennnn.

23.5 Enhancing Privacy in OSNs and HSNs ..o,

23.6 On-line Social Networks in the Healthcare Domain................

23.6.1 Advice Seeking Networks............coceeviiiiiiiieean.

23.6.2 Patient Communities .............ccoovieeeeeiiiiiinaeeannnn.

23.6.3 Professional Networks..............cooooviiiiiiiini

23,7 ConCIUSION ...\ttt

R ereNCeS .. o

Part IV Privacy Through Policy, Data De-identification, and
Data Governance

24 Privacy Law, Data Sharing Policies, and Medical Data:

A Comparative Perspective......................oooiiiiii.
Edward S. Dove and Mark Phillips
24.1 IntroduCtion..........c.euiiiiiiii e
24.2  Overview of Data Privacy Legal Frameworks ......................
24.3 Data Privacy Laws and Guidelines ......................oooiiiit
24.3.1 The OECD Privacy Guidelines ............................
24.3.2 The Council of Europe Convention 108 ...................
24.3.3 The European Union Data Protection
Directive 95/46 ..o
24.3.4 UK Data Protection Act 1998 .....................oooial.
24.3.5 Canadian Privacy Legislation ..............................
24.3.6 The HIPAA PrivacyRule.....................ooa.
24.4 Data Sharing PoOlicies .............cociiiiiiiiiiiiiiiiiii i,
24.4.1 US National Institutes of Health ...........................
24.4.2 Canadian Data Sharing Policies............................
24.4.3 Wellcome Trust (UK)........coviiiiiiiiniiiiiiineeeee
24.5 Towards Better Calibration of Biomedical Research,
Health Service Delivery, and Privacy Protection ...................
246 CoNCIUSION ..ottt e
References. ... .ooonii i



Contents XXV

25

26

27

HIPAA and Human Error: The Role of Enhanced

Situation Awareness in Protecting Health Information ................ 679
Divakaran Liginlal
25.1 INtroduCtion..........o.eueieeeii e 679
25.2 HIPAA, Privacy Breaches, and Related Costs ...................... 682
25.3 Situation Awareness and Privacy Protection ........................ 685
25.3.1 Definition of Situation AWareness ................ccce..... 685
25.3.2 Linking Situation Awareness to Privacy Breaches ........ 686
25.3.3 SA and HIPAA Privacy Breaches.......................... 688
25.4 Discussion and Conclusion ...........c.oovviiiiiiiiiiiiiiiiiiinn. 693
RefEIeNCES ... et 695
De-identification of Unstructured Clinical Data for Patient
Privacy Protection ............ ... .o i 697
Stephane M. Meystre
26.1 INtroduCtion............ueeeieiii et 697
26.2 Origins and Definition of Text De-identification ................... 698
26.3 Methods Applied for Text De-identification ........................ 701
26.4 Clinical Text De-identification Application Examples ............. 704
26.4.1 PhysionetDeid...........oooiiiiiiiiiiiiii 704
26.4.2 MIST (MITRE Identification Scrubber Toolkit) .......... 705
26.4.3 VHA Best-of-Breed Clinical Text
De-identification System ...........coovviiiiiiiiiiiie... 706
26.5 Why Not Anonymize Clinical Text? ...........c..oooiiiiiiiiiini. 708
26.6 U.S. Veterans Health Administration Clinical Text
De-identification Efforts ... 709
26.7  CONCIUSION ... ettt ettt ettt 713
RefEIeNCES ... oot 714
Challenges in Synthesizing Surrogate PHI in Narrative EMRs....... 717

Amber Stubbs, Ozlem Uzuner, Christopher Kotfila, Ira Goldstein,
and Peter Szolovits

27.1 INtroduCtion..........coouiiiiiiii i 717
27.2 Related WOrk .......oooiiiiiii 719
27.3 PHI CateZOTICS «..uuuuttttetetttee et e e e e e eaaes 722
274 Data ..o 724
27.5 Strategies and Difficulties in Surrogate PHI Generation ........... 725
27.5.1 HIPAA Category 1: Names .........cceveeiiiiiieeeennnn. 726
27.5.2 HIPAA Category 2: Locations .............ooovuveeeeennn. 728
27.5.3 HIPAA Category 3: Dates and AgesS..............ccoeennn. 729
27.5.4 HIPAA Category 18: Other Potential Identifiers.......... 731
27.6 Errors Introduced by Surrogate PHI....................cooii. 732
27.7 Relationship Between De-identification and Surrogate
GENETALION ...ttt 732
27.8 CONCIUSION ....ceuutititt i 733

R OIENCES .. it 734



XXVi Contents

28 Building on Principles: The Case for Comprehensive,
Proportionate Governance of Data Access................cccoevvnnnnnn.
Kimberlyn M. McGrail, Kaitlyn Gutteridge, and Nancy L. Meagher
28.1 INtroduCtion............ceeiiiiiiiiiiiiiiii i
28.2 Current Approaches to Data Access Governance...................

28.2.1 Existing Norms for Data Access Governance..............
28.2.2 The Preeminence of “Consent or Anonymize”
as Approaches to Data Access Governance ...............
28.2.3 Existing Data Access Governance in Practice.............
28.3 The Evolution of Data and Implications for Data
AcCCeSS GOVEIMANCE. .. .vventtttiitt ettt iiie et
28.3.1 BigData......oooiiiiiiii
2832 OpenData.......ccooviiiiiiiiiiii
28.3.3 The Ubiquity of Collection of Personal Information .....
28.3.4 The Limits of Existing Approaches to Data
Access GOVEINANCE .......uvevuuiiiiiiiiiiieiiieeineen.
28.4 A Comprehensive Model for Governance:
Proportionate and Principled...............coooiiiiiiiiiiiL,
28.4.1 Proportionality ........oovvuuiiiiiiiiiiiie e
28.4.2 Principle-Based Regulation ..................ooooiieia.
28.4.3 Case Studies Using Proportionate and
Principled AcCCesS......oovviiiiiii i
28.5 Building on the Present: A Flexible, Governance Framework .....
28.5.1 SCIENCE ...t
28.52 Approach..... ...
28.5.3 Data ..ot
28.54 People ..ooiiii
28.5.5 EnVIrONMENt .........cooiiiiiiiiiiiiiiiiiiiiiiiiii ..
28.5.6 INEErest .........eeviuiiiiiiiiiiii i
28.5.7 Translating Risk Assessment to Review Requirements...
28.5.8 Adjudication SCeNarios.........c.c.ovvviiiiiiiiiiiiiiiean.
28.6 CONCIUSION ....eeuuiit ittt e
References........ooiuiiii

20 Epilogue .......ooooiiiiiii

Aris Gkoulalas-Divanis and Grigorios Loukides
29.1 INtrodUCtion.........ccoiuiiiiiii i
29.2  Topics and Directions in Privacy Preserving Data Sharing.........
29.3 Topics and Directions in Privacy Preservation

for Distributed and Dynamic Settings ..............ccccovviiiee...
29.4 Topics and Directions in Privacy Preservation

for Emerging Applications...........ooouvieiiiiiiiiiiiniiiee...
29.5 Topics and Directions in Privacy Preservation Through

Policy, Data De-identification, and Data Governance ..............



Contents XXVii

206 CONCIUSION ...ttt ettt e e 772
R OIENCES .. it 772
About the Authors ....... ... i e 775
GlOSSATY . ... 815






List of Figures

Fig.

Fig.
Fig.
Fig.
Fig.

Fig.
Fig.
Fig.

Fig.
Fig.

Fig.
Fig.
Fig.
Fig.
Fig.
Fig.

Fig.

3.1

3.2
33
34
35

3.6
3.7
3.8

39
3.10

4.1
4.2
43
4.4
4.5
4.6

4.7

Example: released cell histogram (left) and subcube

histogram (right), and N; is a random Laplace noise

(see Sect. 3.2 for Laplace mechanism) ..............ccoviiuee...
Generate synthetic data via parametric methods...................
Generate synthetic data via non-parametric methods..............
Generate synthetic data via semi-parametric methods.............
DExample of private quadtree: noisy counts (inside

boxes) are released; actual counts, although depicted,

are not released. Query Q (dotted red rectangle) could

be answered by adding noisy counts of marked nodes

(Color figure onling) [6]........coveriiniiiieiiiiiiiieiiiiiieee..
Taxonomy tree of attributes [29]........ ..ot
Tree for partitioning records [29] ...........ccoviiiiiiiiiiii.
A context-free taxonomy tree of the sample data in

Table 3.1 [5] i
The partitioning process of Fig. 3.1 [S].......ccoviiiiiiiiiiiini,
The FAST framework [16] .......ccovvviiiiiiiiiiii i

Excerpt from doctor’s NOteS. .......ovveiiiiiieiiiiiiiii e
Experiment flow chart..............cooiiiiiiiiii
Histogram of ages from original data (left) and using

k-d tree algorithm with € = 2.0, ET = 0.677 (right) ..............
Histogram of genders from original data (left) and

using cell-based algorithm with € = 2.0 (right) ...................
Proportion of variable counts vs. € for all algorithms

(for the first reduced dataset) .............cccooiiiiiiiiiiiiiiiiin..
Proportion of variable counts vs. € for all algorithms

(for the second reduced dataset) ................coiiiiieeiiiiinnn..
Proportion of variable counts preserved vs. € for k-d

tree (for MART _rS1) ..oooiiiii e

XXIX



XXX

Fig.

Fig.
Fig.

Fig.

Fig.

Fig.

Fig.

Fig.
Fig.
Fig.

Fig.
Fig.

Fig.
Fig.

Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.

Fig.

Fig.
Fig.
Fig.
Fig.
Fig.

Fig.

4.8

4.9
4.10

4.11

4.12

4.13

4.14

5.1
52
53

54
55

5.6
5.7

5.8

59

5.10
5.11
5.12
5.13
5.14
5.15
5.16

6.1

6.2
6.3
6.4
6.5
6.6

6.7

List of Figures

Proportion of variable counts preserved vs. € for k-d

tree (for MART _I1S2) ...oiiiiiii e 75
Effect size versus € for RS1 cell-based runs that were similar.... 75
Logistic results for MART_final for k-d tree, effect

size and proportion of good runs versus the DP € parameter...... 76
Logistic results for MART _rs1 for k-d tree, proportion

of good runs versus the DP € parameter............................ 77

Logistic results for MART _rs1 for k-d tree, effect
size and proportion of good runs versus the DP ¢

parameter for entropy_threshold=1.0 .................coooiii. 77
Logistic results for MART _rs2, proportion of good
runs versus the DP € parameter................coooiiiiiiiiiin, 78

Logistic results for MART _rs2 for k-d tree, effect
size and proportion of good runs versus the DP ¢

parameter for entropy_threshold=1.0 ..................oooiiii. 78
System architecture of SECRETA ...t 88
The main screen of SECRETA ... 89

Automatic creation of hierarchies. (a) Selecting the
number of splits per level of the hierarchy and (b)

Displaying the produced hierarchy ... 89
The evaluation mode: method evaluation screen of SECRETA ... 90
The comparison mode: methods comparison screen of

SECRETA ... 91
The experimentation interface selector.................cccooviune. 91
Plots for (a) the original dataset, (b) varying

parameters execution, and (c) the comparison mode .............. 92
An example of a hierarchy tree ..., 94
The dataset ditor............ccooieiiiiiiiiiiii i 103
Frequency plots of the original dataset ..................c...oouue. 103
The hierarchy specificationarea ..............cccooviiiieeiiiinnn.. 104
Method parameters SEtUP .........ceeeeiiiiiieieiiiiieeenninas 105
A messagebox with the results summary...................ooo... 106
The data OUtPUL AT€a......oovuetiiiet et 106
The plotting area. .......cooviiuiiie et 106
The configurations editor ..............ooviiiiiiiiiiiiieennnnnn. 107
Example cancer dataset: types of attributes and types

of disclosure ... 115
Generalization hierarchies for attributes age and gender ...... 116
Example search Space ..........c..veeiiiiiiiiiiiiiiiiiii i, 117
High-level architecture of the ARX system ........................ 120
Overview of the most important classes in ARX’s core ........... 121
Overview of the most important classes in ARX’s

application programming interface ..................ocoiiiiiL. 122
Anonymization process implemented in ARX’s GUI ............. 127



List of Figures XXX1

Fig. 6.8 The ARX configuration perspective ...........c.cooveuuueeeeennnnnn. 128
Fig. 6.9 Wizard for creating a generalization hierarchy with intervals..... 129
Fig. 6.10 The ARX exploration perspective ............ccevvuuruieeeennnnnnns 130
Fig. 6.11 The ARX utility evaluation perspective ...............cceevvvnnnnn. 132
Fig. 6.12 The ARX risk analysis perspective ............c.coovvuuuieeeeinnnnnn. 133
Fig. 6.13  Example of how data is encoded and transformed in ARX ....... 134
Fig. 6.14  Example of how data snapshots are represented in ARX.......... 135
Fig. 8.1 The average accuracy of the composition attack on

the Salary and Occupation datasets ...............ccooevviinnnnnn. 191
Fig. 8.2 The average query errors of the Salary and

Occupation datasets with different methods ....................... 192

Fig. 8.3 Distance between the original dataset, the output of
dLink, and several privacy budgets of differential

privacy (€ = 0.01,0.05,0.1) ...ooeeeiiiii s 193
Fig. 8.4 An illustration of the mixed publication model .................... 194
Fig. 8.5 An example of the mixed publication .................cccoiiiiit. 195
Fig. 9.1 Confidential residual plot from a regression analysis

on receipts for the Sugar Canes dataset. (a) Residuals

by fitted values. (b) Normal QQ plot of residuals.................. 226
Fig. 9.2 Univariate analysis of receipts for the Sugar Canes dataset ....... 227
Fig. 10.1  The privacy-preserving record linkage (PPRL) model ............ 237

Fig. 10.2  Bloom Filter representation for the names SMITH and

SMYTH using 2-g. The map is obtained using one

hash function and in total there are ten bits in A, and

11 bits in B set to 1. Only eight bits are shared among

the Bloom filters, therefore the similarity measure

between the original strings approximated with the

Dice coefficient is % ~ 0.762 (example from

Schnell etal. [45]) ...cooiin e 246
Fig. 10.3  Example of composite Bloom filter representation

from Durham et al. [13]. (a) Transformation process.

(b) Composite bloom filter ... 247
Fig. 104 Embedding example for the names SMITH and

SMYT with an embedding base formed by the sets

S1,82, 53,4 of randomly generated Strings ..............oovvuen.. 249
Fig. 10.5 Example of bitwise encryption by Kuzu et al. [33]................ 253
Fig. 10.6  Performing blocking on datasets: (a) Original

datasets 7" and V; (b) Block decomposition using

hyper-rectangles for T'; (c) Block perturbation for T’

(d) Block perturbation for V. The candidate matching

pairs tested in the SMC part are limited to the pair of

overlapping blocks: (T, Vy), (T1, V2), ...,(T5,Vs)

(example from Inan et al. [24]) ....oovviiiiiiiiiiiiiiiiiiiiiiees 258



XXXii

Fig.
Fig.

Fig.

Fig.

Fig.
Fig.

Fig.
Fig.

Fig.
Fig.
Fig.

Fig.
Fig.
Fig.
Fig.
Fig.

Fig.

Fig.

Fig.

10.7
11.1

11.2

11.3

11.4
11.5

11.6
11.7

12.1
12.2
12.3

13.1

13.2

13.3

13.4

13.5

13.6

13.7

13.8

List of Figures

Private blocking via clustering (example from [28]) .............. 260

A centralized model: data providers give full datasets

to the linkage unit, who link and then pass on the data
totheresearcher ..ot 275
The data provider splits the data, sending the personal

identifiers to the linkage unit and the clinical content

to the client services team. The linkage unit then

provides the linkage map to the client services team

who join it to content data to create datasets for

research and analysis ..........oeeeiiiiiiiiiii i 277
In the absence of a repository of clinical data, this is

supplied to the researcher by the data provider .................... 278
Basic data flow of three party privacy preserving linkage......... 280

Numerous protocols attempt to reduce the variability

between records of the same person, while

maintaining variability between records belonging to

different people .......oovvinniiiiii i 281
Creating a statistical linkage key ...t 281
First and last name are phonetically encoded and

concatenated with date of birth and sex, which is then

hashed to form the Swiss Anonymous Linkage Code ............. 282
HIE actors and SyStemS ...........ceeeeiiiiiieeiiiiiieeeennnnans 292
HIE models: (a) centralized, (b) decentralized, and (c) hybrid.... 293
HIPAA covered entities and business associates................... 295

Workflow of a CEI training session (reprinted from

[51], with permission from Elsevier) ..............ccoooviinnnn.. 318
Enhanced RBAC model with universal constraints,

workflow in permissions, and domain ontologies

(reprinted from [51], with permission from Elsevier) ............. 320
Collaboration model with bridging entity and

contributing attributes (reprinted from [51], with

permission from Elsevier)................ooooiiiii 321
System architecture (reprinted from [49]) ..ot 331
Three-level access control policy encoding in Protégé

(reprinted from [49]) ...ovviiiiii e 332

An example of access policy for CEI (reprinted from
[49]); (a) Access policy in first-order predicate logic,

(b) Access policy in Protege SWRL ...l 333
A screenshot of the demo tool showing CEI access
management (reprinted from [49]) ..... ... 335

Overall design of the evaluation study (reprinted from
[52], with permission from Elsevier) ..............ccoooviiinnnn... 336



List of Figures XXXiil

Fig. 13.9  Mappings of CEI Centers, system roles, and users

(reprinted from [52], with permission from Elsevier) ............. 337
Fig. 13.10 A screenshot of the online tool used by the judges

to build the gold-standard (reprinted from [52], with

permission from Elsevier)..........ccooiiiiiiiiiiiiiiiiiii i 343
Fig. 13.11 Mapping the enhanced RBAC framework to XACML

(reprinted from [49]) ..ooonnniiiii 350
Fig. 14.1  Alayout of TR pOlCIES «.oouunuiiiiiiiiii i 369
Fig. 14.2  Anexample of a TR policy .......ccovviiiiiiiiiiiiiiiiii i, 370
Fig. 14.3  The ACTORS architecture for managing consent lifecycle ....... 372
Fig. 144  An example of an authorisation policy ..............coceeeiiiiinne. 374
Fig. 14.5 Anexample of a policy template .............ccoiiiiieiiiiina. 375
Fig. 14.6 A TR policy for managing authorisation policy for

providing consenttoa GP............... 377
Fig. 14.7 A policy template for generating an authorisation

policy for providing consenttoa GP ... 377
Fig. 14.8  An authorisation policy for providing consenttoa GP............ 378
Fig. 14.9 A TR policy for providing consent to a specialist ................. 379
Fig. 14.10 A policy template for generating an authorisation

policy for providing consent to a cardiologist...................... 380

Fig. 14.11 An authorisation policy for providing consent to a cardiologist .. 380
Fig. 14.12 A policy template for generating an authorisation
policy for providing consent to the emergency

TESPONSE TEAM . . .. ueeettee ettt et e e et e e e e eanaes 381
Fig. 14.13 An authorisation policy for providing consent to the

€MEIZENCY IESPONSE LEAIMN . ... veeeenniieeeeeiiieeeeennniiaeenns 381
Fig. 15.1 Distinction among the EMR, PHR, and EHR...................... 392
Fig. 15.2  An illustration of a private cloud in context of e-Health .......... 394
Fig. 15.3  An illustration of a public cloud in context of e-Health ........... 395
Fig. 154  An illustration of a hybrid cloud in context of e-Health............ 395
Fig. 15.5 Taxonomy of essential privacy requirements and

patient-driven requirements ...........oovvuuueeeeiniiiieeeeennnnnnn. 397

Fig. 16.1  HHS’s new rules to address the risks of de-identified

data that can be re-identified ...l 431
Fig. 16.2  Privacy protection and number of released

independent single nucleotide polymorphisms (SNPs)

base on the reportin [63].........cooiiiiiiiiiiiiiiiiiiiii 434



XXX1V

Fig.

Fig.
Fig.
Fig.

Fig.

Fig.

Fig.

Fig.

16.3

17.1
17.2
17.3

17.4

17.5

18.1

18.2

List of Figures

Illustration of Homer’s attacks, where |P; — R;| and

|P; — M;| measure how the person’s allele frequency

P; differs from the allele frequencies of the reference
population and the mixture, respectively. By sampling

a large number of N SNPs, the distance measure

D(P;) will follow a normal distribution due to the

central limit theorem. Then, a one-sample t-test for

this individual over all sampled SNPs can be used

to verify the hypothesis that an individual is in the

MIXtUre (T(P) > 0) cuveeieee e e

Taxonomy tree of bIOCKS .........cooiiiiiiiiiiii
Tree for partitioning records ............oooviiiiiiiinnnn.
Boxplots of data utility of chr2 and chr10 data with

different p-values ...........oouiiiiiiiiiiiiiiiiiii e
Privacy risk of chr2 and chr10 data. The star and

diamond markers represent the test value of a specific

individual in the case (left) or test (right) group,

respectively. The horizontal line indicates the 0.95

confidence level for identifying case individuals that

are estimated based on the test statistic values of test individuals
Comparison of data utility and privacy risk for chr2

and chr10 data with different privacy budget ......................

Overview of the proposed framework to quantify kin

genomic privacy [23]. Each vector X' (i € {1,...,n})

includes the set of SNPs for an individual in the

targeted family. Furthermore, each letter pair in

X' represents a SNP xj; and for simplicity, each

SNP x; can be represented using {BB, Bb, bb} (or

{0, 1, 2}). Once the health privacy is quantified, the

family should ideally decide whether to reveal less

or more of their genomic information through the
genomic-privacy preserving mechanism (GPPM) .................
Family tree of CEPH/Utah Pedigree 1463 consisting

of the 11 family members that were considered. The

notations GP, P, and C stand for “grandparent”,

“parent”, and “child”, respectively. Also, the symbols

o and @ represent the male and female family

members, reSPectively ... ...t iiiiiiii i



List of Figures XXXV

Fig. 18.3  Evolution of the genomic privacy of the parent (P5),

with and without considering LD. For each family

member, we reveal 50 randomly picked SNPs (among

100 SNPs in S), starting from the most distant family

members, and the x-axis represents the exact sequence

of this disclosure. Note that x = 0 represents the prior

distribution, when no genomic data is revealed .................... 469
Fig. 18.4  Connections between the parties in the proposed

protocol for privacy-preserving management of raw

genomicdata [4]......cooiiiiiiiiii 472
Fig. 18.5  Parts to be masked in the short reads for out-of-range content.... 473
Fig. 18.6  Parts to be masked in a short read based on patient’s

consent. The patient does not give consent to reveal

the dark parts of the shortread....................ooiiiiiii, 473
Fig. 18.7  Proposed privacy-preserving disease susceptibility test (PDS) [6] 476
Fig. 18.8  Proposed system model for the privacy-preserving

computation of the disease risk [S5] ........cccoviiiiiiiiiiiiit. 478
Fig. 18.9  System model for private use of genomic data in

research setting [38]: participants (P), certified

institution (CI), storage and processing unit (SPU),

and medial units MU) ... 481
Fig. 18.10 GenoGuard protocol [38]. A patient provides his

biological sample to the CI, and chooses a password

for honey encryption. The CI does the sequencing,

encoding and password-based encryption, and then

sends the ciphertext to the biobank. During a retrieval,

a user (e.g., the patient or his doctor) requests for the

ciphertext, decrypts it and finally decodes it to get the

OrigINAl SEQUENCE . ... eteettit et et e eeeee 483
Fig. 18.11 General protection framework. The GPPM [24] takes

as inputs (i) the privacy levels of all family members,

(ii) the genome of the donor, (iii) the privacy

preferences of the family members, and (iv) the

research utility. First, correlations between the SNPs

(LD) is not considered in order to use combinatorial

optimization. Note that we go only once through this

box. Then, LD is used and a fine-tuning algorithm

is used to cope with non-linear constraints. The

algorithm outputs the set of SNPs that the donor can disclose .... 485

Fig. 19.1 A CIYPLOSYSIEIM ..uuueetteeee et e e e e e 498
Fig. 19.2  General scheme of the AES algorithm ............................. 501



XXXVi

Fig. 19.3

Fig. 19.4
Fig. 19.5
Fig. 19.6

Fig. 19.7

Fig. 19.8

Fig. 19.9

Fig. 19.10

Fig. 20.1
Fig. 20.2
Fig. 20.3

Fig. 20.4

Fig. 21.1
Fig. 21.2
Fig. 21.3
Fig. 21.4

Fig. 22.1

List of Figures

AES encryption in CBC mode. B;, Bf and K,
denote the plaintext block, the encrypted block and
the encryption key, respectively. iv is a random

nitialization VECtOr .........oovuiiiiii i 502
Encryption/decryption processes of a stream cipher algorithm ... 502
The principle of watermarking chain......................ooi. 504

Example of two codebooks’ cells in the

mono-dimensional space (i.e. x is a scalar value)

considering an uniform quantization of quantization

step A. Symbols o and x denote cells’ centers that

encode 0 and 1, respectively. d = A /2 establishes the

measure of robustness to signal perturbations ..................... 509
Insertion of a binary message using AQIM. X,,

represents the vector after the insertion of a bit equals

to “1” within a host signal X associated to a vector

in the N-dimensional space if N pixels constitute X.

A is the quantization step, and circles and crosses

represent the centers of the cells that encode the bits

“0”and “17, respectively .......ccoviiiiiiii i 510
Basic principle of the histogram shifting modulation:

(a) original histogram, and (b) histogram of the

watermarked data..............ooiiiiiiii 511
General system architecture of a JWE algorithm. M,,

My, K., K,,s and Kwe are the message available in the

encrypted domain, the message available in the spatial

domain, the encryption and the watermarking keys in

the spatial and the encrypted domain, respectively ................ 517
Examples of the images used for evaluation

(using AES): (a) original PET image, (b) joint
watermarked/ciphered image, (c) deciphered

watermarked image, and (d) difference between the

original image and the decrypted watermarked image ............ 520
Re-linkage using an imaging database .................cccooviune. 531
Volume rendering from 3D Slicer ............ccooviiiiiieiiiiinnn. 532
Skull Stripping: 3dSkullstrip in AFNI (left); BET in

FSL (middle); HWA in Freesurfer (right) [41]........cccoovvnnn. 536
Defacing: Quickshear (top); MRI Defacer (bottom) [41] ......... 537
Passive HF RFID tags ......ooouuiiiiiiiiiiiiii i 552
Passive UHF RFID tags .......c..vvveiiiiiiiiiiiiiiiiiie e 553
Basic exchange between an RFID tag and reader.................. 559
Using the EPC number to retrieve additional

information about the tag and associated asset..................... 561
Blockdiagram ..o 572



List of Figures XXX Vil

Fig. 22.2  The decision graph leading to ECG segment
classification. Given the array yy, ..., ys, the tree is
traversed according to the result of the comparison of
the values with O in each node, following the true (7')

Or false (F) €d@eS .. .vvvei et 574
Fig. 22.3  Garbled circuit scheme.............cccoiiiiiiiiiiiiiiiiii i, 578
Fig. 22.4  Linear selection circuit (partof C)of anode ...................... 581
Fig. 22.5 Hybrid LBP protocol. For simplicity we assume that

all the y; values can be packed in a single ciphertext .............. 583
Fig. 22.6  Privacy-preserving ECG diagnosis ...........ccovvviieeiiinnnnn. 584
Fig. 22.7  Classification accuracy of dataset using 21 and 15 features....... 586
Fig. 22.8  Classification accuracy of dataset using 5 and 4 features ......... 587
Fig. 22.9 A PEICEPLION «eottnttitet ettt et 591
Fig. 22.10 Transfer functions. (a) tansig. (b) satlin........................... 592
Fig. 22.11 Classification accuracy as a function of the number of

nodes in the hidden layer and satlin as activation function ....... 593
Fig. 22.12 Neural network structure. In the ECG classification

protocoln =4,ny =6andn, = 6.....oooiiiiiiiiiiii i, 593
Fig. 22.13 Classification accuracy as a function of £/, F A 595
Fig. 22.14 Classification accuracy in function of £°, with

O = 0 = 13 595
Fig. 22.15 Hybrid implementation of the neural network ..................... 597
Fig. 22.16 Scheme to compute the SNR ... 600
Fig. 22.17 Sequence of steps performed to evaluate the quality of

an ECG signal .......ooiiiii i 604
Fig. 23.1  The participants of healthcare social networks .................... 615
Fig. 24.1  Risks created by the lack of globally harmonisation

data privacy standards ..........coooiiiiiiiii i 645
Fig. 24.2  Three main limitations to anonymisation of personal data ........ 647
Fig. 24.3  Basic principles of national application, Part 2 of the

OECD privacy guidelines [56]..........cceevviiiiiiiiiiiiiinen... 649

Fig. 244  Basic principles of international application: free
flow and legitimate restrictions, Part 4 of the OECD

privacy guidelines [56] .......c.uvieiiiiiiiiii i 650
Fig. 24.5 The UK data protection principles, Part 1 of Schedule

1 of the Data Protection Act 1998 [65]......covvviiiiiiiini.n. 657
Fig. 24.6  Conditions under which a covered entity is permitted

to use and disclose PHI for research purposes [70]................ 661
Fig. 24.7  The seventeen HIPAA Privacy Rule de-identification

fields (U.S. 2014: §164.514(b)(2)A) [71]) -veenvereeeiiiiiinnnns 661
Fig. 24.8  HIPAA Privacy Rule limited dataset (U.S.

2014:8164.514()(2) [T11) vveenree i 663

Fig. 24.9  Extract from the genome data release and resource
sharing policy [31] «.onnniiiiiiii 669



XXXViii

Fig.

Fig.
Fig.

Fig.

Fig.
Fig.

Fig.

Fig.

Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.

Fig.
Fig.

Fig.

Fig.

24.10

25.1
25.2

25.3

25.4
25.5

25.6

25.7

26.1
26.2

26.3

26.4
26.5

27.1

27.2

27.3

274
27.5

28.1

28.2

List of Figures

Wellcome Trust policy on data management and

Sharing [76] ....oveeiiii 670
Summary of OCR action on covered entities since 2008.......... 684
Implications of Endsley’s three-stage model on

PrivaCy PrOtECHION ......ceeuinniiit ettt e eanias 686
A simplified illustration of information flow in a

healthcare Setting ..........ooviuuiiiiiiiiiiii s 689
Example of SA errors in the registration process .................. 690
Level 1 SA error—failure to correctly perceive a

situation or misperception of information.......................... 690
Level 2 SA error—failure to comprehend situation or

improper comprehension of information ........................... 691
Level 3 SA error—incorrect projection of situation

intothe future.............oooiiiiiiii 691
U.S. HIPAA protected health information categories ............. 700
Examples of text de-identification with PHI tagging

OF TESYNLNESIS .. .uetttet et 701
Workflow supported by MIST and its components ................ 706
The VHA BoB components and text processing pipeline ......... 707
Typical metrics for de-identification applications ................. 711

A fabricated sample medical record before and after

SUITOZAte GENETAtiON .......uteteii et e it e e 718
Fabricated EMR prior to surrogate generation; PHI

are delineated with XML tags ........cvviiiiiiiiiiiiiiiiiinnnnnns 724
Fabricated EMR after surrogate generation; PHI are

delineated with XML tags ...........ooooiiiiiiiiiiiiiiiiine... 725
Generic algorithm for replacing alphanumeric strings ............ 726
Algorithm for generating replacement names...................... 728

The focus on “identifiability” and “risk” in current
data ACCESS PIOCESSES .. v vvvvvttteeeeetteeteeeeeiteteeeeeeeeeeeeeeeees 742
An iterative approach to data access.................ooeiiiiiil 757



List of Tables

Table 2.1

Table 2.2

Table 2.3

Table 2.4

Table 2.5

Table 3.1

Table 4.1
Table 4.2
Table 4.3
Table 4.4

Table 4.5
Table 5.1

Table 5.2

Table 5.3

Anonymization algorithms that protect from identity

and attribute disclosure (adapted from [20], with

permission from Elsevier) ...
Algorithms that protect from identity disclosure

based on demographics (Table adapted from [20],

with permission from Elsevier) ................coooiiiiii
Algorithms that protect against identity disclosure

based on diagnosis codes (Table adapted from [20],

with permission from Elsevier) ................coooiiiiii
Algorithms for preventing attribute disclosure

for demographics (Table adapted from [20], with

permission from Elsevier) ...
Algorithms for preventing attribute disclosure based

on diagnosis codes (Table adapted from [20], with

permission from Elsevier) ...

A sample set-valued dataset [5]..........ooooviiiiiiiiiiiin.

Original prescription database (derived from [11]) ..............
Disclosed prescription database (k = 2) (derived from [11]) ....
Odds ratios (OR) and statistical significance (SS) for

males (M) and females (F) in original data set (kisbql8)........
Odds ratios (OR) and statistical significance (SS) for

males (M) and females (F) in original data set (kisbq20)........
Logistic regressions for each dataset ..................ccovvunnn.

An example of an RT-dataset containing patient
demographics and diS€ases . ..........coovviiiiiiiiiiiiiiia,
(a) A 2-anonymous dataset with respect to relational

attributes, (b) a 22-anonymous dataset with respect to

the transaction attribute, and (c) a (2, 2%)-anonymous dataset. ..
Comparison of data anonymization tools.........................

XXXiX



x1

Table 5.4

Table 5.5
Table 5.6

Table 6.1
Table 6.2
Table 6.3
Table 6.4

Table 6.5
Table 6.6

Table 7.1

Table 7.2

Table 7.3

Table 7.4

Table 7.5

Table 7.6
Table 7.7

Table 7.8

Table 7.9

Table 7.10

Table 7.11

Table 7.12

List of Tables
A (2,2%)-anonymous dataset with privacy
constraints P = {Flu, Herpes} and utility
constraints Y = {{Asthma, Flu}, {Herpes, Eczema}} ............ 95
Overview of the methods supported from SECRETA ........... 101
(a) A fictitious medical dataset presenting the
Year-Of-Birth, Sex, Race, and Diagnosis codes
of patients, (b) mapping of attribute Sex, and (c)
mapping of attribute Race ... 102
Example dataset and the result of applying the
transformation (1,0) .......cooiiiiiiiiii i 117
Datasets used in the experiments ..................oooiveeeeeennn. 140
Runtime measures for risk-based anonymization ................ 140
Runtime measures for 5-anonymity ............................. 140
Utility measures for risk-based anonymization .................. 141
Utility measures for 5-anonymity ....................ooooeeeaa. 141

(a) Dataset comprised of diagnosis codes, and

(b) diagnosis codes contained in the dataset of

Table 7.1a and their description (reprinted from [15],

with permission from Elsevier) .....................o 151
(a) Utility requirements, and (b) anonymized

dataset that does not satisfy the utility requirements

(reprinted from [15], with permission from Elsevier)............ 153
Anonymized counterpart of the dataset in Table 7.1a,

using the utility-constrained approach (reprinted

from [15], with permission from Elsevier) ....................... 154
Mappings between diagnosis codes and generalized
terms, created by set-based generalization ....................... 157

A possible dataset reconstructed from the dataset of
Table 7.3 (reprinted from [15], with permission from Elsevier). 159

Examples of hierarchy-based utility constraints ................. 163
Disassociation with a shared chunk (reprinted from

[15], with permission from Elsevier) ............................. 169
Sets of diagnosis codes that are added into the

priority queue of CBA, and their support......................... 170
Anonymized dataset by CBA using the utility policy

of Table 7.2a .. ..o o 171
Disassociated dataset with a shared chunk (reprinted

from [15], with permission from Elsevier) ....................... 172
The result of functions My and M,, for CBA and for

a reconstructed dataset, produced by DIS ........................ 172

MRE scores for each utility constraint in Table 7.2a ............ 173



List of Tables

Table 7.13

Table 8.1

Table 8.2

Table 8.3

Table 8.4

Table 8.5

Table 9.1

Table 10.1
Table 10.2
Table 10.3

Table 13.1

Table 13.2

Table 13.3

Table 13.4

Table 13.5

Table 15.1

Table 15.2

Table 15.3

Table 15.4

xli
Average percentage of records that are retrieved
incorrectly, for workloads having different § values
and for: (@) Uy, (D) Up, and () U3 v 174

An illustrative example of a composition attack; the
shared common record is revealed by intersecting
two corresponding equivalence classes ...........c..oooieeeennn. 181
An illustration of differential privacy based
publications of datasets in Table 8.1. Anemia,
Cancer,Migraine, Diabetes and Cough are
all sensitive values in the datasets. The counts of
sensitive values are noised and published with the
equivalence class. It is difficult for an adversary

to find true common sensitive values using noised
counts. Note that the counts are small since we use

the same datasets from Table 8.1 ...................oiii. 186
Comparison of risk of composition attack of two
equivalence classes: Case 1 .........cooviiiiiiiiiiiiiiiiiieann. 188
Comparison of risk of composition attack of two
equivalence classes: Case 2 ........oevviiiiiiiiiiiiiiiiiiieean, 189
Domain size of different attributes.......................ooon. 190

Disclosure risk and information loss for the

generated table ...... ... 225
Overview of the PPRL techniques reviewed in the chapter. ..... 240
Example of k-anonymity, withk = 2 .............coooiiinnnnn. 242
The Soundex encoding ..............ccooiiiiiiiiiiiiiiiieeannn. 250
The responsibilities of the CEI centers ........................... 317

The profile of the study cases and the selected
sample to build the gold-standard (reprinted from

[52], with permission from Elsevier) ............................. 338
Assignment of sample cases to judges and results

from the first round review® ........... ..o 342
Comparison between the enhanced RBAC model

and the CEIAdmin system ..............ooooeiiiiiiiiiiiennnnn. 345
Measuring the effectiveness of the enhanced RBAC

model and the CEIAdmin system with a gold-standard ......... 346
Overview of the approaches employed to maintain

confidentiality ... 403
Overview of the approaches employed to maintain

data INEeEIILY . ..ot 405
Overview of the approaches employed to offer

COlIUSION TESISTANCE ....eveeeiiiie ettt e e 408

Overview of the approaches employed to maintain anonymity . 411



xlii

Table 15.5
Table 15.6
Table 16.1

Table 17.1
Table 17.2
Table 17.3
Table 17.4

Table 17.5

Table 18.1
Table 20.1

Table 21.1

Table 22.1

Table 22.2
Table 22.3
Table 22.4
Table 22.5
Table 22.6

Table 22.7
Table 22.8
Table 22.9
Table 22.10
Table 22.11

Table 22.12
Table 22.13

Table 23.1

Table 23.2

List of Tables

Overview of the approaches employed to maintain authenticity 413
Overview of the approaches employed to maintain unlinkability 414

Key aspects of GWAS and genomic data sharing

(GDS) POLICIES .ot eiee e 429
Raw genome data..........oooiiiiiiiiiiiiiii i 447
Genome data partitioned into blocks ....................oool 450
Anonymousdata(e = 1,h=2)....ccoiiiiiiiiiiiiiiiiiieann. 452
Data utility of chr2 data set with privacy budget of

1.0 and power of 0.01 .....oooiiiii 455
Data utility of chr10 data set with privacy budget of

1.0and power of 0.09 ......ooiiiii 455
Frequently used notations ................oooiiiiiiiiiiineeennn. 467
Landmarks used in facial reconstruction

[13, 15, 36, 52] and corresponding feature memberships........ 539
The frequency band, RFID type, corresponding ISO

standard, and typical applications....................oooiiiiil 553
Classification pattern (“x” means that the value of

the variable does not influence the classification)................ 573
QDF-based classification results (results from [1, Chap.8]) .... 575
QDF-based classification results obtained in the tests ........... 575
Protocols for secure evaluation of private LBPs ................. 582
Estimated communication complexity of LBP with QDF ....... 588
Performance of protocols for secure ECG

classification throughLBP ..., 589
Inputs to the GC implementation of the neural network ......... 596
Complexity of NN-based ECG classification protocol .......... 597
Number of bits necessary to represent the values

obtained by a worst case analysiS................c.ooiiiiii 602
SNR protocol data transfer ... 603

Maximum value and number of bits necessary
for the magnitude representation of the variables

involved in the computation by worst case analysis ............. 607
Bandwidth (bits) required by the protocol........................ 607
Performance of the protocol using the linear

classifier or a single feature ... 608

Identification techniques that may affect medical
privacy (based on [10]) ... 619
Privacy principles and their applicationis HSNs................. 623



List of Tables

Table 23.3
Table 24.1

Table 24.2

Table 25.1
Table 26.1

Table 26.2

Table 26.3

Table 26.4

Table 27.1
Table 28.1

Table 28.2
Table 28.3

A list of privacy threats and associated risks in HSNs............

HIPAA Safe Harbor example de-identification of a

simple medical dataset prior to de-identification and

following de-identification (changed/removed data in bold) ....
Deadlines for data submission and release in a

supplement to the NIH Genomic Data Sharing

Policy, which apply to all large-scale, NIH-funded

ENOMICS IESEAICH . ....iette i

The 12 largest privacy breaches identified by the OCR...........

Advantages and disadvantages of methods used for

text de-identification.................cooiiiii
Sensitivity of machine learning-based text

de-identification applications (partly reproduced

from [19] o
Overall (micro-averaged) performance at the PHI

level (partly reproduced from [19]) ........oooviiiinnn
Sensitivity of de-identification applications when

generalized to a different type of clinical notes ..................

HIPAA’s list of PHI categories ............coovuuuniiiinnnnnnnnn.

A comprehensive framework for proportionate

governance: domains for adjunction and associated
determination of risk ................
The adjudication scenario 1 .............cooiiiiiiiiiiinnnnnnnn..
The adjudication SCENATIO 2 .........coviiiiiiaa

662



	Preface
	Acknowledgements
	Contents
	List of Figures
	List of Tables

