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Abstract. The management of cultural heritage information is an im-
portant aspect of human society since it enables us to document and
understand our past and learn from it. Recent developments in ICT
have significantly boosted research and development activities aimed at
the creation and management of cultural heritage resources. As a result,
information systems play an increasingly important role on storing and
managing cultural heritage information and allowing preservation of the
information in a digital way. To support such effort, a number of cul-
tural heritage conceptual models have been developed and presented in
the literature. However, such models they focus on the heritage entities
and information, but fail to include issues such as privacy and trust.
Our research has shown that these are important issues to consider in
order to have a complete cultural heritage model. This paper presents
the first work in the literature to include privacy and trust as part of a
cultural heritage conceptual model. We demonstrate the applicability of
our work using a real world case study from the Iron Age settlement of
Castrolandin in Spain.
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1 Introduction

Heritage is anything that can be considered important to be passed to future
generations and it is broadly divided into natural heritage and cultural heritage.
Anything to which a social group attributes particular aesthetic, artistic, docu-
mentary, environmental, historic, scientific, social or spiritual values is commonly
designated cultural heritage. Cultural heritage consists of tangible and intangi-
ble elements. Tangible elements include heritage sites, buildings and artefacts,
while intangible elements include practices, representations, expressions, knowl-
edge, and skills, or in other words elements that are embodied in people rather
than in inanimate objects.



The management of cultural heritage information is an important aspect of
human society since it enables us to document and understand our past and learn
from it. Appropriate management is required for the effective identification, in-
terpretation, maintenance, and preservation of significant cultural entities. It re-
quires though having a deep and shared understanding of what cultural heritage
is and what cultural heritage is composed of. Recent developments in ICT have
significantly boosted research and development activities aimed at the creation
and management of cultural heritage resources. As a result, information systems
play an increasingly important role on storing and managing cultural heritage
information and allowing preservation of the information in a digital way [1].
Having the information digitised also helps to make the information available on
ways that was not possible before. For example, a number of archeological sites
can be ”visited” from anywhere in the world and visitors can view and receive
information about artefacts like they are visiting the physical sites. However,
this situation apart from the obvious advantages, introduces some privacy and
trust issues. For example, part of digitised cultural heritage information may be
private [2], and even though information might be personalised [3], still there
have to be safeguards that will ensure there is no privacy violation.

On the other hand, many heritage entities, such as buildings, are tied to the
land, which can be private property, and even some heritage entities are private
property themselves. Local communities are fighting to preserve their way of
life as part of their heritage. Travel and cultural institutions use this uniqueness
to promote travel and tourism, and while this brings in revenue and exposure,
cultural heritage sites that were preserved by virtue of their isolation are now
being severely damaged and even destroyed. This situation introduces a wide
range of cases where privacy issues must be respected by government organi-
sations related to cultural heritage and other involved parties. For example, in
some scenarios, the government can force the owner of a highly rated cultural
heritage house to open it to the public a few days a month. However, this can
result in a violation of the owner’s privacy. Therefore, modelling explicitly the
privacy requirements of such situations can contribute to the resolution of the
aforementioned issues. Elements to model would include the details of privacy,
what information is subject to what privacy levels, and who has access to what.
In order to achieve this, it would be necessary to identify what actions must
be carried out in order to protect the owners’ privacy when cultural heritage
entities are documented.

However, accomplishing this does not solve the uncertainty about whether
the aforementioned actions related to privacy protection will be carried out or
not. Without further analysis, they are just assumptions which may prove wrong
and lead to violation of cultural heritage owner’s privacy. The same situation
exists when actions regarding the conservation and allowance of use of cultural
heritage objects are considered. Such actions are assigned to agents but without
further justification of whether the agents can be trusted to take them, they
remain just assumptions. If the agents never realise the assigned actions, this
will lead to a deterioration of the condition of the cultural heritage entity or



inconvenience it. Therefore, further analysis is required in order to justify if the
agents assigned with certain actions can be trusted to do so, or that there are
appropriate control mechanisms in place to ensure that the agents will do so.

To address these issues this paper presents a conceptual modelling approach
that makes use of works from the fields of cultural heritage, privacy, and trust.
CHARM [4, 5], PriS [6-8], and JTrust (Justifying Trust) [9, 10], respectively, are
adapted and combined in a single conceptual model to jointly address this prob-
lem area. The next section provides background about these three approaches.
Section 3 presents our proposed conceptual model while Section 4 presents a
methodological process for using the conceptual model. Section 5 demonstrates
the applicability and usefulness of our proposed model using a case study. Section
6 discusses the related work, followed by the conclusion and future work.

2 Background Information

The Cultural Heritage Abstract Reference Model (CHARM) [4, 5] is a wide and
shallow conceptual model for cultural heritage, which includes over 160 classes
representing very abstract concepts, such as Place, Material Entity, Agent, and
Performative Entity. CHARM does not only represent the specific entities that
might make up cultural heritage, but also other entities, which are necessary
in order to describe and understand the former, such as documents, representa-

tions, and valorisations. These are the three major concerns that are captured
in CHARM:

— Evaluable entities. An valuable entity is anything to which cultural value
can be assigned. In other words, an evaluable entity is each of the individual
things to which people can add cultural value. Evaluable entities comprise
all the raw matter that may become cultural heritage, including tangible
and intangible things.

— Valorisations. A valorisation is the discourse that adds cultural value to an
evaluable entity. In other words, a valuation is the social and cultural vehicle
that people use in order to produce cultural value.

— Representations. A representation is a persistent expression of one or multi-
ple evaluable entities or valorisations.

The PriS method [6-8] is a requirement engineering methodology that in-
corporates the modelling and analysis of privacy requirements into the system
development process. Privacy requirements are identified after the investigation
of the implications that privacy goals have on ordinary organisational goals. PriS
specifies the following eight privacy goals:

— Authentication
— Authorisation
Identification

— Data Protection
— Anonymity



— Pseudonymity
— Unlinkability
— Unobservability

Furthermore, PriS specifies a set of rules to transform privacy requirements
into implementation techniques through the use of privacy process patterns used
for identifying system architectures, which support the privacy requirements.

JTrust [9,10] is a methodology for reasoning about trust relationships and
it is founded upon the notions of trust and control as the means of confidence
achievement. Any dependency on entities of an information system to carry out
an action introduces an uncertainty about the fulfilment of that dependency.
It can also constitute a vulnerability for the system in case the other entity
does not behave as expected, i.e. fulfil the dependency. Therefore, appropriate
ways of removing the uncertainties and building confidence in the dependences is
accomplished with the identification of dependency resolutions. Such resolutions
need to be found based on trust or/and control. Moreover, in case of trust there
four types of trust resolution:

— Experiential trust
— Reported trust

— Normative trust
— External trust

JTrust provides a structured way of identifying explicitly trust assumptions that
underlie the system analysis and can endanger the satisfaction of the system
requirements.

3 Cultural Heritage Conceptual Model with Trust and
Privacy

A conceptual model can be described as an abstraction of reality according
to a certain conceptualisation. This abstraction usually consists of an abstract
representation of specific aspects of domain entities, called concepts. When a
conceptual model is represented as a concrete artefact, it facilitates the commu-
nication and analysis of important and relevant aspects of the domain concerned.
A conceptual model often serves as vehicle for reasoning and problem solving
as well as for acquiring new knowledge about a domain. To be able for someone
to use it, the conceptualisation should be expressed in a specific representation,
such as a modelling language. The expression must be unambiguous and help
users solve real world problems.

The proposed model combines concepts from the areas of cultural heritage,
privacy, and trust. It can be used by software engineers when analysing or de-
signing a cultural heritage information system. It enables them to capture infor-
mation about the rights and obligations that agents have in relation to certain
cultural heritage entities. It also enables them to capture privacy requirements
related to obligations to allow the use or conserve a cultural heritage entity. Fi-
nally, it enables them to reason whether the agents assigned with privacy goals



can be trusted to satisfy them. In cases where there is lack of trust, control
mechanisms can be identified in order to fill in the gap and provide the neces-
sary confidence in the fulfilment of the assigned privacy goals. Our combined
model is depicted in Figure 1. In the remaining section we describe its concepts,
which are illustrated by using the following scenario.

An important aspect of cultural heritage are buildings that belong to a cul-
tural heritage site. These buildings many times have an owner and a conser-
vator who are different entities. The European Confederation of Conservator-
Restorers’ Organisations has issued a code of ethics. Article 3 states that the
conservator-restorer works directly on cultural heritage and is personally respon-
sible directly to the owner, to the heritage, and to the society. The conservator-
restorer is entitled to practices without hindrance to her/his liberty and in-
dependence. Also, Article 18 states that the conservator-restorer is bound by
professional confidentiality. In order to make a reference to an identifiable part
of the cultural heritage she should obtain the consent of its owner or legal cus-
todian. During the development of a conceptual model for such a scenario not
only the cultural heritage aspects of the scenario have to be represented in the
model, but also aspects that are related with the privacy of sensitive information
and the trust relationships that affect the soundness of the model.

The following concepts have been adopted from CHARM:

An Agent is a primary entity corresponding to a person or group of people
[11]. So, using the running example the owner of the building that constitutes
cultural heritage is an agent and the conservator of the building is another agent.

An Evaluable Entity is an entity that has been, is or may be culturally
evaluated [11]. The building that has a cultural heritage value is an evaluable
entity in our running example.

A Normative Situation is an abstract entity corresponding to a right or
obligation that one or more agents have, possibly in relation to a set of evaluable
entities [11]. In the running example there are two normative situations that can
be identified. First, the owner of the building has a right of ownership over it,
and secondly, the conservator has the obligation to conserve the building in a
good state.

A Right is a normative situation that provides its owners with specific liber-
ties, guarantees or benefits, usually about certain evaluable entities [11]. In our
conceptual model there are three types of rights, adopted from CHARM:

— A Right of Ownership is the right that provides its onwner with the benefit
of owning the associated evaluable entities.

— A Right of Use is the right that provides its owner with the benefit of being
able to use the associated evaluable entities.

— A Right of Custody is the right that provides its owner with the benefit of
keeping the associated evaluable entities in their possession.

An Obligation is a normative situation that subjects its owners to specific
obligations, usually in relation to certain evaluable entities [11]. In our conceptual
model there are two types of obligation, adopted from CHARM:
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Fig. 1. Cultural heritage conceptual model with privacy and trust.




— An Obligation to Conserve is the obligation that requires its owner to keep
the associated evaluable entities in good condition.

— An Obligation to Allow Use is the obligation that requires its owner to allow
the use of the associated evaluable entities to certain third parties.

A Privacy Goal expresses a privacy requirement which constraints the ca-
sual transformation of organisational goals into processes [6-8]. If a goal is as-
signed to an agent then this means that she has to make some adjustments
in the processes that implement the organisational goals that are affected by
the privacy goal. As mentioned in the previous section eight type of privacy
goals are recognised: identification; authentication; authorisation; data protec-
tion; anonymity; pseudonymity; unlinkability; and unobservability. Privacy goals
affect obligations and, therefore, in our running example the obligation of the
conservator to conserve the cultural heritage building is affected by a data pro-
tection privacy goal as there are certain regulations that the conservator must
comply with when handling private information. In particular, the conservator
must not disclose any information that can be used to link related information
about the owner. Also, the conservator must not disclose any identifiable in-
formation about the owner of the building. In order to make a reference to an
identifiable part of the cultural heritage she should obtain the consent of its
owner.

A Resolution is the way the uncertainty of the dependency on an agent
is removed and confidence in the fulfilment of privacy goals is achieved [9]. In
our running example, we assume that there is no control over the conservator
company and we have confidence that it will handle the private data according
to the relevant regulation because we trust it to do so. Therefore, there is trust
resolution.

A Trust Resolution is the situation where confidence in the agent is achieved
because of trust in the agent[9]. Four types of trust resolution are identified:

— Experiential trust is trust in the agent that originates from previous direct
experience with the agent. If there was experiential trust resolution in our
running example then this means that there is previous direct experience
with the conservator and that is why we have confidence that it will fulfil its
assigned privacy goal.

— Reported trust is trust in the agent that originates from a third party, the
reporter. In a similar way, is a third party was reporting that the conservator
will fulfil its privacy goal then we have confidence because of reported trust
resolution.

— Normative trust is trust in the agent that originates from the system en-
vironment norms. If the conservator was a well established company in its
field that everyone trusts it to respect and fulfil its privacy goal then we have
confidence in the fulfilment of the goal because of normative trust resolution.

— External Trust is trust in the agent that originates from sources outside of the
system environment. If there was an agent outside of the system environment
that was suggesting us that the conservator will fulfil the privacy goal then



we have confidence in the fulfilment of the goal because of normative trust
resolution.

A Control Resolution is the situation where confidence in the agent is
achieved because of the agent being controlled [9]. Control is the power that
one agent has over another agent to influence its behaviour and consists of two
mechanisms: observation and deterrence.

An Observation is the measure through which an agent’s actions are mon-
itored. Therefore, in the running example if we wanted the conservator to be
controlled then we could have assigned another company to monitor and au-
dit its processes and verify that it is complying with the relevant regulations
concerning data protection.

A Deterrence is the measure through which a agent is prevented from ac-
complishing one of her own goals. Observation alone is not adequate in order
control to be effective. Somehow, there has to be a way to prevent the controlled
agent from accomplishing her own goals in order to have an incentive to show
the desired behaviour. In the running example, a mechanism of deterrence could
be the termination of the contract, in case we observe that the conservator does
not comply with the relevant regulations. That will prevent the conservator from
accomplishing one of its own goals, which is to get paid and provide the incentive
to show the desired behaviour.

An Entailment is a condition of trust. It originates from a dependency
through the identification of a dependency resolution. Entailments are required
to be valid in order to have confidence in the dependencies from which they
originated [9]. Every resolution can lead to an entailment, for example reported
trust has an entailment that the reporter can be trusted for what is reporting.
Such entailments have to be validated by collecting evidence, otherwise there is
no confidence in the fulfilment of the dependency. In the running example, the
dependency on the conservator is resolved through normative trust that has the
entailment that the system norm can be trusted. Consequently, evidence has to
be collected, perhaps through surveys, in order to prove that the entailment is
valid.

4 Methodological Process

In this section, we propose a methodological process by which the conceptual
model presented in the previous section can be applied. The process consist of
five activities and is depicted in Figure 2.

— Identify normative situations between agents and evaluable enti-
ties. The modeller identifies the relevant evaluable entities. Also, the agents
that are related to them through with some kind of normative situation, as
well as the type of normative situations themselves, have to be identified.

— Privacy goal identification. The modeller investigates the privacy issues
that arise from the interconnected normative situations and models the pri-
vacy goals that affect the normative situations. Privacy goals can also be
identified directly from respective legislation or directives.
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— Resolution identification. Even though privacy goals have been defined
and have been assigned to appropriate agents, this is still not sufficient, be-
cause there is uncertainty on whether these agents will behave as expected
and fulfil their responsibilities. In order to remove the uncertainty, specific
resolutions of dependencies on these agents have to be identified. The reso-
lutions can be trust resolutions or control resolutions.

— Entailment identification. Having identified the resolutions, the next step
is to identify the entailments, which essentially are trust assumptions. These
have to be validated based on evidence that has to be collected. Evidence
can be collected with the use of surveys, interviews with the stakeholders or
investigation of historical data.

— Control mechanism identification. Not all entailments are valid and
therefore, further actions are required. Control mechanisms need to be iden-
tified and put in place in order to build confidence that the assigned privacy
goals will be fulfilled. The technical system or another agent need to act as
the controllers who will drive the agents to show the expected behaviour. To
this end, the modeller must identify the necessary observation and deterrence
measures.

5 Case Study

In this section we describe a case study that was used to examine the applicability
of the proposed approach. The case study is based on an actual cultural heritage
place, the Iron Age settlement of Castrolandin, located in Galicia (North-West
Spain), where a series of research and public presentation projects have been
carried out in the last few years [12]. The site consists of a series of ramparts
and ditches on a hilltop, conforming a typical Iron Age hill fort, regionally know
as a ’castro’. It had been known and described since the mid 20*" century by
archaeologists and was finally included in the official inventory of heritage sites
following the usual procedure. An archaeological consultancy was hired by the
regional government for the recording of heritage sites within the region. A record
log was assigned to the site as a heritage place and a series of land use regulation
were imposed to the area designated as its extent.



Moreover, another research project was developed on the site aimed at the
anthropological documentation of the local community’s perceptions and feelings
about the site. This project allowed for the description and study of a traditional
feast, nowadays lost, that had occurred on the site at least between the late 19t?
and mid-20*" centuries. Descriptions of the feast of San Xoan (St. John’s) are
known thanks both to some written records and the memories of local elderly
people. Thanks to this project, the feast of San Xoan was brought back to
life in 2003, and repeated since on an annual basis. As a result the regional
government extended the area that was subject to heritage protection and land
use restrictions, and also declared the feast of San Xoan as a protected intangible
heritage element

As a result of the generated archaeological, anthropological, and historical
knowledge about Castrolandin, the regional government decided to intervene in
order to apply the necessary protection schemes on both the site and the San
Xoan celebration itself. The first scheme is called ”Place of Cultural Interest”
(BIC) and the second scheme ” Celebration of Cultural Interest” (FIC), which is
mainly applied to intangible entities. According to BIC, the owners of objects
of cultural interest are obliged to facilitate their inspection by approved bodies,
their study by researchers, and public entry at least four days a month and for
movable objects to place them in a suitable position for viewing for a period of
at least five months every two years [13].

In order all this information to be accessible to the public through an informa-
tion system, it has to be organised and documented. However, such information
contains private data that has to be kept confidential, such as the manifestation
of the celebration every year that includes the private data of the individuals
who have attended the San Xoan and the valorisation of the celebration that
includes private data of the local elderly people. Therefore the private data has
to remain confidential.

An information system that has to provide information about the cultural
heritage of Castrolandin will be best designed at the conceptual level and will
also facilitate better communication between the software engineers of the system
and the stakeholders. This conceptual model has to consider not only the cultural
heritage aspects of the information, but also the privacy and trust issues that
are equally important for the stakeholders. The system development process will
significantly benefit by being informed from such a conceptual model.

Next, the activities described in the previous section are applied to the case
study of Castrolandin in order to demonstrate how to apply the proposed con-
ceptual model and the developed model is depicted in figure 3.

Identify normative situations between agents and evaluable entities.
In our case the evaluable entities, i.e. the entities that can have a cultural heritage
value, are the Castrolandin hill fort and the celebration of San Xoan. On the
other hand, the agents in the case study are the regional government, the local
citizens of the area, the conservator of the Castrolandin hill fort, and the visitors
that may desire to seek information about the site and the surrounding area. The



visitors can be individuals who physically visit the site and the celebration, or
visitors of a website who browse information about the site and the celebration.
Having identified the evaluable entities and the agents involved, the following
normative situations are identified through discussions with the agents and other
stakeholders, and by inspecting the relevant laws.

i) The regional government has the right of ownership of the San Xoan cele-
bration.
i) The local citizens have the right of custody of the San Xoan celebration.
iii) The visitors have the right to use the San Xoan celebration.
iv) The regional government has the obligation to allow use of the San Xoan
celebration.
v) The regional government has the right of ownership of the Castrolandin hill
fort.
vi) The visitors have the right to use Castrolandin hill fort.
vii) The regional government has the obligation to allow use of the Castrolandin
hill fort.
viii) The conservator has the obligation to conserve the Castrolandin hill fort.

Privacy Goal Identification. This activity aims at identifying the privacy
goals that affect the normative situations identified in the previous activity. The
first issue is with the organisation of the San Xoan celebration where the local
citizens who are attending the celebration and want their private information
to be kept anonymised. Furthermore, the conservator who has the obligation
to conserve the Castrolandin hill fort is required to comply with the privacy
regulations regarding the processing of personal data. Therefore, the respective
privacy goals are incorporated into the conceptual model as shown in Figure
3. There are two privacy goals. The fist one is to ensure the anonymity of the
participants of the San Xoan celebration and it is assigned to the regional gov-
ernment. The second privacy goal is to ensure data protection when conserving
the Castrolandin site and it is assigned to the conservator. In effect, the regional
government and the conservator need to take appropriate actions in order to
ensure the satisfaction of the identified privacy goals.

Resolution Identification The dependencies though on the regional govern-
ment and the conservator introduce an uncertainty on whether they will behave
as expected, i.e. take actions in order to ensure the satisfaction of the privacy
goals. To this end, resolutions of the two dependencies need to be identified that
show the reasoning behind the removal of the uncertainty and the establishment
of confidence in the fulfilment of the dependencies. The dependency on the re-
gional government to hold the attendees anonymous is resolved with experiential
trust. This means that the software engineer has previous direct experience with
the regional government because of previous collaboration in other projects and
believes that the regional government can be trusted to satisfy the privacy goal.
The dependency on the conservator to comply with the relevant data protection



laws is resolved with reported trust. The company of the software engineer has
a business partner, who reports to her through discussions that the conservator
will comply with the data protection regulations.

Entailment Identification. The identified resolutions of the previous activ-
ity can systematically reveal the explicit trust assumptions underlying the de-
veloped conceptual model. We call such assumption entailments of resolutions,
which have to be valid otherwise the analysis made in order to construct the
model is not justified. The experiential trust resolution of the dependency on
the regional government requires an entailment that the software engineer can
trust herself for that decision. The reported trust resolution of the dependency
on the conservator requires and entailment that the business partner, who acts
as a reporter, can be trusted for what it is reporting. After the identification
of entailments, evidence is gathered in order to decide whether the entailments
are valid. There is substantial evidence from previous direct experience with
the regional government, such as documents, which show that the regional gov-
ernment was indeed carrying out actions in the past to satisfy the anonymity
related privacy goal and therefore that it can be trusted to satisfy it in this case
as well. On the contrary, there was no enough evidence that the business partner
can be trusted for what it is reporting, i.e. the conservator will fulfil the data
protection privacy goal assigned to her. Consequently, the uncertainty regarding
the fulfilment of the data protection related privacy goal by the conservator still
remains.

Control Mechanisms Identification. As long as there is no justification
regarding the fulfilment of the second privacy goal then the developed model
cannot be qualified as sound in terms of preserving the privacy of personal infor-
mation. Further actions are required in order to gain confidence in the fulfilment
of the privacy goal by the conservator. As a solution a new control resolution
was added as shown in Figure 3. It contains as an observation mechanism that
the conservator will be audited periodically, and as a deterrence mechanism that
the contract will terminate instantly in case she does not fulfil the privacy goal.
This control resolution provides us the necessary confidence that the privacy
goal will be fulfilled.

6 Related Work

The literature provides a number of approaches that support conceptual rep-
resentation of cultural heritage. However, to the best of our knowledge, there
is no work in the literature that incorporates privacy and trust modelling and
analysis in such conceptual frameworks.

CIDOC CRM [14,15] is a core ontology to enable information integration
for cultural heritage data and their correlation with library and archive infor-
mation. It was developed empirically by an interdisciplinary team, based on
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Fig. 3. Castrolandin site cultural heritage conceptual model.

real world cultural heritage information sources and may be used for analysing
and designing cultural information systems. CIDOC CRM, ISO 21127:2006 [15,
16] is a standard for knowledge sharing in cultural heritage. The FRBR model
[17], which was initially intended as a conceptual framework for bibliographic
data, but the report gives a detailed description of entities, relationships and
attributes that may be used to define type-vocabularies. The Dublin Core [18]
is a flexible and usable metadata schema enabling information exchange and in-
tegration between digital sources. It is widely used by almost all digital libraries
since it is simple, small and easily expandable, providing qualifiers enabling the
semantic expression. The authors in [19] propose a Cultural Heritage applica-
tion schema that enables the structured representation of natural sites that have
been evaluated as cultural heritage.

7 Conclusion and Future Work

This paper has argued the need to incorporate privacy and trust into cultural
heritage conceptual models, and it has presented the first conceptual model in
the literature to include trust and privacy. Our work builds on approaches from
cultural heritage, privacy, and trust conceptual modelling, and it combines them
to develop a unified approach. A real cultural heritage case study from the area
of Castrolandin in Spain, which has be characterised as cultural heritage site, has
been employed in order to demonstrate the applicability of our work. We plan
to apply our work to more case studies to enable us to increase the applicability
of our approach.
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