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Preface

With an explosive growth of mobile population and wireless multimedia data,
it is increasingly necessary and important to off-load the busy traffic of cellular
networks. As device-to-device (D2D) communication is a promising data off-
loading solution in long-term evolution (LTE) networks, it has received a substantial
amount of interest in communication and network research communities recently.
D2D communications enable devices to communicate directly; thus, they have
the advantages of improving resource utilization, enhancing user’s throughput,
extending battery lifetime, etc. However, due to the open nature of D2D communi-
cations, they face two substantial technical challenges when it applies to large-scale
applications, that is, security and availability. The objective of this book is to
present systematical mechanisms to realize system security and availability for D2D
communications.

Chapter 1 gives an overview of D2D communications, including their architec-
ture, characteristics, application scenarios, and open topics. Then, the security issues
are presented from the aspects of security architectures, threat model, and security
requirements. Finally, the organization of the book is depicted for a comprehensive
understanding of the book.

In Chap. 2, we propose a secure data sharing protocol, which merges the advan-
tages of public key cryptography and symmetric encryption, to achieve data security
in D2D communications. Specifically, digital signature combining with mutual
authentication between the evolved NodeB (eNB) and users guarantees the entity
authentication, data authority and integrity, and transmission non-repudiation as
well as traceability. Meanwhile, data confidentiality is achieved through symmetric
encryption. The key hint transmission between the eNB and user equipments (UEs)
realizes reception non-repudiation. Free-riding attack is detected by keeping a
record of the data sharing behaviors for the UEs in the eNB; thus, the system
availability is improved.

In Chap. 3, an overview of physical-layer security is firstly given in terms of
secrecy capacity, physical-layer key agreement, and physical-layer authentication.
Then a joint framework involving both the physical- and application-layer security
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technologies is proposed for multimedia service over D2D communications. In this
scheme, the scalable security service can be achieved without changing the current
communication framework.

Furthermore, as the system availability largely depends on the cooperation
degree of the users, Chap. 4 focuses on cooperation stimulation. As multimedia
dominates the contents with quality of experience (QoE) as a key measurement,
the cooperation stimulation mechanism is constructed for maximizing user QoE
characterized by mean opinion score (MOS). In the proposed scheme, the users
compute their transmitter MOS and receiver MOS and send them to the content
provider (CP). Then, the CP formulates a weighted directed graph based on the
network topology and connection MOS. By seeking 1-Factors for the graph, the
content dissemination scheme is designed according to the 1-Factor with the
maximum weight. Additionally, in order to realize cheat-proof, a debt mechanism is
introduced in the scheme. Simulation results demonstrate that the proposed scheme
gives due consideration to efficiency and fairness for content dissemination in D2D
communications.

Finally, Chap. 5 summarizes this book and highlights the future research direc-
tions.

Nanjing, China Aiqing Zhang
October 2015 Liang Zhou

Lei Wang
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