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Abstract. This paper presents discriminative features as a result of comparing
the authenticity of signatures, between standardized responses from a group of
people with no experience in signature recognition through a manual system
based on crowdsourcing, as well as the performance of the human vs. an
automatic system with two classifiers. For which an experimental protocol is
implemented through interfaces programmed in HTML and published on the
platform Amazon Mechanical Turk. This platform allows obtaining responses
from 500 workers on the veracity of signatures shown to them. By normalizing
the responses, several general features which serve for the extraction of dis-
criminative features are obtained in signature recognition. The comparison
analysis in terms of False Acceptance Rate and False Rejection Rate founds the
presented features, which will serve as a future study of performance analysis in
the implementation of automatic and semiautomatic signature recognition sys-
tems that will support financial, legal and security applications.
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1 Introduction

Since the beginning of humanity, it has been a need to identify and verify people by
various means. One way to check the identity of people is the handwritten signature,
which corresponds to a biometric feature. Biometric verification is a very important
topic of research and is focused on identity verification applications. Biometric mea-
surements are used for security purposes, since these are not easy to duplicate, and also
cannot be stolen or forgotten, so they are safer [1]. Because of the warranty presented
by written signatures, it has been seen today the need to build systems that perform
biometric verification of signatures’ strokes. There are automatic signature verification
systems that require a lot of training information for proper performance. At present,
many activities of daily life require a signature to identify an individual. This identi-
fication is performed by humans with no experience in forensic document analysis in

© Springer International Publishing Switzerland 2016
J.F. Martinez-Trinidad et al. (Eds.): MCPR 2016, LNCS 9703, pp. 324-334, 2016.
DOI: 10.1007/978-3-319-39393-3_32



Signature Recognition: Human Performance Analysis 325

most applications such as a bank or a public notary, where time and decision-making
depend on having agility and ability to observe minor variations.

To massively collect data in signature recognition by humans, crowdsourcing, is
the tool that allows such activities, which is implemented through Amazon Mechanical
Turk (MTurk). At present, crowdsourcing is a tool that uses a multitude of human
beings to solve different types of problems, in the state of the art there are research
projects that use this method, such as face recognition [2], gait recognition [3], and
biometric security [4] for which this method is an alternative for signature recognition.
Face recognition is used in applications such as mobile device authentication [5] and
site security verification [6]. To run these applications, crowdsourcing helps deter-
mining human performance regarding algorithms and a COTS face comparator
(Commercial-off-the-shelf) [2], concluding that humans have a better performance in
terms of False Acceptance Rate (FAR) with a low value of False Rejection Rate
(FRR) [2]. This is because human beings have the ability to use contextual information
known as soft biometrics (ethnicity, gender, hair profile, etc.) for recognition of strokes
and faces [3].

Human recognition capabilities were tested to identify people and scenarios in low
quality surveillance videos. The recognition is based on human perception to tag
subjects in various environments. Humans have proven to be objective, outstanding,
reliable and robust to changes in viewing distance, as mentioned in [3].

MTurk is a platform used in several studies. Currently there are security systems
based on voice recognition [7]. In [4] a method for identifying participants that execute
mimics for different speakers of a target population is proposed.

The performance of people doing signature recognition is studied in [8, 14] and
shows promising results in human performance as they are being able to distinguish a
genuine signature from a forged one. Due to the positive results of these studies, it is
proposed to use the tool of crowdsourcing implemented in MTurk to attack the problem
of intravariability to make handwritten signature recognition with human intervention.

The article is distributed as follows: Sect. 1 shows the related works and impor-
tance of this paper, Sect. 2 shows state of de art of Automatic and manual recognition
systems. The analysis and performance comparison are analyzed in Sect. 3 and finally
the conclusions are discussed in Sect. 4.

2 State of the Art of Automatic and Manual Recognition
Systems

2.1 Crowdsourcing via Amazon Mechanical Turk

Crowdsourcing is a participatory type of online activity in which an individual,
institution, nonprofit organization or Company proposes to a set of people with dif-
ferent kinds of knowledge, diversity and number, through a free call, a task to be
carried out voluntarily. The execution of the task, of varying complexity and modu-
larity, and in which the crowd should participate by contributing with their work,
money and knowledge, always involves a mutual benefit. The advantages of this tool
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such as large numbers of participants, maximized performance, fast response rate and
low costs of operation, have allowed researchers to have good results that have seen the
human potential regarding to automated systems [2—4].

To implement crowdsourcing, it is required the use of MTurk [10]. Due to the
features shown by MTurk, this platform has been used in face recognition [2], the
obtained results show that humans have a superior performance compared to machines
because they are capable of using contextual information of the image.

2.2 Manual Handwritten Signature Recognition System Based
on Crowdsourcing

Manual signature recognition is performed by forensic document analyzers which have
a method for studying handwriting features as mentioned in [13]. Manual signature
recognition system is formed by the requester, HIT, MTurk platform, workers and the
obtained results. Figure 1 shows how the manual signature recognition system is
formed.

The requester is responsible for designing the HIT according to the experimental
protocol to be evaluated. HITs are tasks that require some level of intelligence for its
completion and are implemented using HTML. MTurk allows requesters to publish
HITs which are solved by workers to obtain the results.

Amazon
Requester HIT Mechanical Workers Results
Turk

Fig. 1. System based on crowdsourcing

For manual recognition based on crowdsourcing, it is required to implement a GUI
that contains instructions, training and test signatures and answer options. The interface
shows four training signatures and one test signature, where the worker observes
training signatures and qualify the test signature giving a similarity value between 1
and 10. Figure 3 shows the activities the workers should perform to evaluate the
signatures (Fig. 2).

The aim of the protocol is to compare the performance of the human in a possible
real scenario with more information. The protocol configuration parameters are shown
in Table 1 (Fig. 4).
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Fig. 2. Protocol interface with 8 test signatures for 4 signers
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Table 1. Data configuration of the crowdsourcing system

Parameter Configuration
Database BiosecurlD
Signers 20
Execution time 3 min
Number of workers | 500
Number of activities | 4
Number of analyzed | 240 divided into:

signatures - 80 genuine training signatures

- 160 genuine and forged test signatures




328 D. Morocho et al.

Please read the instructions carefully:

- Compare the following signatures with the other 4 genuine signatures shown
below.

- Determine how similar each si is compared to genuine si
- Use a scale ranging from 1 to 10. 1: "l am sure this is a forgery” and 10: "I
am sure this is an original signature™

Genuine Sample Genuine Sample Genuine Sample Genuine Sample

B T AT F

© 10 20 30 40 50 60 70 80 90 10
Iam sure Iam sure
this is a FORGED signature this is an ORIGINAL signature

Signature to evaluate #1

@B

Fig. 4. Protocol interface with the first test signature

2.3 Automatic Recognition System

The recognition system used for the proposed comparison performance [11], uses
global and local features. To classify the local features a Back Propagation Neural
Network (BPNN) was used while global features use the probabilistic model. In order
to use the recognition benefits from both classifiers, an “AND” combination of the
classifiers is done to make the final decision [11] (Table 2).

Table 2. Configuration data of the automatic system

Parameter Configuration
Database SVC2004
Signers 40
Number of analyzed | 600 divided into:
signatures - 200 genuine training signatures
- 400 genuine and forged test signatures

The global features’ classifier uses the probabilistic model for its development.
First, feature values of the training signatures are obtained, then its mean and variance
is calculated and thus a threshold value is defined. This threshold is the lowest value of
the training signature’ features, which is compared with the probability score (PS).
If the PS value is greater than or equal to the threshold value, the user is considered
genuine, otherwise is rejected as a forgery [11].

The local features’ classifier corresponds to a BPNN with a 3-layer MLP and in
which the output of the neural network is evaluated based on the desired output. If the
response is not satisfactory, the connections (weights) between layers are modified and
the process is repeated until the error is low [12]. In this case the threshold value (desired
output) is 0.5. If the values obtained from the output of the BPNN is greater than or equal
to 0.5 the user is considered genuine, otherwise it is rejected as a forgery [11].
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In [11] the logical operation “AND” to combine the two classifiers is explained and
its benefits are shown. Thus, a user is considered genuine if it is recognized as genuine
in both classifiers, otherwise he/she is considered as a forger.

For performance comparison, the values of FAR and FRR from the combination of
both classifiers and the probabilistic classifier are used [11].

3 Performance Comparison and Results’ Analysis

Performance comparison is accomplished by using data obtained from online recog-
nition system based on two classifiers and manual system based on crowdsourcing.

The manual system based on crowdsourcing uses the BiosecurID database and the
comparison for 20 signers is done. The automatic system uses de SVC2004 database
for 40 signers.

The FRR and FAR values used correspond to those obtained from the combined
responses of workers and the decision obtained from the combination of the two
classifiers. The combination of responses of the manual system based on crowd-
sourcing is done by obtaining FAR and FRR mean values of several workers taken
randomly, as shown in (1). Furthermore, 10 repetitions of this process are made,
afterwards the mean value of the obtained results in repetitions is calculated as shown
in (2).

cr = % (ZLI Wi) (1)

i=1,2,...,n Random number of answers to combine
w Worker’s answer in terms of FAR or FRR
cr Mean value of n combined answers
1 m )
er=— (ZFI cr,-) (2)
j=1,2,...,m Number of repetitions
cr Mean value of n combined answers
er Evolution of the m repetitions of combined answers

In this case the number of combined responses ranges from 1 to 500 in the manual
system. Table 3 shows the values of FRR and FAR of the variations of the automatic
and manual systems.

Table 3. FFR and FAR response performance in handwritten signature recognition

Method FRR (%) | FAR (%)
1 Automatic probabilistic (40 signers) 27 9
2 Automatic combined (40 signers) 3 5
3 Manual crowdsourcing (20 signers) 32 38
4 Manual Crowdsourcing Combined (20 signers) | 7 24




330 D. Morocho et al.

Table 3 shows that Manual Crowdsourcing Combined System compared to
Automatic probabilistic system in terms of FRR is better, thus the Manual Crowd-
sourcing Combined system rejects less genuine signatures, demonstrating the ability of
humans in signature verification, but in terms of FAR, the Manual Crowdsourcing
Combined system, admits a greater number of impostors firms, implying that the
human is more permissible to accept impostors signatures as genuine.

When analyzing the FRR of Automatic Probabilistic, it can be observed that it is
slightly lower than the value of Manual Crowdsourcing system, this shows that both,
human and machine, when working without combinations may wrongly reject genuine
signatures. However, the value of FAR is different because automatic probabilistic
system shows superior performance compared to Manual Crowdsourcing system. This
shows that the automatic probabilistic recognition accepts less forged signatures as
genuine.

The Manual Crowdsourcing system has a FRR value (32 %) and FAR value
(38 %) higher than the automatic combination (3 % FRR and 5 % FAR) because it
uses for signature recognition, people that are not experts in forensic document
examination. Figures 5 and 6 show the evolution of FAR and FRR respectively when
workers’ responses are combined in signature recognition.

FAR Evolution
50.00
%
A 0.00
1 3 5 7 9 11 13 15 17 19 50 200 400
# workers
=—8— Manual Crowdsourcing
Fig. 5. Performance evolution FAR
FRR Evolution
50.00
=X
= M
a7
=3

0.00

1 3 5 7 9 11 13 15 17 19 50 200 400
# workers
=—&— Manual Crowdsourcing

Fig. 6. Performance evolution FRR

Figures 5 and 6, show that FAR =7 % and FRR = 24 % respectively, stabilize
when the answers of 100 workers are combined in handwritten signature recognition.
Manual Crowdsourcing System provides information of discriminative features for the
identification of a handwritten signature. Figure 7 shows the signature features and the
percentage of workers who used each one of them.
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Discriminative Features
60.00

43.18
40.00

15.91
20.00 9.09
S 11170

Dimension Initial and final
point

Percentage %

(=

Pattern Letter style ~ Axis
displacement

Fig. 7. Features extraction defined by workers

In Fig. 7, it can be seen that Letter style, is the characteristic chosen by the workers
to determine whether the signature is genuine or forged. Furthermore, the Axis dis-
placement characteristic is the less applied in signature recognition.

From the discriminative features of Fig. 7, a subdivision of them is extracted and is
shown in Figs. 8, 9 and 10. It is noted that the traits present in Letter style, are the most
used by workers in handwritten signature recognition, this happens because humans are
able to detect minute variations in features due to their perception [3].
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NS < 71.43
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Fig. 8. Features: dimension and initial and final point
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Fig. 9. Features: pattern and letter style
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The discriminative features obtained through crowdsourcing and the results of this
classification, generate a set of 7 features discriminating for handwritten signature
recognition. Tables 4 and 5 show and briefly describe the 7 discriminative features.

Table 4. Discriminative features 1

Characteristic Definition Example
Legibility It refers to the existence of defined literal 3

Total area occu-
pied by the sig-
nature
Perimeter

Pressure of ini-
tial and final
points

characters

The most relevant signatures' points are
taken (4 strategic points containing signa-
ture) to calculate the area of the signature
It is proposed to measure the contour of
the signature that best represents it.

It is propose the identification of signa-
tures' initial and final points and the
measurement of pressure of these points.

Blowe Lunb

Table 5. Discriminative features 2

Characteristic

Definition

Example

Connection
between
characters

Character
Area

Proportionality

The signature is observe to determine whether
it is legible or illegible. If the signature is illeg-
ible then it is identified the existence of relevant
connections between characters. If there are
connections they should be classified in round-
ed, sharp or mixed.

Measuring the area of a character through a box
is proposed. The box should contain inside the
character which desired area is being measured.

The signature strokes are observed and height
levels representative points are defined, with
the aim of establishing a dependent dimension-
less ratio in the signature

/ / v A

4 Conclusions

According to research and analysis of responses from the workers, these alone are not
competent and able to recognize signatures. Static information displayed to the workers
for signature recognition is not sufficient and appropriate to improve performance.
However, by combining the responses of each worker, performance has improved by

40 % in FAR and

FRR by 80 %.
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The criteria from workers’ responses allow extracting discriminative features of a
signature such as: dimension, initial and final points, pattern, letter style and dis-
placement, permitting the release of new features that will help automatic signature
recognition systems and in the future be support for generating semiautomatic signature
recognition systems.

Performance results of manual system based on crowdsourcing envision a bright
future because, by combining the answers it may give a better performance to auto-
matic and semiautomatic signature recognition systems. It is noted that the results are
comparable with an automatic classifier based on a probabilistic model, therefore,
merging the benefits of a manual and an automatic system could lead to the devel-
opment of a high performance automatic system with human oversight. In addition, the
combination of workers’ responses in HITs, provide future research, which would be
the analysis of discriminant features that provide better performance.

This paper is the beginning of a new research that includes HIT generation in
signature recognition by improving or establishing new parameters such as: number of
signers, number or workers, comparison levels, focusing on new scenarios of human
assistance applied in signature recognition through crowdsourcing.
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