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Abstract. Approaches to the study of organizational vulnerabilities to inten-
tional insider threat has been narrow in focus. Cyber security research has
dominated other forms of insider threat research [1]. However, within the scope
of cyber security, the effort is predominantly focused on external threats or
technological mitigation strategies. Deeper understanding of organizational
vulnerabilities influencing insider threat and responses to insider threats beyond
technological security remains limited in Australia. Despite the increasing
potential threat and impact of such risk to organizations, empirical studies
remain rare. This paper presents an initial study related to identifying organi-
zational vulnerabilities associated with intentional insider threat. A Delphi
Method was employed as part of a broader mixed methods study. There was a
strong consensus amongst Australian experts as to the primary organizational
vulnerabilities to insider threat. These main risks extend across personnel,
process, technological and strategic (resource allocation) domains. The organi-
zational vulnerabilities identified by Australian experts is consistent with
research, literature, and guidelines, available from other countries. The results
confirm the need to look beyond the narrow focus on individuals and technology
in order to fully address the insider threat problem. Whilst only preliminary
results are presented here, future analysis of data will focus on identifying best
practice solutions for the Australian market.
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1 Introduction

Insider threat has been defined as “…any activity by military, government, or industry
employees whose actions or inactions, by intent or negligence, result (or could result)
in the loss of critical information or valued assets” [2]. The behaviours associated with
insider threat include espionage, sabotage, theft and terrorism [2, 3].

Studies of organizationally enabled insider threats are rare. Historically, research on
insider threat has predominantly focused on individually motivated behaviour, psy-
chological predispositions and technological weaknesses. This predominant research
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provides a narrow perspective of examining insider threat within the context of
organizational vulnerability due to architecture, structure, and processes. The reason for
this is most probably a result of underreporting by organizations due to a fear of loss of
reputation [4]. It may also be a way to place blame on an individual or technological
failure, rather than focus on organizational control and responsibilities.

In the cyber security space, research has concentrated on computer hackers, dis-
gruntled employees, ex-employees and consultants [5]. The research has rarely pro-
vided any organization-wide recommendations or managerial decision-making tools as
a means for developing countermeasures [1] due to organizational vulnerability as the
source of cyber threat. However, researchers are increasingly calling for further studies
related to security efforts that account for individual, social, and organizational influ-
ences, and that risk management must extend beyond the almost entirely technological
detection solutions currently in place [4]. Whilst research to date has been useful it has
ignored or undervalued broader organizational dimensions that increase and decrease
insider threat.

Colwill [6] confirms that a focus on cyber security and information technology
alone does not provide a balanced solution. Certainly this is true when taking into
account that insider threats are viewed as more damaging than external threats. Insiders
can circumnavigate technical detection and technical detection mechanisms are limited
to post-hoc identification of actual insider threat activity [7].

Whilst security is improved by technological assistance and advancement it is not
enough [8]. Employers become comfortable and perhaps over reliant on technology.
The result is usually missing opportunities to embrace other proactive forms of
addressing the insider threat phenomena, including human factors, education and
awareness, and crisis response [6].

Given the current status of research on insider threat there is potential to expand
understanding of the phenomenon including organizational predispositions and vul-
nerabilities [9]. This is important as Festa [10] noted that the overall body of research
on insider threat is biased, insufficient, and lacking. In summary, the spectrum of
insider threat research should embrace a holistic approach that reflects the complexity
and convergence of variables that result in damage.

Further attention to broader government, private sector and not-for-profit organi-
zations is warranted especially given that global relevance of research and collaboration
has been limited [10]. This is especially clear in Australia where there is a lack of
published work and research available in the public and practice domain.

This preliminary study aims to begin addressing some of these limitations in
research in the Australian context. It looks to broaden the scope of available research
by (a) considering Australian expert opinion, (b) gathering information across private
and public sector organizations, (c) providing a diverse focus across individual,
organizational, and technological vulnerabilities and (d) identifying first and second-
tier mitigation techniques that extend beyond information systems and contribute to
warning indicators (although this last point is not addressed in the current poster
presentation).
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2 Methodology

If insider threat risks are statistically rare [3] or more likely, seldomly reported, then
quantitative methods alone cannot provide a full picture of such behaviour. As such the
inclusion of qualitative methods, through information provided by subject matter
experts is one way to gather relevant and purposeful information on insider threat [1].

The Delphi Method was chosen as an appropriate means of gathering expert opinion
through a multi-stage email questionnaire. The Delphi method is an attractive method
for researchers as it is a flexible research technique that is suited to addressing problems
or phenomenon where limited information exist [11]. It also allows for equality of
response thus avoiding dominant (usually prevailing) opinion and allows experts to
change their responses. It is a versatile method for exploratory study [12], as is the case
with insider threat, where the topic is delicate, sensitive or undocumented [13].

Use of expert opinion in studying insider threat is well established [1, 14]. Con-
sistent with the themes addressed by Okoli and Pawlowski [12] a Delphi Method is
considered the most practical and applicable research method as it can investigate a
complex issue, provide a group method where experts do not need to meet, is a flexible
design that allows for follow up (leading to richer data/deeper understanding), can
allow for solicitation of information and, as in this study, ranking importance of
organizational vulnerabilities. It also provides a group opinion which may be more
valid than an individual opinion [15].

2.1 Choosing Delphi Participants/Experts

For the purpose of the current study, experts were selected based on demonstrated
expertise in the field of insider threat and specifically targeted to ensure coverage of the
private and public sectors. In addition to at least 10 years of involvement in Justice,
National Security, Crisis Management, Counter Intelligence, Cyber Security, Risk
Management, and Fraud Investigation, experts also had to meet one of the following
recruitment criteria: (1) postgraduate qualifications in insider threat related research,
(2) published articles on insider threat or related phenomena, (3) involvement in
investigating insider threat cases, or (4) involved in the assessment and mitigation of
insider threat within organizations. As such, the experts may be employees or
employers or subject matter experts with relevant commentary on insider threat. Given
the narrow field of expertise the group was an homogenous sample.

2.2 Participants

The use of convenience sampling and snowball techniques are commonplace in
research employing the Delphi method [15]. Using these methods, email requests were
sent out to 28 experts inviting participation. Of the 28 experts who were contacted to
participate in the study, two declined participation, nine did not respond to the email,
and 17 consented to participate in the research. To attempt to enhance participation,
follow-up emails were sent to those who had not responded to the initial request for
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participation. After emailing the first round of the Delphi, two experts withdrew from
the process. This left a total of 15 experts participating in round 1 of the Delphi study.
Attrition did occur, but was minimal (13 %).

2.3 Delphi Items and Process

The items of the initial Delphi questionnaire were guided by literature review findings.
These items were considered to be of high pertinence [15] and the expert panel were
required to give feedback and make judgements on these pre-selected issues (on a
five-point Likert scale and through free text responses). Experts were also offered the
opportunity to raise issues and ideas not already identified in the questionnaire. The
questions of the Delphi rounds aimed to gain insight into (1) the experts understanding
and definition of insider threat, (2) what organizational vulnerabilities they believe
contribute to insider threat behaviour, and (3) how organizations can better protect
themselves from insider threat. This paper focuses on point 2 - the organizational
vulnerabilities that Australian experts believe contribute to an increased risk of insider
threat.

3 Results

Descriptive statistics and P-P Plots were used to assess the responses from the Aus-
tralian panel experts and determine the level of consensus reached and the identification
of any emerging issues or major discrepancies. Consensus on a question was deemed to
be achieved if a) at least 70 percent (typically acceptable in Delphi research - see
Brewer [16]) of panel members agreed on the direction of the response and b) there was
no abnormal distribution of responses i.e. normal distribution, with a low variability
and minimal outliers. Where any item achieved at least 70 % agreement and there were
no ‘polar-opposite’ responses of concern it was considered to have reached consensus
and eliminated from the next round. This helped reduce the length of subsequent
rounds which is also considered a method of reducing attrition in expert participation
[15].

Classical content analysis of qualitative data was used to determine emerging
themes from responses to open ended questions in rounds one and two of the Delphi.
Based on these analytical techniques the panel demonstrated a high level of consensus
across the questions during the three rounds of the Delphi Method.

The themes of vulnerabilities were then reviewed to determine those that were of
primary importance - where more than 90 % of panel experts agreed or raised an
issue/idea and at least one third strongly agreed with that vulnerability. Based on the
analyses completed the following were considered primary weaknesses and vulnera-
bilities that, according to Australian experts, increase the likelihood of insider threat
(Table 1).
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4 Conclusion

Based on Australian expert opinion, ten primary organizational vulnerabilities that
increase the likelihood of insider threat have been identified. These vulnerabilities
extend across organizational domains, consistent with research suggesting that
addressing insider threat requires more than a narrow focus on technology and/or
individual solutions (e.g. [6]). The findings are consistent with previous published
works noting that insider threat is a multi-disciplinary concern [8, 17] and demonstrate
that organizations need to consider people, process, technology, and organizational
strategy in order to adequately address and reduce their risk of insider threat. The latter
is closely associated with a leadership predisposition to allocate resources to counter
insider threat as a key strategic priority.

It is confirmed that focusing on cyber security and information technology alone
does not provide a balanced solution [6] and that broader focus to include weaknesses
in the organizational context must be further studied. As Colwill [6] suggested
embracing other proactive forms of addressing the insider threat phenomena is nec-
essary. The outcomes of this study suggest that at a minimum a focus on organizational
culture and security application and practices must also be part of an overall insider
threat solution.

In order to develop a greater understanding of insider threat in Australia, further
analysis of the Delphi Method data will be undertaken. Such analysis will provide
Australian expert opinion on the top organizational methods and strategies to help
decrease the likelihood of insider threat. In the future it is hoped that the Delphi Method
information will be distilled into strategies for organizational best practice for the
prevention and mitigation of insider threat based on Australian expert opinion.
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