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Preface

The NASA Formal Methods (NFM) Symposium is a forum for theoreticians and
practitioners from academia, industry, and government, with the goals of identifying
challenges and providing solutions to achieving assurance in mission- and safety-critical
systems. Examples of such systems at NASA include advanced separation assurance
algorithms for aircraft, Next-Generation Air Transportation (NextGen), autonomous
rendezvous and docking for spacecraft, on-board software for Unmanned Aerial Systems
(UAS), UAS Traffic Management (UTM), autonomous robots, and systems for fault
detection, diagnosis, and prognostics. The topics covered by the NASA Formal Methods
Symposia include: model checking, theorem proving, SAT and SMT solving, symbolic
execution, automated testing and simulation, model-based development, static and
dynamic analysis techniques, runtime verification, safety assurance, fault tolerance,
compositional verification techniques, cyber security, specification formalisms,
requirements analysis, certification, and applications of formal methods in systems
development.

This volume contains the papers presented at NFM 2016, the 8th NASA Formal
Methods Symposium, co-organized by NASA Ames Research Center and the
University of Minnesota Software Engineering Center, in Minneapolis, MN, June 7-9,
2016. Previous symposia were held in Pasadena, CA (2015), Houston, TX (2014),
Moffett Field, CA (2013), Norfolk, VA (2012), Pasadena, CA (2011), Washington, DC
(2010), and Moffett Field, CA (2009). The series started as the Langley Formal
Methods Workshop, and was held under that name in 1990, 1992, 1995, 1997, 2000,
and 2008. Papers were solicited for NFM 2016 under two categories: regular papers
describing fully developed work and complete results or case studies, and short papers
describing tools, experience reports, and work in progress or preliminary results. The
symposium received 70 submissions for review (51 regular papers and 19 short papers)
out of which 29 were accepted for publication (19 as regular papers and 10 as short
papers). These submissions went through a rigorous reviewing process, where each
paper was first independently reviewed by three reviewers and then subsequently
discussed by the Program Committee.

In addition to the refereed papers, the symposium featured three invited presenta-
tions: “Using Formal Methods to Eliminate Exploitable Bugs” by Kathleen Fisher,
Professor in the Computer Science Department at Tufts University; “Where Formal
Methods Might Find Application on Future NASA Missions” by Michael L. Aguilar,
NASA Technical Fellow in Software Engineering and the NASA Engineering and
Safety Center Discipline Expert in Software, NASA Langley Research Center; and
“Murphy Was Here” by Kevin Driscoll, Engineering Fellow, Honeywell. The sym-
posium also featured breakout sessions to explore the application of formal methods to
future NASA missions and to connect the dots between capabilities that need to be
matured for NASA missions and formal methods.



VI Preface

The organizers are grateful to the authors for submitting their work to NFM 2016
and to the invited speakers for sharing their insights. NFM 2016 would not have been
possible without the collaboration of the outstanding Program Committee and addi-
tional reviewers, the support of the Steering Committee, the efforts of the staff at the
University of Minnesota and NASA Ames Research Center who made this event
possible, and the general support of the NASA Formal Methods community.

The NFM 2016 website can be found at: http://nasaformalmethods.org.

Support for the preparation of these proceedings was provided under a contract
between the NASA Ames Research Center and the University of Minnesota Software
Engineering Center.
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Using Formal Methods to Eliminate
Exploitable Bugs

Kathleen Fisher

Tufts University, Medford, MA 02155
kfisher@eecs.tufts.edu

Abstract. For decades, formal methods have offered the promise of software
that doesn’t have exploitable bugs. Until recently, however, it hasn’t been
possible to verify software of sufficient complexity to be useful. Recently, that
situation has changed. Sel4 is an open-source operating system microkernel
efficient enough to be used in a wide range of practical applications. It has been
proven to be fully functionally correct, ensuring the absence of buffer overflows,
null pointer exceptions, use-after-free errors, etc., and to enforce integrity and
confidentiality properties. The CompCert Verifying C Compiler maps source
C programs to provably equivalent assembly language, ensuring the absence of
exploitable bugs in the compiler.

A number of factors have enabled this revolution in the formal methods
community, including increased processor speed, better infrastructure like the
Isabelle/HOL and Coq theorem provers, specialized logics for reasoning about
low-level code, increasing levels of automation afforded by tactic languages and
SAT/SMT solvers, and the decision to move away from trying to verify existing
artifacts and instead focus on co-developing the code and the correctness proof.

In this talk, I will explore the promise and limitations of current formal
methods techniques for producing useful software that provably does not con-
tain exploitable bugs. I will discuss these issues in the context of DARPA’s
HACMS program, which has as its goal the creation of high-assurance software
for vehicles, including quad-copters, helicopters, and automobiles.



Where Formal Methods Might Find
Application on Future NASA Missions

Michael L. Aguilar

NASA Langley Research Center, Hampton, VA 23681
Michael.L.Aguilar@nasa.gov

Abstract. In many cases, formal methods are a solution looking for a problem.
NASA recently released the 2015 NASA Technology Roadmaps that describe
numerous possible future missions. Within these descriptions are capabilities
that need to be matured in order for mission success. Many of these future
capabilities could be accomplished through the use of formal methods. The
future capabilities identified by NASA in these roadmaps may just be the
problems formal methods have been seeking. Think of these roadmaps as “on-
ramps” for engineering using formal methods.

These missions include joint robotic and human exploration of Mars,
robotic probes of the icy moons of the outer planets where there is evidence of
organic chemistry. Sophisticated earth-orbiting satellites to advance earth sci-
ence, and possible robotic refueling and maintenance missions of these satellites.

One of the predominant cross-cutting challenges is autonomy and its veri-
fication: the capability of automation to make and execute decisions in-situ;
necessitated in part by the long light-time delays from Earth for deep space
spacecraft. Another challenge is the high expense of achieving high assurance
for software intensive systems.

And then there are the overarching issues of budget, schedule, and design.
It is highly unlikely these system-of-systems will be implemented and inter-
faced, tested and verified, before deployment. How could formal methods define
the requirements for these systems such that the protocols and interfaces,
functions and fault management execute as intended for integration that may
occur for the first time off-planet?

In my experience, NASA can accept new techniques where it can be
demonstrated that current practices are not sufficient. For these future system-of-
systems, formal methods may prove to be not only sufficient but necessary.



Murphy Was Here

Kevin Driscoll

Honeywell, Golden Valley, Minnesota 55422
kevin.driscoll@honeywell.com

Abstract. My boss once said that “All system failures are caused by design
faults.” This is because, regardless of the requirements, critical systems should
be designed to never fail. It is extremely rare for a critical system to fail in a way
that was anticipated by the designers (e.g., redundancy exhaustion). This key-
note will explore the factors that lead to designers underestimating the possi-
bility/probabilities of certain failures. Examples of rare, but actually occurring,
failures will be given. These will include Byzantine faults, component trans-
mogrification, “evaporating” software, and exhaustively tested software that still
failed. Problems that Formal Methods could have found before actual occur-
rence will be identified as well as problems that are still intractable with the
current state of the art. The well known Murphy’s Law states that: “If anything
can go wrong, it will go wrong.” For critical systems, the following should be
added: “And, if anything can’t go wrong, it will go wrong anyway.”
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