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  Pref ace   

 We need new ideas in information security. This book offers a set of interrelated 
ideas about using deception as a framework for attack and defense of computer 
systems and networks, and mostly defense. Contrary to popular belief, deception is 
not always bad and can be a useful tool in cyberspace. Much activity is occurring 
in regard to cyberdeception, so we try to convey some understanding of what is 
going on. 

 This book is intended as an introduction to cyberdeception and can be used in a 
classroom or for independent study. The intended audience is people who deal with 
cybersystems in one way or another, especially programmers and people focusing 
on information security and information assurance. But it also includes managers 
and policymakers who need to understand the options. 

 We realize that this book may seem a little cynical. We prefer to think of it as 
realistic. Deception, like war, is ubiquitous in human society, and it is important to 
address the world as it is, not as we want it to be. Will this book encourage decep-
tion and thus lead to a deterioration of societies? We think not, since there are plenty 
of books on crime and war, and they have not generally caused higher levels of 
crime and war. Understanding crime, war, and deception enables doing something 
about them. 

 We have tried to provide plenty of references to a variety of work on cyberdecep-
tion and supporting topics, for readers who want to further pursue particular topics. 
(All Rowe’s publications are available at http://faculty.nps.edu/ncrowe.) They range 
from nontechnical to technical. Cyberdeception is an active fi eld of research and 
development today, so new developments occur frequently. Most of the book does 
not assume the reader knows much about cybersystems other than the basics of 
software and architectures. However, the later chapters are more technical for read-
ers who want more details, and appendices are available online to provide examples 
of implementations. 
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 James Bret Michael and Richard Riehle got us interested in studying cyberde-
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U.S. National Science Foundation under the Cyber Trust program.  
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