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Preface

Since its introduction in 2000, INDOCRYPT has been widely acknowledged as the
leading Indian venue for cryptography. As part of this tradition, INDOCRYPT 2016 was
held during December 11-14, in Kolkata. This was the fourth time the conference was
hosted Kolkata since its introduction by Prof. Bimal Roy. Past venues were held
throughout India: Kolkata (2000, 2006, 2012, 2016), Chennai (2001, 2004, 2007, 2011),
Hyderabad (2002, 2010), New Delhi (2003, 2009, 2014), Bangalore (2005, 2015),
Kharagpur (2008), and Mumbai (2013).

INDOCRYPT 2016 attracted 84 submissions from 20 different countries, out of
which 23 were selected at the end of a long review process: Most papers were reviewed
by at least three committee members, whereas papers co-authored by Program Com-
mittee members were reviewed by at least five reviewers. In addition to the 283 reviews
(produced with the aid of 91 additional reviewers), the Program Committee generated
223 comments during the discussion phase. We would like to express our sincere
gratitude to all the members of the Program Committee, as well as all the external
reviewers who helped in the challenging reviewing process.

The submission and review process was done using the iChair software package. We
wish to express our sincere gratitude to Thomas Baignéres and Matthieu Finiasz for the
iChair software, which facilitated a smooth and easy submission and review process.

In addition to the 23 presentations of accepted papers, the attendees of INDOCRYPT
also enjoyed three invited talks given by leading experts. Claudio Orlandi (Denmark)
spoke about “Faster Zero-Knowledge Protocols for General Circuits and Applications”;
the talk by Francois-Xavier Standaert (Belgium) covered “Leakage-Resilient Symmetric
Cryptography”; and Tetsu Iwata (Japan) discussed “Breaking and Repairing Security
Proofs of Authenticated Encryption Schemes.”

Finally, we would like to thank the general chair, Prof. Bimal Roy, and the local
organizing team comprising members from the Applied Statistics Unit, the R.C. Bose
Center for Cryptology and Security at ISI Kolkata, and the Cryptology Research
Society of India.

December 2016 Orr Dunkelman
Somitra Sanadhya
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Leakage-Resilient Symmetric Cryptography -
Overview of the ERC Project CRASH, Part 11

Frangois-Xavier Standaert

ICTEAM Institute, Crypto Group, Université catholique de Louvain,
Ottignies-Louvain-la-Neuve, Belgium
fstandae@uclouvain.be

Abstract. Side-channel analysis is an important concern for the security of
cryptographic implementations, and may lead to powerful key recovery attacks if
no countermeasures are deployed. Therefore, various types of protection mech-
anisms have been proposed over the last 20 year. The first solutions in this
direction were typically aiming at reducing the amount of information leakage
directly at the hardware level, and independent of the algorithm implemented.
Over the years, a complementary approach (next denoted as leakage-resilience)
emerged, trying to exploit the formalism of modern cryptography in order to
design new constructions and security models in which the guarantees of prov-
able security can be extended from mathematical objects towards physical ones.
This naturally raises the question whether the formal results obtained in these
models are practically relevant (both in terms of performance and security)?
The development of sound connections between the formal models of
leakage-resilient (symmetric) cryptography and the practice of side-channel
attacks was one of the main objectives of the CRASH project funded by the
European Research Council. In this talk, I will survey a number of results we
obtained in this direction. For this purpose, I will start with a separation result for
the security of stateful and stateless primitives. I will then follow with a dis-
cussion of (i) pseudorandom building blocks together with the theoretical chal-
lenges they raise, and (ii) authentication, encryption and authenticated encryption
schemes together with the practical challenges they raise. I will finally conclude
by discussing emerging trends in the field of physically secure implementations.
The extended version of this abstract is available from [1].

Reference

1. http://perso.uclouvain.be/fstandae/PUBLIS/184.pdf
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Faster Zero-Knowledge Protocols for General
Circuits and Applications

Claudio Orlandi

Aarhus University, Aarhus, Denmark

Abstract. Zero-knowledge protocols (ZKP) [GMR85] are one of the corner-
stones of modern cryptography. In a nutshell, a ZKP allows a prover P (with a
secret input x) to persuade a verifier V that f{x) = 1 for some public function f,
without the V learning any other information about x.

A large body of literature has investigated the efficiency of ZKP for state-
ments with a rich algebraic structure, starting from Schnorr’s classic ZKP for
discrete logarithm [Sch89]. However, the lack of efficient ZKP for interesting,
non-algebraic statements (such as “I know x such that SHA - 256 (x) = y” for a
public y), has arguably prevented the application of ZKPs to real-world appli-
cations.

In this talk I will describe two recent ZKPs for arbitrary circuits, ZKGC
[JKO13] and ZKBoo [GMO16], together with their applications.

The first protocol (ZKGC), leveraging on the impressive advances in the
field of practically efficient secure two-party computation (2PC), proposes to
perform zero-knowledge from garbled Boolean circuits. As opposed to general
2PC (where many copies of the circuit must be garbled to achieve active
security), when constructing ZKP it is enough to garble and evaluate a single
circuit. Moreover, due to the nature of the application (since the verifier has no
secret input), more efficient special purpose privacy-free garbling schemes
[FNO15] can be used instead.

The second protocol instead (ZKBoo) follows a more classic “commit-
challenge-response” structure (i.e., is a 2-protocol). In ZKBoo the prover
decomposes the computation of the function fin such a way that subsets of the
computation can be checked by the verifier without revealing any information
about the input to the computation, following the approach proposed by
[IKOSO07].

ZKGC and ZKBoo both have interesting properties: ZKGC leads to smaller
proof sizes and, since it is based on garbled circuits, it can be combined very
naturally with pre-existing secure computation tools towards building interesting
applications such as: enforcing input validity in secure two-party computation
[Baulo, KMW16], attributed-based key exchange with general policies
[KKL"16], privacy-preserving credentials [CGM16], ZKPs for RAM programs
[HMR15], etc.

ZKBoo on the other hand is faster and can be used for both Boolean and
arithmetic circuits. Perhaps most importantly, ZKBoo can be made
non-interactive using the Fiat-Shamir [FS86] heuristic. This qualitative advan-
tage allows to use ZKBoo in applications such as (post-quantum) signature
schemes from symmetric-key primitives [DOR*16], blind certificate authorities
[WPaR16], etc.
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It is exciting to see the growing number of applications which are enabled (or
benefit) by the advances in the realm of ZKPs, and it seems likely that future
research will make use of these tools in designing cryptographic solutions to
interesting problems.

From a technical point of view, the main bottleneck in ZKGC and ZKBoo is
their communication complexity, which in both cases is proportional to the
number of non-linear gates in f times the security parameter (resulting in proof
sizes in the order of hundreds of kylobytes for functions like SHA-1/256).
Whether and how we can overcome this is a major and very exciting research
question.

Acknowledgements. Research supported by: the Danish National Research Founda-
tion and The National Science Foundation of China (grant 61361136003) for the
Sino-Danish Center for the Theory of Interactive Computation; the European Union
Seventh Framework Programme ([FP7/2007-2013]) under grant agreement number
ICT-609611 (PRACTICE).
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