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Foreword

The idea of inserting a chip into a plastic card is nearly as old as public-key
cryptography. The first patents are now 40 years old, but practical, massive
application deployment started only twenty years ago due to limitations in storage
and processing capacities of past circuit technology. Today, new silicon geometries
and cryptographic processing refinements lead the industry to new generations of
cards and more ambitious applications.

Over the last two decades, there has been an increasing demand for smart cards
from national administrations and large companies such as telephone operators,
banks and insurance corporations. More recently, other identity and payment
markets have opened up with the increasing popularity of home networking and
Internet and the advent of International Civil Aviation Organization (ICAO)
passport standards.

At the same time, cryptographic hardware engineering grew into an active
research field with flagship conferences and journals such as the Conference on
Cryptographic Hardware and Embedded Systems (CHES) and the Journal of
Cryptographic Engineering. Over a hundred Ph.D. theses on side-channel attacks
are defended each year throughout the world and attack contests regularly bench-
mark the community’s level of knowledge.

The traditional carrier for a conventional smart card is a plastic rectangle on
which can be printed information concerning the application or the Issuer (even
advertising) as well as readable information about the cardholder (as for instance, a
validity date or a photograph). This carrier can also include a magnetic stripe or a
bar code label. An array of eight contacts is located on the micromodule in
accordance with the ISO 7816 standard, but only six of these contacts are normally
connected to the chip, which is (usually) not visible. The contacts are assigned to
power supplies, ground, clock, reset and a serial data communication link (com-
monly called I/O). However, over the last years, mainstream protocols and tech-
nologies such as USB, http and Simple Object Access Protocol (SOAP) were
adopted by the card industry and the cards form factor has evolved. In the same
time, contactless cards have become increasingly popular. New Trusted Execution
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Environments have recently matured and start to be deployed in smartphones.
These can be regarded as non-detachable smart cards that, in essence, are subject to
the same design and security constraints as those of usual smart cards.

Current smart card CPUs range from simple 8-bit microcontrollers to sophisti-
cated 32-bit architectures. RAM capacities, historically limited to a few hundreds of
bytes, are steadily increasing. ROM and Electrically Erasable Programmable
Read-Only Memory (EEPROM) are being progressively replaced by Flash, whilst
native execution is commonly substituted by Java applets.

Cutting one’s way through such a technology-rich environment requires several
years of industrial experience or a very thorough reference, such as this book.

Throughout the years of research in Royal Holloway’s Smart Card Centre,
Kostas and Keith have invented, implemented and benchmarked an incredible
number of card technologies. Their industrial background and academic approach
are, to my knowledge, unique in the field. The number of their alumni is impressive.

I hope that you will enjoy reading and learning from this book as much as I did.

August 2016 Prof. David Naccache
Laboratoire d’informatique de l’Ecole normale supérieure

Université Paris II, Panthéon-Assas

x Foreword



Preface

When the first edition of this book was published back in 2008, the scope was
anything to do with smart cards and security tokens in the widest sense. The aim
was in fact to provide a complete story, looking at a cross section of technologies,
processes, applications and real-world usage. The original motivation for the book
was to provide a suitable reference text for the Masters course in Information
Security, run by the Information Security Group (ISG) at Royal Holloway,
University of London (RHUL). However, as the planning for the book advanced we
realised that various industries and government departments can become quite
narrow in their understanding of smart cards/RFIDs and that looking across
industry and across roles (such as technical, business and logistics) could be ben-
eficial for a much wide range of readers. Eight years on, in this second edition, we
find we have new material to cover, whilst surprisingly, very little of the old
material is redundant. Although smart cards and RFIDs are still at the core of what
we do, increasingly we are involved in general embedded systems, mobile device
security, trusted execution and the all-encompassing Internet of Things (IoT).
Indeed, the course for which the book was written is now called “Smart Cards,
RFIDs and Embedded Systems Security” and our Smart Card Centre is now the
“Smart Card and IoT Security Centre”!

One constant across the years is that to deliver such breadth of information
requires input from many experts and so we are very pleased and proud of the
calibre of the authors and reviewers that have made this book possible. We hope
that you will enjoy this book and find it a useful guide and reference.

Structure of the Book

This book consists of eighteen chapters. Each chapter is a completely autonomous
contribution in a chained discussion which aims to bring researchers, practitioners
and students up to speed with the recent developments within the smart card arena.
In order to enhance the reader experience, each book chapter contains its own
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abstract, introduction, main body and conclusion sections. Furthermore, bibliog-
raphy resources can be found at the very end of each chapter. The following list
provides a more detailed overview of the topics that are discussed in the different
chapters of this book.

Chapter 1 provides an introduction to a very wide range of smart card-related
issues. It surveys the different types of cards, tokens, and it also considers the main
types and capabilities of popular applications utilising smart card technology. The
chapter is considered as a good starting point for newcomers to the field and
perhaps those that have perhaps focussed on one business or technical area.

Chapter 2 discusses the different steps in the smart card production chain. The
analysis covers all the main steps during the smart card manufacturing phase
starting with the production of the card body, chip moulding and smart card per-
sonalisation and delivery. Finally, it concludes with current and future trends and
challenges.

Chapter 3 provides an overview of the most widely utilised smart card operating
systems and platforms that enable multiple applications to be securely managed and
reside in the same smart card.

Chapter 4 discusses the role of the Subscriber Identity Module (SIM) in the
mobile telecommunications industry and describes the associated standards. It
presents the authentication and ciphering processes in some depth and provides a
practical comparison between the two technologies prior to exploring further
value-added service and toolkit features. Finally, it provides some insight into the
future evolution of technology.

Chapter 5 examines the role of smart card technology within the financial
payments industry. It examines how the credit card industry has evolved over the
decades and explains some of the issues with magnetic stripe card technology.
Subsequently, it presents the main features of smart card technology in the light
of the EMV card specifications. The discussion continues with 3D-secure and token
authentication.

Chapter 6 deals with the issues around content protection in the satellite TV
industry. In particular, it examines the commercial motivation as the driving force
behind content protection, how smart card security is utilised in order to provide the
necessary functionality and finally highlights how a typical pay-TV system
operates.

Chapter 7 provides an overview of the Trusted Platform Module (TPM) and
highlights commonalities and differences with smart cards. It provides an intro-
duction to the security mechanisms provided by the TPM and provides a guide to
the associated standards and literature.

Chapter 8 explains how Common Criteria evolved, how it is defined and how it
is used in practice. More importantly, it examines how Common Criteria is applied
to the complex and demanding field of smart card security evaluations.

Chapter 9 focuses on the various attacks and countermeasures that apply to smart
cards. As many applications rely on cryptographic algorithms for sensitive opera-
tions, this chapter focuses on the attacks that could affect smart cards performing
cryptographic operations. Furthermore, it provides references to the corresponding
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countermeasures and emphasises the need for rigorous design, implementation and
test of cryptographic algorithms and their underlying host platforms.

Chapter 10 provides a brief overview of the wide range of issues associated with
the smart card application development processes. In particular, it examines the
development of an application for the popular Java Card platform. It also highlights
practical issues around application development and monitoring tools. Finally, it
looks into development of the mobile phone applications that can exploit SIM and
USIM card capabilities by using it as a trusted security element.

Chapter 11 analyses the use of the smart card within the telecommunications
industry as a managed platform. It examines how the mobile phone operators are
using the necessary tools and technology in order to remotely update and enhance,
over-the-air, the functionality of SIM and USIM cards.

Chapter 12 provides a valuable introduction to the main standards used to
manage and access smart card readers connected to personal computers. Their main
functionality is analysed and attached code samples aim to provide a detailed
overview, but also to enable the reader to reuse them in order to quickly develop
sample host applications that will communicate with smart cards. Mobile phone
Application Program Interface (API) that can access smart cards, SIM card and
Secure Elements is also included in this chapter.

Chapter 13 provides an introduction to the Radio Frequency Identification
(RFID) concepts and also summarises the aspects most relevant to contactless smart
card systems. Several different systems along with the operating principles are
described. The chapter also provides an overview of the main Radio Frequency
(RF) interface and communication theory along with the various RF standards. The
chapter concludes with an overview of Near-Field Communication (NFC).

Chapter 14 explains how national requirements for eID cards and e-passports
can be realised by utilising physical, logical and hardware functionality.
Furthermore, it highlights the importance and requirements of the relevant
standards.

Chapter 15 first examines the historical use of technology in smart cards before
highlighting the future trends. It looks into the different options and choices which
can be made within a smart card scheme along with the issues which affect the
design of the card and its applications. Finally, it discusses issues around consumer
demand and the drivers that will define the smart card technology of the future.

Chapter 16 describes how security challenges arise from a rapidly growing
population of smart and/or embedded digital devices that can leverage, monitor and
control systems and components in the physical world—known as the Internet of
Things (IoT). This chapter outlines the means for addressing these challenges and
introduces a proposed overall decision-making framework for developing an IoT
security strategy.

Chapter 17 discusses the concepts behind the MULTOS smart card operating
system and introduces the development environment and tools. It provides several
examples of code to assist in explanations. It also briefly outlines possible future
uses for MULTOS outside of smart cards.
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Chapter 18 explains how a Trusted Execution Environment (TEE) provides an
execution platform on a mobile device, isolated from the rest of the operating
system and other applications: the chapter explores what constitutes a TEE and their
various security features. Standardisation efforts related to TEEs and example
implementations of TEEs are also outlined. Host Card Emulation (HCE) provides
an alternative to “traditional” Near-Field Communication (NFC) card emulation by
allowing an application on the host CPU of a mobile device to emulate a card and
communicate directly with an external reader. HCE introduces new security risks to
the mobile ecosystem, and this chapter illustrates how these can be managed to an
acceptable level.

In order to make reading of this more convenient, we also provide a subject
index at the very end of the book.

June 2016 Keith Mayes
Konstantinos Markantonakis

Royal Holloway, University of London, Egham, UK
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