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Preface

ICISC 2016, the 19th International Conference on Information Security and Cryptol-
ogy, was held in Seoul, Korea, from November 30 to December 2, 2016. This year the
conference was hosted by the KIISC (Korea Institute of Information Security and
Cryptology) jointly with the NSR (National Security Research Institute).

The aim of this conference is to provide an international forum for the latest results
of research, development, and applications in the field of information security and
cryptology. This year we received 69 submissions, and were able to accept 18 papers
from 10 countries, with an acceptance rate of 26%. The review and selection processes
were carried out by the Program Committee (PC) members, 44 prominent international
experts, via the EasyChair review system. First, each paper was blind reviewed, by at
least three PC members for most cases. Second, for resolving conflicts on the
reviewers’ decisions, the individual review reports were open to all PC members, and
detailed interactive discussions on each paper followed.

The conference featured two invited talks: “Multivariate Public Key Cryptography”
by Jintai Ding; “On Practical Functional Encryption” by Michel Abdalla. We thank
those invited speakers for their kind acceptance and interesting presentations. We
would like to thank all authors who submitted their papers to ICISC 2016 and all 44 PC
members. It was a truly nice experience to work with such talented and hard-working
researchers. We also appreciate the external reviewers for assisting the PC members in
their particular areas of expertise.

We would like to thank all attendees for their active participation and the Organizing
Committee members who managed this conference. Finally, we thank the sponsors
NSR (National Security Research Institute) and KONAIL

December 2016 Seokhie Hong
Jong Hwan Park
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Multivariate Public Key Cryptography

Jintai Ding

University of Cincinnati, Cincinnati, US
jintai.ding@uc. edu

Abstract. Multivariate public key cryptosystems (MPKC) are one of the four
main families of post-quantum public key cryptosystems. In a MPKC, the public
key is given by a set of quadratic polynomials and its security is based on the
hardness of solving a set of multivariate polynomials. In this tutorial, we will
give a general introduction to the multivariate public key cryptosystems
including the main designs, the main attack tools and the mathematical theory
behind. We will also present state of the art research in the area.



Can Functional Encryption Be Practical?

Michel Abdalla

ENS and PSL Research University, Paris, France
michel. abdalla@ens. fr

Abstract. Functional encryption is a paradigm that allows users to finely control
the amount of information that is revealed by a ciphertext to a given receiver.
In this talk, we will discuss some of the main results in the area for both general
and specific functionalities. While constructions for general functionalities tend
to be quite inefficient, we will see how one can significantly improve the effi-
ciency of such schemes by focusing on specific functionalities, such as inner
products. Though less general, such functionalities still seem expressive enough
for use in practical settings.
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