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Preface

The 22nd Australasian Conference on Information Security and Privacy was organized
in beautiful New Zealand on the Massey University campus in Auckland, July 3-5,
2017. This was the first time that the conference was organized outside Australia.

This year we received 150 submissions. Each paper got assigned to four referees. In
the first stage of the review process, the submitted papers were read and evaluated by
the Program Committee members. In the second stage, the papers were scrutinized
during an extensive discussion. Finally, the Program Committee chose 45 regular and
ten short papers to be included in the conference program. The authors of the accepted
papers had ten days for revision and preparation of final versions. The revised papers
were not subject to editorial review and the authors bear full responsibility for their
contents. The submission and review process was supported by the EasyChair con-
ference submission server. We thank the EasyChair people for letting us use it.

The Program Committee voted for the best paper using the Doodle software. We
nominated four papers with best reviews. Out of the four, two papers were the preferred
options with no clear winner. We decided to award the ACISP2017 Best Paper Award
to the two papers:

— “Dynamic Searchable Symmetric Encryption with Physical Deletion and Small
Leakage” by Peng Xu, Shuai Liang, Wei Wang, Willy Susilo, Qianhong Wu and
Hai Jin

— “Multi-user Cloud-Based Secure Keyword Search” by Shabnam Kasra Kerman-
shahi, Joseph K. Liu and Ron Steinfeld

The awards were handed during the conference dinner.

The Jennifer Seberry Lecture this year was delivered by Clark Thomborson from the
University of Auckland, New Zealand. The keynote lecture was presented by L. Jean
Camp from Indiana University, USA. The program also included invited talks by
well-known researchers working in different areas of cybersecurity. They were Dong
Seong Kim, University of Canterbury, New Zealand; Dongxi Liu, CSIRO/Data61,
Australia; Surya Nepal, CSIRO/Data61, Australia; Paul Pang, Unitec Institute of
Technology, New Zealand; Peter Pilley, Department of Internal Affairs, New Zealand;
Ian Welch, Victoria University of Wellington, New Zealand and Henry B. Wolfe,
University of Otago, New Zealand.

We would like to thank the Program Committee members and the external reviewers
for their effort and time to evaluate the submissions. Big thanks go to Julian
Jang-Jaccard and Paul Watters for their excellent job in the organization of the con-
ference. We are indebted to the team at Springer for their continuous support of the
conference and for their help in the production of the conference proceedings.

July 2017 Josef Pieprzyk
Suriadi Suriadi
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Jennifer Seberry Lecture: Contextual Privacy

Clark Thomborson

Computer Science Department
University of Auckland, Auckland, New Zealand
cthombor@cs.auckland.ac.nz

Abstract. Could you design a computer system which respects all forms of
privacy that are relevant to its users? What forms of privacy are important to you
personally, and in what contexts are they important? How can a user obtain a
“private place” in a computerised system? Is it feasible and economic for a
system to afford a particular form of privacy to its users? Is it socially appro-
priate, or legal, for a system to grant a privacy request? Which privacy requests
should be denied? Can you identify all of the “assets at risk” in a privacy-
protective system? I won’t attempt to answer any of these questions fully!
However I will get you started on finding your own answers, for the next system
you design, for the next privacy analysis you perform, and for the next system
you use. My explanations are grounded in Lawrence Lessig’s taxonomy of
control and liberty, in Alan Westin’s taxonomy of private states, in Helen
Nissenbaum’s legal theory of contextual integrity, and in the Jericho Forum’s
Identity Commandments. I’ll draw examples from commonly-encountered
systems such as Facebook.



Key Note Lecture: Security as Risk
Communication

L. Jean Camp

School of Informatics
Indiana University, Indianapolis, USA
ljcamp@indiana.edu

Abstract. In usable security design, opaque designs enable the user take an
action seamlessly rather than requiring some understanding of the underlying
system design. However, security choices inherently require some information,
or the default option is to prevent all risky behaviors without interaction. In fact,
blocking desired action without communication is one reason that individuals
may abandon security technologies even when the risks these technologies
mitigate are known.

Incentives cannot work unless there are two conditions. First, the incentives
must be visible. Second, there must be a clear action to take in response to the
incentives. Both of these outcomes are the goal of translucent design. A truly
transparent design can overwhelm and under-inform the user with information
about configuration, the nature of the security technology, and the elements of a
risk that are mitigated.

Risk communication allows individuals to easily see the consequences
of their action. The ideal design, of making visible user-action-
system-consequence, may be overwhelming or context-dependent. Risk com-
munication is neither transparent nor opaque; but rather consists of security
technologies that are easy to use, communicate risk choices only to the degree
necessary to avoid inadvertent fatal choices, can be overcome in a
straight-forward manner if the individual chooses to take a risk, or if the system
is in error.



Key Note Lecture: I Was Sure that Was My
Password... and Other Just so Law
Enforcement Stories

Peter Pilley

Department of Internal Affairs, Manukau, New Zealand

Abstract. With the advent of communications devices and software being
encrypted by design there is now a number of new risks presenting themselves
some predicted and some only becoming apparent now.

Who owns the data that is encrypted? What right or access does a family
have to the encrypted data of a sibling or Son/Daughter at the time of their
death? How can law enforcement be seen to be able to successfully investigate a
suspect if they have taken steps to encrypt their communications platform or
device?

These are not new fears or technologies but they do raise some interesting
questions and scenarios. Encrypted networks such as TOR and platforms such as
WhatsApp are potentially removing the traditional investigation methods from
the investigator Agencies are turning to, and in some instances failing in the use
of., more advanced interception techniques. How do we as Law Enforcement
manage this, and more importantly how as a community do we need to see it
managed?



Graphical Security Models

Dong Seong Kim

Department of Computer Science and Software Engineering
University of Canterbury, Christchurch, New Zealand
dongseong . kim@canterbury.ac.nz

Abstract. Graphical security models can be used to assess the network security.
Purely graph based (e.g., Attack Graphs) security models have a state-space
explosion problem. Tree-based models (e.g., Attack Trees) cannot capture the
attack paths information explicitly. In this talk, we briefly introduce a scalable
security model named hierarchical attack representation models (HARM) to deal
with the above mentioned issues. First, I present how the HARM with other
methods to evaluate the effectiveness of Moving Target Defenses. Second, 1
present how the HARM can be used to evaluate the security of Internet of
Things. Finally, research revenues in the graphical security modeling and
assessment will be discussed in brief.



Compact-LWE for Lightweight Public Key
Encryption and Leveled IoT Authentication

Dongxi Liu

CSIRO, Data61, Melbourne, Australia
Dongxi.Liu@data6l.csiro.au

Abstract. Leveled authentication allows resource-constrained IoT devices to be
authenticated at different strength levels according to the particular types of
communication. To achieve efficient leveled authentication, a lightweight public
key encryption scheme is introduced in this talk, which can produce very short
ciphertexts without sacrificing its security.

The semantic security of this scheme is based on the Learning With Secretly
Scaled Errors in Dense Lattice (referred to as Compact-LWE) problem designed
in CSIRO. This problem is a variant of the Learning With Errors (LWE) prob-
lem, but with two improvements (i.e., secretly scaled errors, which can be very
big, and dense lattice, which has small fundamental parallelepiped) that make
Compact-LWE resistant against well-known lattice-based attacks to LWE. In
addition to the security proof, we verify, with a public attack tool, that the
lattice-based attacks, which are successful on LWE, cannot succeed on
Compact-LWE even for a small dimension parameter (e.g., a lattice of dimen-
sion 13).

The evaluation of our scheme and a leveled Needham-Schroeder-Lowe
public key authentication protocol on the Contiki operating system and Sky
motes will also be introduced.



Orchestration and Automation
of Cybersecurity: Issues and Challenges

Surya Nepal

Data61 CSIRO, Canberra, Australia
surya.nepal@data6l.csiro.au

Abstract. Almost all present cybersecurity expenditure and activities (85%)
focuses on designing solutions to prevent known cybersecurity threats. No matter
how much efforts are put in preparation and prevention, these solutions are not
working and cyberattacks and data breaches are inevitable. Current
compromise-to-discovery time can be 30 to 60 days. One the one hand, the
number of incidents of cyberattacks and data breaches are increasing every year;
the increase in time required to detect cyberattacks and data breaches is causing
higher reputational, operational and economic loss due to the impact on the
continuity of the business. On the other hand, we have a limited pool of security
experts who can focus on human-intensive tasks such as analysing programs/
protocols, designing patches, understanding a compromise and responding/
recovering from a compromise. Current approaches are mostly manual, signature
base, reactive and not robust and resilient. Furthermore, the increasing com-
plexity of the cyberspace and its dynamic nature makes it impossible for humans
to effectively secure and protect the cyber system. These space requires a para-
digm shift towards more orchestrated and automated cybersecurity solutions so
security experts could be more efficiently utilised and small-to-medium busi-
nesses can have access to more advanced cybersecurity capabilities through
software-as-a-service. A number of organisations have already started taking
some actions to automate and orchestrate incident response processes, while
researchers have started to explore the coordinated response of the human body
immune system towards building autonomic, resilient cyber systems. This talk
explores the potential opportunities and issues to automate and orchestrate
cybersecurity solutions.



UniteCloud: A Resilient Private Cloud
Platform for Education and Research Service

Paul S. Pang

High Tech Transdisciplinary Research Network
and Department of Computer Science
Unitec Institute of Technology, Auckland, New Zealand
ppang@unitec.ac.nz

Abstract. UniteCloud is a cloud-computing platform developed in Unitec
Institute of Technology to provide a solution to resilient infrastructure and data
services. UniteCloud has been constructed using OpenStack with its peak
computational capability up to 500 virtual machines and maximum storage
allocation 64 tera-bytes per virtual machine. The resiliency of UniteCloud is
achieved by three novel components. CloudViz-3D is a top-level interactive
cloud monitoring system that monitors the running status of cloud and notifies
users before any disaster occurs. tRVM is a low latency and high consistency
high availability system that generates real time backup and disaster recovery.
CRaaSH is an offline disaster recovery system that provides decentralized ser-
vice checkpoint/restart over commodity networks. In addition, the platform
supports group collaborative working, editing, big data processing and machine
learning algorithmic experiments with its open source implementation of Gitlab,
ShareLatex, HadoopDataCenter and TensorFlow. With all its resilient service
features, UniteCloud is specializing in supplying eLearning and eResearch
services for New Zealand tertiary students and staffs.



Software Defined Networking as a Security
Enabler for Enterprises

Ian Welch

School of Engineering and Computer Science
Victoria University of Wellington, Wellington
New Zealand
ian.welch@vuw.ac.nz

Abstract. Industry commentators have raised concerns about software-defined
networking (SDN) as looking “like a nice squishy target to spies and crooks”
and a “nightmare” from a risk assessment point-of-view. Security concerns
include worries that it will be impossible to secure the perimeter because the
network architecture is no longer fixed, the controller managing the control
plane is centralised, and a single point of failure and the software-centric
approach is highly vulnerable to exploitation as opposed to current hardware-
based approaches.

We argue that some of these concerns are not new and software defined
network provides an approach to implementing secure enterprise networks that
can lead to better enforcement and greater assurance. This talk will address
concerns and explain how we are working with other academics and commercial
partners on the development of a software defined security platform that
leverages these advantages over traditional approaches.



Mobile Phone Security Issues

Henry B. Wolfe

Department of Information Science
University of Otago, Dunedin, New Zealand
hank.wolfe@otago.ac.nz

Abstract. We take for granted every day that we are safe from any given risk
because we are protected by various standards, statutes, and laws. The mobile
phone has become ubiquitous and there are currently more than 8 billion con-
nections and almost 5 billion mobile phones in use around the world. It is really
nothing more than a small computer with a radio transmitter and receiver and
other communications devices (Wi/Fi, Bluetooth, etc) integrated into it. Smart
phones may also have the ability to record photos, videos and sound. Most have
a built in Global Positioning Satellite System capability. Some phones may also
have Near Field Communications (NFC). Each of these capabilities may result
in various risks. Every generation of mobile phone has expanded its capabilities
and we are now able to communicate with the Internet in addition to normal
telephone activity.

A long with these capabilities come a number of risks. Some of these are
normally associated with using the Internet, so mobile users are exposed to
malware of various kinds from that source. However, there are other more
insidious risks that are less known. The purpose of this presentation is to discuss
the current risks associated with mobile phone use including malware; loss,
theft, seizure; communications interception, loss of privacy; location logging
and tracking; and bugging. Most people are not aware of these threats. They
assume that their service provider has put in place measures to eliminate any
risks as well as protect their privacy (by the use of cryptography). 100% safe
mobile phone use will unlikely ever be possible. This presentation will cover
mitigating alternatives that can be put in place to reduce the identified mobile
phone risks. These will be graphically portrayed and clearly described and
defined in terms and language that non-technical people will understand.
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