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Preface

The 24th International Security Protocols Workshop was held in April 2016 at the
Mendel Museum of Masaryk University in Brno, Czech Republic. This former
Augustinian abbey is where Gregor Mendel presented his seminal Versuche ber
Pflanzenhybriden (Experiments on Plant Hybridization); in keeping with this location,
the theme of the workshop was “Evolving Security.”

Security protocols evolve with their changing requirements, their changing mech-
anisms, and attackers’ changing agendas and capabilities. We saw examples of this
presented at the workshop: Llewellyn-Jones, Jenkinson, and Stajano described how the
Pico authentication system is evolving to support more flexible delegation mechanisms,
while Pieczul and Foley brought a qualitative approach to the workshop in their lon-
gitudinal consideration of how security-sensitive software has evolved over time in one
open-source software project. Sometimes, however, the evolution we see is not in
security software but in the attacks against it. Jonker, Mauw, and Trujillo-Rasua
described for the workshop how middleperson attacks have evolved over the years but
models of them have not, while Kang, Gligor, and Sekar showed us the evolution of
DDoS attacks against core Internet infrastructure. With an even more explicit Mendel
connection, O§tadal, Svenda, and Maty4s made use of genetic algorithms in the context
of ad hoc network protocols to better model wireless attackers.

As is often the case, many papers and discussions did not fit the theme but were
challenging and thought-provoking. We hope that all of these papers and transcripts —
edited both by authors and by ourselves — will provoke further debate as our protocols
and our understanding of them continue to evolve.

April 2017 Jonathan Anderson
Bruce Christianson

Vashek Matyas

Frank Stajano
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Introduction: Evolving Security
(Transcript of Discussion)

Vashek Matyas

Masaryk University, Brno, Czech Republic

Good morning everybody, my name is Vashek Matya§, I'm a local from Masaryk
University and I’d like to welcome you to a monastary that does not belong to the
University. [laughter]

Ground rules for the discussions: don’t hesitate to ask questions. However, when
you ask, you must say your name clearly. All discussions, including your names, will
be recorded. Then, transcripts will follow. Of course, you will get audio and transcripts
for your revision. For your revisions, you can edit them and give instructions
accordingly. The transcription will actually happen in Canada, where in Newfoundland
— and partly outsourced — the transcripts will be transformed from audio into text.
The text and the audio you’ll get to revise as soon as possible. So, anybody with any
questions, first let everybody know who you are, especially for the recording. Raise
your questions at any time you’d like, just raise your hand.

Now it’s my pleasure to introduce the first speaker, Giampaolo Bella.
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