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Foreword

When I joined the Open Networking Foundation on its launch day in 2011, I
enjoyed nearly a full year of unbridled excitement at how SDN would transform
the networking industry (the promise that had (finally) convinced me to return to
the networking industry) before the topic of security barged in on my reverie. I had
just finished what I thought were some inspiring remarks at a conference in Germany
when a reporter confronted me with the assertion that the SDN controller would be a
single point of failure and an obvious target for cybercriminals. “Now they can take
down the entire network by hacking one box”, he contended. That same month I sat
in the audience for a seminar at the RSA Conference in San Francisco on the subject
of SDN security led by Roy Chua and Matt Palmer of what is now SDxCentral.
Every talk related to the topic of SDN’s vulnerabilities. A month later I had my
first (and only) encounter with Vint Cerf (the so-called Father of the Internet for his
invention of TCP/IP and now Chief Internet Advocate at Google). Vint was famous
and I wanted to meet him, so I asked ONF’s Board Chair Urs Hölzle of Google
for an introduction. In my private one-hour meeting with Vint, the only subject he
wanted to discuss was whether OpenFlow mandated out-of-band signalling (for the
security of control flows). Reverie over.

Not long thereafter, Marc Woolward, then of Goldman Sachs and now with
vArmour, spearheaded a working group in ONF on security that moved swiftly
to require all ONF working groups to include a statement in their charter on the
security impacts of their respective projects. This attempt to build in security rather
than adding it on after the fact achieved only marginal success due to the inertia of
the groups and the lack of expertise in security matters. We did not really get our
arms around what SDN security even meant until I witnessed a presentation at the
Ethernet Technology Summit by an academic researcher from Northern Ireland (of
all places, I remember thinking) who depicted the landscape – in both theoretical
and commercial terms – with such clarity that I believed we could systematically
tackle the challenge and the controversy of SDN security. That researcher was
this volume’s editor Sandra Scott-Hayward, who immediately joined ONF as a
research associate and led the project to develop threat models that finally enabled
us to quantify the issues defining how to make sure an SDN was itself secure. The
working group even built some open-source tools (called Project Delta) that went
on to win awards.
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vi Foreword

I do not remember exactly when I realized that the most interesting aspect of SDN
security was its ability to provide unprecedented capabilities to assure the security of
networks. Consider the routing provided by OpenFlow versus that of Open Shortest
Path First (OSPF). With OSPF, autonomous systems (Internet routers) exchange
distributed protocols to choose a route (the shortest path) between two IP addresses.
All flows – and there could be many, even between your browser and a website –
between those two addresses follow the same route, regardless of their individual
characteristics. At any given time it’s almost impossible to predict or detect, much
less control, that route. With OpenFlow, on the other hand, the SDN controller
explicitly instructs the switches in its domain to set up specific, known paths from
source to destination. Moreover, these paths apply to individual flows, defined
by not just IP addresses but also MAC addresses, application identifiers or even
user metadata. Network operators may create control programmes (path-selection
algorithms) that reflect technical objectives such as minimizing congestion or
latency or business objectives such as maximizing network utilization, minimizing
energy consumption or guarding profit or assuring security.

When ONF launched, the pesky press in Germany suggested SDN could be
a tool for evil network operators to manipulate traffic flows against the public
interest. Then at the same conference in Germany I mentioned above, another
journalist warned of the emerging regulations for data border control, by which
some countries mandated that certain data never flow outside the borders of that
country, for reasons of national security and privacy. Here, I seized upon SDN’s
being the only way to provide data border control. Flows of national interest (or of
national residents) follow only those paths that keep them within the borders of the
country. Like any tool, SDN can serve noble ends or evil ones, depending on how
an operator chooses or a government regulates. Over time we have seen more and
more examples of how SDN enhances network security, perhaps most commonly in
its rapid isolating of distributed denial of service (DDoS) attacks. As IoT brings the
dramatic proliferation of traffic sources on networks of all scales, and mobile edge
computing places more computing power near traffic sources, SDN looks to me as
the saviour of network security.

This book wisely includes both SDN and NFV; they are not unrelated. Yes,
NFV virtualizes network functions (many of them artifacts of hardware-defined
networking that will seem archaic in a few years) while SDN separates, both
logically and physically, the control and data planes. NFV may operate almost self-
contained in a hypervisor environment within a data centre, but in the real world,
networks operate with real switching in the network access, aggregation and core
sections. Both network operators and their customers (enterprises, governments,
small businesses and even consumers) increasingly expect network operation to
reflect policies and priorities of their choice. The only way for the control software to
convey the desired behaviour to the network elements that implement it is via SDN
(whose toolbox contains OpenFlow, Netconf and other communication vehicles).

As the networking industry embraces the advances of modern computing, from
distributed systems (such as those that prevent the SDN controller from becoming
a single point of failure with any greater likelihood than whatever server gives you



Foreword vii

your bank balance the next time you check could also fail and take your money
with it) to predictive analysis and other elements of AI, we will see more and better
choices on how to build and govern networks. Frameworks for orchestration and
policy, based on combinations of open-source and proprietary code, will modularize
what today are monolithic programmes that lock operators into rigid, single-vendor
solutions with little opportunity for operator uniqueness. High-performance chips
with DPI will add new granularity to the definition of what constitutes a flow
and how to treat it. Microservices architectures will place appropriate computing,
storage and connectivity resources at the behest of individual workloads, in a highly
time-dynamic fashion.

None of this computing and networking exists to perform security. It exists to
support commerce and the social fabric of life. We need security only because more
and more valuable portions of our lives depend on information technologies. These
technologies fail from a security standpoint because of errors we make in design or
operation and because some people deliberately attack them for either profit or the
morbid satisfaction of disruption.

It won’t be many years before we look back and wonder how in the world we
got along without Software Defined Network Function Virtualization (SDNFV).
Because it will be so pervasive, we have an obligation to assure its security.
This book offers an excellent purview of the challenges, solutions and remaining
opportunities to both secure SDNFV and exploit it as a tool to assure network
security, perhaps the best tool we have ever found.

Palo Alto Innovation Advisors, Palo Alto, CA, USA Dan Pitt



Preface

We have been motivated to produce this book through our research work on security
in and of software-defined networking (SDN) and network functions virtualization
(NFV). One of the editors of the book has been directly involved with the Open
Networking Foundation (ONF), acting as Vice-Chair of the Security Working
Group. A second editor has been engaged with the security programme of ETSI
NFV and the IRTF SDN Research Group. Our observation through this work and the
academic and industry research communities is that there is a necessity to broaden
awareness of the importance of security in the design, development and deployment
of SDN- and NFV-based systems, as well as to understand how current security
mechanisms can be applied, either directly or with modification in the SDNFV
context.

Since the beginning of the SDN/NFV security discussion, there has been an
obvious split between, on the one hand, consideration of security challenges
introduced by the new SDN architecture and the virtualization of network functions
and, on the other hand, the potential benefits to securing the network with the
technologies of SDN and NFV. Over a number of years, it has become clear that
these technologies will be fundamental to the evolution of future networks.

From these aspects of SDNFV security, three sections of the book have naturally
emerged. Part I introduces the key concepts of security in SDNFV. Part II presents
a series of SDNFV-based network security solutions, and Part III covers the
application of SDNFV security in future networks.

In Part I, we begin with Hoang and Farahmandian’s introduction to the security
challenges of SDN, NFV and cloud computing. In this chapter, they bring together
these three interlinked technologies for a survey of the security of the integrated
software infrastructure and conclude with a conceptual software-defined security
service architecture. In Chap. 2, Faynberg and Goeringer discuss NFV security with
a detailed reflection on the work of the ETSI NFV Security Working Group and the
industry view it has formulated since its foundation in 2012. This chapter presents a
comprehensive, tutorial-style description of NFV security. Much work on SDNFV
security targets either SDN or NFV security separately. In Chap. 3, Murillo et al.
present a survey of the proposals to secure SDN/NFV platforms and the challenges
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x Preface

for their integration. Chavers et al. present a comprehensive overview of the use of
root-of-trust services to secure NFV and Lioy et al. propose a solution to evaluate
trust by exploiting remote attestation. Together, the chapters of Part I cover the
key concepts in SDNFV security, providing a baseline for exploring the solutions
presented in subsequent chapters.

The focus of Part II is to present some specific SDNFV security solutions. In
Chap. 5, Pastor and Folgueira describe the process of implementing a virtual home
gateway with real residential broadband customers and the practical experience of
the security design requirements to do this. Cox et al. present a security policy
transition framework for SDN tackling the real issue of revoking or updating policy
enforcements following a client resolution of the network policy violation. In Chap.
7, Ali et al. demonstrate the potential for the combined power of SDN and NFV to
offer network-wide security in virtualized ICT environments. Their solution is an
SDNFV-based DDoS detection and remediation framework. In the final chapter of
Part II, Attak et al. present the work of the EU-funded SHIELD project, securing
against intruders and other threats through a NFV-enabled environment. SHIELD
aims at combining flexible and dynamic security monitoring with big-data analytics
to detect threats at the network-wide level.

With Part III, the security implications of SDNFV in evolving and future
networks are considered. The section begins with a look at Industry 4.0. Khondoker
et al. investigate the use of SDN tools and technologies to protect Industry 4.0
machines and components from network-based threats. The ability to fulfil the
requirements of 5G is recognized to be dependent on SDNFV technologies. In
Chap. 11, Santos et al. study the security requirements for multi-operator virtualized
network and service orchestration for 5G. The security perspectives of the standards
organizations (ITU-T and ETSI) are described and a threat analysis is presented. The
improvement of security in coalition tactical environments is the subject of Chap.
12. Mishra et al. present the Observe, Orient, Decide and Act (OODA) paradigm
and how the security of OODA can be enhanced with SDN. Finally, in Chap. 13,
Combe et al. propose a monitoring solution for a Named Data Networking (NDN)
architecture that builds on the capabilities of SDN and NFV for more efficient
security monitoring.

As previously identified, one of the main objectives of publishing this compi-
lation is for this to be an educational tool focussing on this important aspect of
network technologies. In support of this, each author has included a number of
questions at the end of their chapter to test the reader’s understanding of the key
concepts introduced in the chapter. The layout of the book is designed with this in
mind, beginning with some survey style introductions to security in SDN and NFV
and leading on to future network concepts.

We believe that the reader of this book will grasp the large scope of the
security challenges and potential in relation to SDNFV systems. In addition, with
his/her awareness raised, the reader will be able to develop new security-related

http://dx.doi.org/10.1007/978-3-319-64653-4_5
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mechanisms for SDNFV systems or to design next-generation communication
networks more securely, thanks to SDNFV.

Derby, UK Shao Ying Zhu
Belfast, UK Sandra Scott-Hayward
Bristol, UK Ludovic Jacquin
Queensgate, UK Richard Hill
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