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Foreword

Modern society depends on the continuous availability of the networked computer
systems and useful services they offer through the Internet. Almost every activity
in modern society is mediated through the Internet’s services. However, with the
increasing use of the Internet and proliferation of Internet-based technologies,
computer systems are being targeted by attackers to cause malfunction in particular
services or transactions without physical interference into systems. Attacks on a
computer system are activities that feed through the Internet to the target, causing
detached services and media used by services, and compromise security in terms of
confidentiality, availability, and integrity. Providing for these three characteristics is
the main goal of a secure and stable computer system.

Data mining techniques are used to extract valid, novel, and potentially useful
and meaningful patterns from large datasets with respect to a domain of interest.
Network traffic is comprised of a collection of packets or NetFlow records that
are described in terms of properties such as the duration of each packet or record,
protocol type, and number of data bytes transferred from a source to a destination.
As a packet or record is generated, or during its travel, an attacker may attempt to
compromise that packet or record by inserting or modifying the header or content.
It is crucial to ensure useful services in the presence of attacks. However, no
one can make a networked computer system completely attack-free. This book
introduces fundamental concepts of network traffic anomalies and mechanisms
to detect them in both offline and online modes. The network security research
community lacks real-time network traffic datasets to evaluate a newly designed
mechanism or system. This book introduces a systematic approach to generate real-
time network traffic datasets. It also focuses on different techniques and systems
such as statistical, classification, knowledge base, cluster and outlier detection, soft
computing, and combination learners to counter large-scale network attacks. This
book also discusses intrusion prevention mechanisms that attempt to block the
entry of attackers into a networked system. This book also discuss how to generate
alarms for further diagnosis even after an attacker has intruded. In addition, this
book presents tools for both attackers and defenders, with view to motivating the
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viii Foreword

development of new defensive tools. Analysis of network attack tools is important
to understand attack behavior in terms of real-time parameters. Of course, network
defense tools can be used to protect networks from attacks. Evaluation of a detection
mechanism or system is crucial before deployment in real networks. This book
provides a good discussion of evaluation measures commonly used by the network
security community. Finally, it contains discussion of current issues and challenges
that are yet to be overcome by network traffic security solution providers.

Jorhat, India Monowar H. Bhuyan
Napaam, India Dhruba K. Bhattacharyya
Colorado Springs, USA Jugal K. Kalita



Preface

With rapid developments in network technologies and widespread use of Internet
services, the volume of worldwide network traffic is growing rapidly day by day.
This continued growth of network traffic increases the number of anomalies that
arise due to misconfiguration of network devices and port scans in preparation of
future attacks, viruses, and worms that consume resources and bandwidth, making
network services unavailable. These anomalies generate a large amount of network
as well as Internet traffic. Therefore, detection and diagnosis of such anomalies are
crucial tasks for network operators to ensure that resources and services are available
to those who need them. Data mining is used in domains such as the business world,
biomedical sciences, physical sciences, and engineering to make new discoveries
from the large amounts of data that are being collected continuously. In the last
few decades, many data-driven anomaly detection techniques have been developed
to thwart anomalies, but most methods have limitations that deter their use in real
environments. Because legitimate traffic needs to travel over the network, quickly
and accurately, identifying anomalies in network-wide traffic is really important and
demands development of effective and efficient detection techniques.

Unlike common network security books, this book focuses on network traffic
anomaly detection and prevention with details of hands-on experience in generating
real-life network intrusion datasets. Anomalies are patterns of interest to network
defenders, who want to extract them from large-scale network traffic. Data mining
techniques are useful in identifying anomalous patterns from large datasets. This
book discusses the basic concepts of networks and causes that lead to network
traffic anomalies. We present a network attack taxonomy based on attack behavior.
This book also discusses generic architectures of anomaly-based network intrusion
detection systems that use supervised, semi-supervised, and unsupervised machine
learning techniques with details of each component. This book also discusses
datasets that are needed by the research community in anomaly-based network
intrusion detection systems, noting that the community lacks real-life and up-to-date
network intrusion datasets. The book presents a step-by-step hands-on approach
to generate real-life network intrusion datasets. Researchers may use the steps
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provided either to generate a new real-life dataset or use them for evaluating
anomaly detection techniques and systems. A network anomaly detection system
generates an alert when it finds an anomaly in the network. This book introduces the
basic concept of alerts and presents alert management techniques. It also includes
a discussion of network anomaly prevention techniques, followed by concepts of
network intrusion prevention. Practical tools are necessary to capture, monitor, and
analyze network traffic for detection and prevention of network traffic anomalies. An
attacker must always find vulnerabilities in a host or in a network to be able to mount
an attack. This book presents a systematic approach discussing how to design a tool
for network traffic analysis. It also includes evaluation metrics which are necessary
for measuring performance of a detection technique or a system. Finally, this book
enumerates current issues and challenges to attract readers who want to engage in
further research in network traffic anomaly detection and prevention. We believe
that this book will help individuals who want to pursue research in this general area.

Jorhat, India Monowar H. Bhuyan
Napaam, India Dhruba K. Bhattacharyya
Colorado Springs, USA Jugal K. Kalita
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