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Preface

Today’s computer networks are playing the role of nerve systems in many critical
infrastructures, governmental and military organizations, and enterprises. Protecting
such a mission-critical network means more than just patching known vulnerabili-
ties and deploying firewalls and IDSs. The network’s robustness against potential
zero day attacks exploiting unknown vulnerabilities is equally important. Many
recent high-profile incidents, such as the worldwide WannaCry ransomware attack
in May 2017, the attack on Ukrainian Kyivoblenergo Power Grid in December 2015,
and the earlier Stuxnet infiltration of Iran’s Natanz nuclear facility, have clearly
demonstrated the real world significance of evaluating and improving the security
of networks against both previously known attacks and unknown “zero day” attacks.

One of the most pertinent issues in securing mission-critical computing networks
against security attacks is the lack of effective security metrics. Since “you cannot
improve what you cannot measure,” a network security metric is essential to
evaluating the relative effectiveness of potential network security solutions. To that
end, there have been plenty of recent works on different aspects of network security
metrics and their applications. For example, as most existing solutions and standards
on security metrics, such as CVSS and attack surface, typically focus on known
vulnerabilities in individual software products or systems, many recent works focus
on combining individual metric scores into an overall measure of network security.
Also, some efforts are dedicated to develop network security metrics especially for
dealing with zero day attacks, which imply little or no prior knowledge is present
about the exploited vulnerabilities, and thus most existing approaches to security
metrics will no longer be effective. Finally, some recent works apply security metric
concepts to specific security applications, such as applying and visualizing a suite
of network security metrics at the enterprise level, and measuring the operational
effectiveness of a cybersecurity operations center. This book examines in detail
those and other recent works on network security metrics.

There currently exists little effort on a systematic compilation of recent pro-
gresses in network security metrics research. This book will fill the gaps by
providing a big picture about the topic to network security practitioners and security
researchers alike. Security researchers who work on network security or security
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analytics-related areas seeking new research topics, as well as security practitioners
including network administrators and security architects who are looking for state-
of-the-art approaches to hardening their networks, will find this book useful as a
reference. Advanced-level students studying computer science and engineering will
also find this book useful as a secondary text.

More specifically, this book examines recent works on different aspects of
network security metrics and their application to enterprise networks. First, the
book starts by examining the limitations of existing solutions and standards on
security metrics, such as CVSS and attack surface, which typically focus on known
vulnerabilities in individual software products or systems. Chapters “Measuring the
Overall Network Security by Combining CVSS Scores Based on Attack Graphs
and Bayesian Networks”, “Refining CVSS-Based Network Security Metrics by
Examining the Base Scores” and “Security Risk Analysis of Enterprise Networks
Using Probabilistic Attack Graphs” then describe different approaches to aggregat-
ing individual metric values obtained from CVSS scores into an overall measure of
network security using attack graphs. Second, since CVSS scores are only available
for previously known vulnerabilities, the threat of unknown attacks exploiting the
so-called zero day vulnerabilities is not covered by CVSS scores. Therefore, chap-
ters “k-Zero Day Safety: Evaluating the Resilience of Networks Against Unknown
Attacks”, “Using Bayesian Networks to Fuse Intrusion Evidences and Detect Zero-
Day Attack Paths” and “Evaluating the Network Diversity of Networks Against
Zero-Day Attacks” present several approaches to developing network security
metrics in order to deal with zero day attacks exploiting unknown vulnerabilities.
Finally, to address practical challenges in applying network security metrics to real
world organization, chapter “Metrics Suite for Network Attack Graph Analytics”
discusses several issues in defining and visualizing such metrics at the enterprise
level, and chapter “A Novel Metric for Measuring Operational Effectiveness of
a Cybersecurity Operations Center” demonstrates the need for novel metrics in
measuring the operational effectiveness of a cybersecurity operations center.
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Acknowledgements

Lingyu Wang was partially supported by Natural Sciences and Engineering
Research Council of Canada under Discovery Grant N01035. Sushil Jajodia was
partially supported by the Army Research Office grants W911NF-13-1-0421 and
W911NF-15-1-0576, by the Office of Naval Research grant N00014-15-1-2007,
National Institutes of Standard and Technology grant 60NANB16D287, and by the
National Science Foundation grant IIP-1266147.

ix



Contents

Measuring the Overall Network Security by Combining CVSS
Scores Based on Attack Graphs and Bayesian Networks . . . . . . . . . . . . . . . . . . . . 1
Marcel Frigault, Lingyu Wang, Sushil Jajodia, and Anoop Singhal
1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
2 Propagating Attack Probabilities Along Attack Paths . . . . . . . . . . . . . . . . . . . . . . . 3

2.1 Motivating Example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
2.2 Defining the Metric . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
2.3 Handling Cycles in Attack Graphs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

3 Bayesian Network-Based Attack Graph Model. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
3.1 Representing Attack Graphs Using BNs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
3.2 Comparing to the Previous Approach . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

4 Dynamic Bayesian Network-Based Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
4.1 The General Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
4.2 Case 1: Inferring Exploit Node Values . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
4.3 Case 2: Inferring TGS Node Values . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

5 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

Refining CVSS-Based Network Security Metrics by Examining the
Base Scores . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
Pengsu Cheng, Lingyu Wang, Sushil Jajodia, and Anoop Singhal
1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
2 Preliminaries. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

2.1 Attack Graph . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
2.2 Common Vulnerability Scoring System (CVSS) . . . . . . . . . . . . . . . . . . . . . . 28
2.3 Existing Approaches and Their Limitations . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

3 Main Approach . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33
3.1 Combining Base Metrics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33
3.2 Considering Different Aspects of Scores . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

xi



xii Contents

4 Algorithm and Simulation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40
4.1 Algorithms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
4.2 Simulation Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

5 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51

Security Risk Analysis of Enterprise Networks Using Probabilistic
Attack Graphs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53
Anoop Singhal and Xinming Ou
1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53
2 Attack Graphs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

2.1 Tools for Generating Attack Graphs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56
3 Past Work in Security Risk Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57
4 Common Vulnerability Scoring System (CVSS) . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

4.1 An Example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61
5 Security Risk Analysis of Enterprise Networks Using Attack Graphs . . . . . 62

5.1 Example 1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62
5.2 Example 2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65
5.3 Example 3 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67
5.4 Using Metrics to Prioritize Risk Mitigation . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

6 Challenges . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71
7 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72

k-Zero Day Safety: Evaluating the Resilience of Networks Against
Unknown Attacks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 75
Lingyu Wang, Sushil Jajodia, Anoop Singhal, Pengsu Cheng,
and Steven Noel
1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 75
2 Motivating Example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76
3 Modeling k-Zero Day Safety . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78
4 Applying k-Zero Day Safety . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

4.1 Redefining Network Hardening . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81
4.2 Instantiating the Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

5 Case Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84
5.1 Diversity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85
5.2 Known Vulnerability and Unnecessary Service . . . . . . . . . . . . . . . . . . . . . . . 86
5.3 Backup of Asset . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88
5.4 Firewall . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89
5.5 Stuxnet and SCADA Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90

6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 92
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93



Contents xiii

Using Bayesian Networks to Fuse Intrusion Evidences and Detect
Zero-Day Attack Paths . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95
Xiaoyan Sun, Jun Dai, Peng Liu, Anoop Singhal, and John Yen
1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95
2 Rationales and Models . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98

2.1 Rationales of Using Bayesian Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100
2.2 Problems of Constructing BN Based on SODG . . . . . . . . . . . . . . . . . . . . . . . 101
2.3 Object Instance Graph . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 102

3 Instance-Graph-Based Bayesian Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104
3.1 The Infection Propagation Models . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104
3.2 Evidence Incorporation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 105

4 System Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106
5 Implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108
6 Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109

6.1 Attack Scenario . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109
6.2 Experiment Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110

7 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 114
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 114

Evaluating the Network Diversity of Networks Against Zero-Day
Attacks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117
Mengyuan Zhang, Lingyu Wang, Sushil Jajodia, and Anoop Singhal
1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117
2 Use Cases . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 118

2.1 Use Case 1: Stuxnet and SCADA Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . 118
2.2 Use Case 2: Worm Propagation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119
2.3 Use Case 3: Targeted Attack. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119
2.4 Use Case 4: MTD . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120

3 Biodiversity-Inspired Network Diversity Metric . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120
4 Least Attacking Effort-Based Network Diversity Metric . . . . . . . . . . . . . . . . . . . 122
5 Probabilistic Network Diversity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125

5.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125
5.2 Redesigning d3 Metric . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 127

6 Applying the Network Diversity Metrics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 129
6.1 Guidelines for Instantiating the Network Diversity Models . . . . . . . . . . 129
6.2 Case Study. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 131

7 Simulation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 133
8 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 136
9 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 137
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 138

A Suite of Metrics for Network Attack Graph Analytics . . . . . . . . . . . . . . . . . . . . 141
Steven Noel and Sushil Jajodia
1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 141
2 System Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 142
3 Attack Graph Metrics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 144



xiv Contents

3.1 Victimization Family. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 145
3.2 Size Family . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 147
3.3 Containment Family . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 150
3.4 Topology Family . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 153

4 Metrics Visualization. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 159
5 Case Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 161

5.1 Attack Graphs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162
5.2 Security Risk Metrics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 167

6 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 173
7 Summary and Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 175
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 175

A Novel Metric for Measuring Operational Effectiveness
of a Cybersecurity Operations Center . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 177
Rajesh Ganesan, Ankit Shah, Sushil Jajodia, and Hasan Cam
1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 178

1.1 Current Alert Analysis Process . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 178
1.2 Definition of Risk . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 179

2 Related Literature . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 183
3 Model Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 185

3.1 Fixed Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 185
3.2 System-Requirement Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 185
3.3 Decision Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 186
3.4 Model Assumptions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 186

4 Analyst Resource Management Model Framework . . . . . . . . . . . . . . . . . . . . . . . . . 187
4.1 Optimization Module . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 188
4.2 Scheduler Module . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 190
4.3 Simulation Module . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 191

5 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 192
5.1 Results from Simulation Studies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 193
5.2 Design of Experiments. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 195
5.3 Results from Static Workforce Optimization . . . . . . . . . . . . . . . . . . . . . . . . . . 197
5.4 Results from Dynamic Workforce Optimization . . . . . . . . . . . . . . . . . . . . . . 199
5.5 Sensitivity Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 201
5.6 Validation of Optimization Using Simulation . . . . . . . . . . . . . . . . . . . . . . . . . 202

6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 204
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 205


	Preface
	Acknowledgements
	Contents

