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Foreword

We are endeavouring in the relocation of traditional human activities and facil-
ities to the digital world: for example, electronic voting and its diverse security
challenges still make researchers and developers alike tingle all over; electronic
cash and its intricacies are there for the miners’ rapture and, for just a little
longer, the layman’s bewilderment. If by exams we refer to all sorts of activities
to verify and mark people’s skills towards a degree, a post or a promotion, then
this book convinces us that exams are following the same fate as voting or cash,
getting an increasing level of computer support.

I was driven by love and respect for my job as an academic when, during
2004, I felt that the final exams of my Computer Security modules deserved
the robustness and rigour of a security protocol. Hence, I designed WATA,
the first version of the Written Authenticated Though Anonymous secure exam
protocol, and soon started using a prototype profitably. Giustolisi chose the
dawning challenges of that protocol and its variants as his main research and
proficiently elaborated them out as the full-fledged research area and growing
business value that secure electronic exams are today.

Although more and more universities are leafing through ways to modernise
their exam systems, possibly with some use of computers, I still feel that elec-
tronic exams have various dimensions of uncertainty, such as whether they are
to be taken on site or from home via the Internet, and then whether they are to
be carried out over personal or institutional devices. The first contribution of
this book is the design of a taxonomy that serves as a practical play board on
which every exam type can be meaningfully positioned, hence understood with
respect to its neighbours.

The security requirements of the various exam flavours are far from simple.
While anonymous marking is intuitive because any honest candidate would like
her test to be marked irrespectively of her identity, privacy steps in somewhat
originally. For example, the mark of a candidate is meant to stay private in
certain exams, and the candidate herself may be required to stay anonymous;
however, the candidate will eventually need to prove her qualification, namely to
confirm to someone, such as a lecturer or a boss, that she received a certain mark
in a specific exam. Privacy therefore intertwines with universal verifiability, so
that exam marks can be verified a posteriori.

The details of many exam protocols that are currently in use are easily
accessible through the web. Surprisingly many can be found to insist on threat
models that baffle a security protocol analyst, for example with their strong
reliance on some bureaucrats’ office to exercise the association between codes
and candidates, or between codes and tests. Pseudo-anonymization cannot work
without a real Chinese wall to confine the candidates’ identities, while news
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scandals shout out that in practice those bureaucrats and the examiners might
collude fraudulently or simply be members of the same family. By contrast,
the protocols that follow below make a systematic effort to reduce the trust
assumptions and rest on a realistic threat model.

I am very proud to be writing this foreword for a variety of reasons. The
main one is the significance of the overarching topic that this book stands on.
Exams are ubiquitous and required by qualifications at all levels; they are run
virtually every minute somewhere in the world, perhaps more frequently than
elections; they involve principals, such as candidates and examiners, who pose
potentially contrasting security requirements that are not immutable over time.
And finally, if democracy is strictly related to secure electronic voting, then
meritocracy, which is one of the biggest attributes of democracy, proceeds from
secure electronic exams.

Giampaolo Bella
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Pethő protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62

5.1 Equational theory to model Remark! . . . . . . . . . . . . . . . . 72
5.2 Summary of authentication and privacy analysis of Remark! . . . 76
5.3 Summary of the analysis of Remark! for I.V. requirements . . . 83
5.4 Summary of the analysis of Remark! for U.V. requirements . . . 93

6.1 Equational theory to model the enhanced protocol . . . . . . . . 118
6.2 Summary of the analysis of the enhanced protocol . . . . . . . . 123

xi


	Foreword
	Contents
	List of Figures
	List of Tables

