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Abstract. IEC 80001-1 was published in 2010 and is now undergoing revision.
Feedback gathered on the adoption of the standard has revealed a number of
barriers that have impacted its adoption. The standard provides requirements
related to the roles, responsibilities and activities that need to be performed for
the risk management of medical IT networks. One reported barrier is a lack of
drivers to motivate Top Management to implement the standard. In addition,
there is a lack of alignment between IT and biomedical engineering departments
within hopitals. Finally, the IEC 80001-1 standard was considered to be too
complicated and complex to implement. This paper presents the barriers
identified in the feedback and presents an approach to the revision of the
standard as a process based management system standard in accordance with
ISO/IEC Directives Annex SL as a means to overcome these barriers.
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1 Introduction

There is an increased focus on ensuring that a high standard of care is provided to the
patient while reducing the cost of care. This focus is due to the recent downturn in the
global economy. One potential approach to achieving this goal is through the use of
interoperable medical devices [1-3]. Governments recognising this potential have
provided incentives to promote the meaningful use of interoperable medical devices
and Health Information Technology (HIT), such as Electronic Health Records (EHRS)
[4-6]. The increased prevalence of chronic conditions such as diabetes, which has
resulted in a move away from acute episodic care, has led to increased use of
interoperable medical devices. The management of chronic disease requires the
establishment of an ongoing relationship between the patient and their care team
facilitated by carefully designed care processes and requiring the support of
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information technology [7-10]. The number of networked medical devices in use
continues to increase as a result of this change, [11-13].

Benefits to patients identified through the use of networked medical devices
include reducing the instances of adverse events improving patient safety, reducing
the time spent by clinicians manually entering information, reducing redundant testing
due to inaccessible information, improving patient care, reducing healthcare costs and
ensuring comprehensive and secure management of health information [14, 15]
resulting in medical IT networks becoming a critical, integral component of the
medical system [16].

However, as medical devices increasingly interface with other equipment and
hospital information systems the integration complexity of the systems is increased
and this presents additional operational risks [13, 17-19]. Traditionally, when devices
were placed onto a network, proprietary networks were used. Increasingly, medical
devices are being designed to be placed onto the hospital’s general IT network. There
has been a move away from the use of proprietary networks as their use may limit the
communication of the devices and therefore the potential benefits of connecting
devices. This means that medical device manufacturers no longer exercise full control
over the configuration of the network [20] with hospitals sourcing network
components and devices from different manufacturers. This lack of control can lead to
risks which result in unintended consequences outside the control of the medical
device manufacturer as the placement of the device onto the hospital network creates
a new system in which the device has not been validated [21]. These risks can result
in the incorrect and degraded performance of the medical device [22, 23]
compromising patient safety, effectiveness and the security of the IT network [24—
27].

IEC 80001-1: Application of risk management for IT-networks incorporating
medical devices [28] was published in 2010 to address the risks associated with the
incorporation of a medical device into an IT network. This standard is now scheduled
for revision. The revision of the standard will take into account feedback which has
identified barriers to the adoption of the standard as well as the need to broaden the
scope of the standard. This paper presents a proposed approach to the revision of the
IEC standard and is structured as follows. Section 2 presents the results of the
feedback gathered which identifies barriers to the adoption of the 2010 version of the
IEC 80001-1 standard. Section 3 presents the proposed approach to the revision of the
standard. Section 4 examines how the proposed approach addresses the identified
barriers to adoption of the current version of the standard and, finally, section 5
presents the conclusions of the work and outlines future work in this area.

2 Barriers to the Adoption of IEC 80001-1: 2010

Prior to commencing work on the revision of the standard, feedback was gathered by
the developers of the standard, International Electrotechnical Commission (IEC) Sub-
Committee (SC) 62A — International Organization for Standardization (ISO)
Technical Committee (TC) 215 Joint Working Group 7 (JWG7), to identify any
barriers to its adoption in its current form. This feedback was gathered for use in



identifying an approach to the revision of the standard. The feedback was gathered
through three case studies. These case studies examined the lessons learned from a
number of projects which were conducted in which a Healthcare Delivery
Organisation (HDO) attempted to implement IEC 80001-1. The projects were carried
out in HDOs of varying sizes and in different geographical locations. The first case
study was carried out in a large HDO based in the US who performed a pilot
implementation of IEC 80001-1. The second was performed in a Cancer Therapy unit
based in Austria targeting a full implementation of IEC 80001-1. The final case study
was based on the experiences of a Health Service in Australia and it’s experience in
the implementation of IEC 80001-1 across a number of HDOs. Based on these case
studies, the report on the feedback was compiled by JWG7 and identified 3 barriers to
the adoption of the standards as follows:
e Lack of drivers to motivate Top Management to implement the IEC 80001-1
standard
e HDO Organizational challenges: Information Technology (IT) and
Biomedical Engineering (BME) departments are not aligned
e The IEC 80001-1 standard is too complicated and complex to implement

Each of these barriers to adoption of the standard is discussed in the remainder of this
section.

2.1 Lack of Drivers to Motivate Top Management

An issue which was identified during the case studies was that Top Management do
not see the return on investment of implementing IEC 80001-1. This can cause issues
in the adoption of the IEC 80001-1 standard as Top Management may be reluctant to
provide the support and resources which are required in order to implement the
standard. Comments from task group participants revealed that while participants felt
that an argument can be made to say that implementing the standard increases patient
safety, particpants also felt that this benefit has not as yet been quantified and so may
be thought of as too abstract by Top Management. It was also reported that there is a
correlation between a hopitals experience and their desire to perform risk
management activities required under IEC 80001-1. Hospitals that have experienced
incidents such as lost patient records or viruses are more likely to implement the
requirements of the standard. This can lead to “fragmented motivations” for
implementing the standard.

It was also reported that IT management lack knowledge of basic risk
management concepts such as safety and reliability engineering and Failure Mode
Cause and Effect Analysis (FMCEA). It was stated that “this resonates as the single
largest impediment to 80001 adoption and needs clear and concise focus in the
revision”. This issue is also discussed in the context of HDO Organisational
Challenges section of this paper. Additional perceived barriers to the implementation
of the standard were the cost, complexity, lack of resources and/or skillsets. These
barriers are directly related to the lack of information concerning the return on
investment on implementation of the standard. This lack of information has recently
been partially addressed by the publication of a white paper by the Association for the



Advancement of Medical Instrumentation (AAMI) which provides quantative
information regarding the return on investment of implementing IEC 80001-1[29].

2.2 HDO Organisational Challenges

In addition to the challenges identified regarding Top Management support for
adoption of the standard, an additional barrier was identified. There has been a move
within hospitals to promote greater levels of communication between the clinical
departments, which include -clinicians, Management and BME, and the IT
departments, which includes network administrators and network engineers.
However, these departments still tend to operate in silos often leading to
communication breakdowns between the two departments. The feedback indicated
that, in general, IT do not understand clinical workflows or that network connectivity
has become a crucial element of patient care. It is also reported that BMEs do not
understand complex networking concepts. They “do not speak the same language”.

IEC 80001-1: 2010 references a risk management standard for medical devices -
ISO 14971 [30]. It should be noted that based on this feedback, the revised standard
will now also reference ISO 31000 [31], a generic risk management standard. IT
departments while familiar with the definition of risk within ISO 31000 are not
familiar with the requirements of ISO 14971. Expanding the reference to include ISO
31000 will provide understanding of how to integrate the requirements of IEC 80001 -
1 within a HDOs larger risk management framework which includes many more
objectives than safety, effectiveness and security, the key properties defined in IEC
80001-1.

2.3 1EC 80001-1: Too Complex and Complicated to Implement

The IEC 80001-1 standard was reported to be too complex and complicated to
implement. Organisations reported that, the standard was too abstract and did not
provide a means to tailor it to their needs, also it lacked guidance on how a stepwise
approach may be taken to the implementation of the standard. While there is a
technical report, ISO TR 80001-2-7 [32], which provides guidance on how to assess
against the requirements of the standard and provides information on tailoring the
assessment to a specific HDO context, it was reported that the top-level standard, IEC
80001-1, is dependent on the associated technical reports to provide guidance on
various aspect of implementation of the standard. However, often the technical
reports are either not available due to lack of awareness or do not provide sufficient
guidance on implementation.

2.4 Conclusions from the Case Studies/ Lessons Learned Report
In order to address the barriers identified during the case studies, it was agreed that a

process approach similar to that taken in ISO/TR 80001-2-7 should be taken in the
revision of the standard. While this would provide an approach it does not fully



address the barriers to adoption identified during the lessons learned report. This
research has focused of developing a proposed approach to the revision of the IEC
80001-1 as a process standard while addressing the identified barriers. This proposed
approach is discussed in the remainder of this paper.

3 Proposed Approach for the Revision of IEC 80001-1

In determining the proposed approach for the revision of the standard, a review of the
lessons learned was conducted to ensure that the approach to the revision would
address these lessons and identified barriers to adoption. In addition, during the
revision of the standard the scope of the standards is to be broadened. IEC 80001-1
focused on risk management of medical IT networks which were defined as an IT
network that contained at least one medical device. However, this scope is to be
broadened to include health software and health IT systems. This is consistent with
the approach taken in IEC/CD 62304 [33] and IEC 82304: 2016 [34]. This revised
scope was considered in determining the approach to the revision of the standard.

3.1 Determining the Approach to the Revision

In determining the approach to the revision of the standard, a number of standards and
ISO directives were examined to assess their ability to address the lessons learned.
These standards are examined in the remainder of this section prior to presenting the
porposed approach to the revision of the standard.

BS EN 15224:2016

BS EN 15224: 2016 [35] is a sector specific quality management system standard for
healthcare. The standard incorporates requirements from “EN ISO 9001:2105 with
additional requirements, specifications and interpretations for healthcare. This
standard is based on Annex SL of the ISO/IEC Directives, Part 1 — Consolidation ISO
Supplement — Procedures specific to ISO [36].

Annex SL

Annex SL of the ISO Directives outlines requirements for the development of
Management System Standards. The directive defines a management system standard
as: “a set of interrelated or interacting elements of an organisation to establish policies
and objectives and processes”. Section S.9 of the Annex outlines the High level
structure, identical core text and common terms and core definitions for use in
Management Systems Standards. This high level structure is shown in Table 1.

Table 1. Annex SL High Level Structure

Clause : Title:

Clause 1 Scope

Clause 2 Normative References
Clause 3 Terms and Definitions
Clause 4 Context of the Organisation




Clause 5 Leadership

Clause 6 Planning

Clause 7 Support

Clause 8 Operation

Clause 9 Performance Evaluation

Clause 10 | Improvement

ISO/TR 80001-2-7: Guidance for healthcare delivery organizations (HDOs) on
how to self-assess their conformance with IEC 80001-1

This technical report provides guidance to HDOs on how to assess confomance with
the requirements of IEC 80001-1. ISO/TR 80001-2-7 uses a process approach and
outlines the requirements of IEC 80001-1 in the form of a Process Reference Model
(PRM), Process Assessment Model (PAM) and assessment method which can be used
by HDOs to assess the capability of their risk management processes in relation to
medical IT networks. The PRM and PAM within the technical report were developed
in compliance with the requirements of ISO/IEC 15504-2:2003 Software engineering
— Process assessment — Part 2: Performing an assessment [37, 38]. This standard
outlines the requirements for the development of PRMs and PAMs.

The PRM and PAM were developed using the TIPA transformation process [39]
which is a goal oriented requirements engineering technique which allows a set of
requirements to be transformed into a PRM and PAM which is compliant with the
requirements of ISO/IEC 15504-2. The transformation process was used firstly, as it
had been used in the development of similar PRM and PAMs for service management
standards [40]. These service management standards were identified as being similar
to the IEC 80001-1 standard [41]. Secondly, this approach was used for developing a
PRM and PAM that are compliant with the requirements of ISO/IEC 15504-2 allows
for an assessment to be performed regardless of the regulatory requirements of the
geographical location in which the HDO provides care and also allows for the
assessment to be tailored to take into account the context of the specific HDO in
which the assessment is being conducted.

3.2 The Proposed Approach to the Revision of IEC 80001-1

Having reviewed the standards above the following approach to the revision of the
standard has been proposed. It is proposed that the standard should be revised in the
form of a management system standard in accordance with the requirements of Annex
SL.

IEC 80001-1 as a Management System Standard

In order to determine if this approach would be possible, a high level mapping of the
14 processes from ISO/TR 80001-2-7 was performed against the structure for
management system standards described in Annex SL (Table 1). The result of this
mapping is shown in Table 2. It should be noted that as clauses 1 to 3 address Scope,
Normative References, and Terms and Definitions respectively they have not been



included in the mapping. All 14 processes within ISO/TR 80001-2-7 have been
mapped to clauses 5 through 9 of Annex SL. As Clause 4 of annex SL addresses the
context of the Organisation, it is expected that this section of the revised standard
would provide guidance in terms of the the context in which the HDO provides care.
This section will incorporate wording from or reference to IEC/TR 80001-2-4 which
provides guidance on implementing the requirements of IEC 80001-1 in large and
small responsible organisations. This section will also provide information in relation
to how a stepwise approach may be used in order to implement the requirements of
the standard. The stepwise approach would be facilitated by the development of an
Maturity Model (MM) that would allow HDOs to take a stepwise approach to the
implementation of the standard. Clause 10 of the revised standard would provide
further guidance on the implementation of a stepwise approach to the implementation
of the standard and would address this specifically in the context of improvement and
movement to the next level of the maturity model in terms of implementing the
standard.

Table 2. Mapping of ISO/TR 80001-2-7 processes to Annex SL High Level Structure

Clause : Title: Notes:

Clause 4

Context of the
Organisation

Advice on understanding the context and
tailoring
Maturity Model — Stepwise Approach

Clause 5

Leadership

Organizational Risk Management Process

Clause 6 Planning Medical IT-Network Risk Management
Process

Medical IT-Network Planning Process
Medical IT-Network Risk Management
Process

Risk Management Policy Process

Medical IT-Network Documentation Process
Responsibility Agreements Process

Risk Analysis and Evaluation

Risk Control Process

Residual Risk Process

Change Release and Configuration
Management Process

Decision on how to apply Risk Management
Go-Live

Clause 7 Support

Clause 8 Operation

Clause 9

Performance
Evaluation

Monitoring Process
Event Management Process

Clause 10

Improvement

The organisation shall continuously improve

Refer back to MM and stepwise approach

In addition to structuring the revised standard in a manner that is consistent with the
structure of annex SL, the proposed approach will also incorporate the development
of a PRM, PAM, documented assessment process and MM. The development of these
models would be facilitaed through the use of the TIPA Transformation Process for
Management System Standards. This transformation process is discussed in the
following section.

IEC 80001-1 as a Process Standard



While it is proposed that the standard will be developed as a Managemnt System
Standard, feedback gathered has also identified the value of adopting a process
approach in the revision of the standard similar to the approach adopted in ISO/TR
80001-2-7. As previously discussed, the TIPA transformation process was used in the
development of ISO/TR 80001-2-7 to ensure that the requirements of IEC 80001-1
could be transformed into a PRM and PAM that were compliant with the
requirements of ISO/IEC 15504-2 (and ISO/IEC TR 24774 [42]). The developers of
the TIPA transformation process have shown that the TIPA transformation process
can be used in the development of PRMs and PAMs for Management System
Standards [43]. The transformation process allows for compliance with ISO/IEC
33004:2015 [44]. ISO/IEC 33004:2015 sets out the requirements for process reference
models, process assessment models, and maturity models and replaces ISO/IEC
15504-2 which has now been withdrawn.

Summary of the Proposed Approach to the Revision of the Standard
In order to revise the IEC 80001-1:2010 standard according to the proposed approach
a number of steps are needed as follows:

e Firstly, using ISO/TR 80001-2-7 as a baseline (which contains the
requirements of IEC 80001-1:2010 in the form of a ISO/IEC 15504-2
compliant PRM and PAM) the requirements expressed in the TR are
reviewed in the context of the extended scope of IEC 80001-1.

e Additional requirements are incorporated into the draft revised standard to
take account of the revised scope as required.

o Al other existing technical reports aligned with IEC 80001-1 (IEC 80001-2-
X) are reviewed for inclusion in the revised draft standard.

e Additional requirements form the technical reports are incorporated into the
draft revised standard as appropriate. In some cases, it may be appropriate to
make reference to the technical report rather than incorporating the
requirements into the draft revised standard.

e Once all requirements have been identified for inclusion in the draft revised
standard, the requirements should be structured according to the
requirements of Annex SL, initially according to the high level mapping of
ISO/TR 80001-2-7 processes to Annex SL.

e Using the TIPA transformation Process for Management System Standards a
ISO/IEC 33004 compliant PRM, PAM and MM for the revised draft
standard are developed.

The proposed approach to the revision of the IEC 80001-1 standard was presented to
ISO TC215 JWGT7 at a recent meeting in Hangzhou, China. While no concerns were
raised regarding the proposed approach, the approach is to be sent to JWG7 members
for feedback and for ballot.



4 How the Proposed Approach Addresses the Identified Barriers
to Adoption

Section 2 outlined the barriers to adoption of the IEC 80001-1:2010 standard. In
summary, the barriers identified were as follows:
e Lack of drivers to motivate Top Management to implement the IEC 80001-1
standard;
¢ HDO Organizational challenges: Information Technology (IT) and
Biomedical Engineering (BME) departments are not aligned;
e The IEC 80001-1 standard is too complicated and complex to implement

This section reviews each of the identified barriers and examines how the proposed
approach addresses each of the barriers.

4.1 Lack of Drivers to Motivate Top Management

Adoption of IEC 80001-1 requires sponsorship by Top Management by allocation of
Budgets and resources to support the implementation of the standard. The proposed
approach is revising the standard as a management system standard following the
structure of Annex SL. Other management system standards such as ISO 9001:2015
[45] and BS EN 15224:2016 allow for certification against the requirements of the
standard. Standards development organisations have published statistics regarding the
return on investment of implementing standards such as ISO 9001 [46]. By revising
IEC 80001-1 as a management system standard, a similar approach may be taken to
determine the return on investment of implementing IEC 80001. This will involve
leveraging Top Managements familiarity with the return on investment of
implementing other management system standards such as ISO 9001 and may allow a
path to certification against IEC 80001-1 in the future. This approach would also
facilitate the integration of the requirements of the revised IEC 80001-1 standard with
existing ISO 9001 processes (if previously implemented).

4.2 HDO Organisational Challenges

The second barrier to adoption which was identified was that IT and BME
departments often operate in silos. IT do not understand clinical workflows and BME
do not understand complex networking concepts. This issue was also identified during
pilot implementations of ISO TR 80001-2-7 [47]. Using a structure based on Annex
SL and ISO 9001 may aid in providing a common language between BME and IT. By
basing the revision of the standard on a structure that both BME and IT may be
familiar with, through implementation of BS EN 15224:2016 and ISO 9001
respectively, this may allow BMEs to discuss clinical aspects of networked medical
devices in a way that is more understandable to IT and vice versa. By incorporating
requirements from the technical reports into the revision of the standard, this will
ensure that visibility of technical reports is provided. This will provide guidance on



the implementation of the requirements and ensure that the standard is not “high
level”, a criticism which is sometimes made regarding BS EN 15224:2016.

4.3 IEC 80001-1: Too Complex and Complicated to Implement

Feedback also revealed that the IEC 80001-1:2010 standard was felt to be both too
complex and complicated to implement. Another barrier to adoption which was
identified was the lack of a stepwise approach to implementation of the standard.
These barriers are addressed in the proposed approach. Firstly, Annex SL simplifies
the overall structure of the standard. This is illustraed in Table 2 which shows how 14
processes from ISO/TR 80001-2-7 can be mapped to the five clauses of Annex SL.
Secondly, Annex SL allows information to be provided in relation to understanding
the organisational context of the HDO and to provide guidance as to how this should
be considered in the implementation of the standard. Thirdly, using the TIPA
transformation process for management system standards allows for the development
of a PRM, PAM and MM for the revised IEC 80001-1 standard. The PRM and PAM
can be used to facilitate an assessment of the capability of a HDOs risk management
process against the requirements of the revised standard while the OOM can facilitate
a stepwise approach to the implementation of those requirements.

5 Conclusions and Future Work

This paper outlines a proposed approach to the revision of the IEC 80001-1:2010
standard. The proposed approach focuses on the revision of IEC 80001-1 as a
Management System Standard following the structure as defined in Annex SL of the
ISO Directives. In addition, the proposed approach will allow for the revision of IEC
80001-1 as a process standard by using the TIPA transformation process for
Management System Standards to develop an ISO/IEC 33004 compliant PRM, PAM
and MM which will allow for an assessment of capability of risk management
processes related to health software and health IT systems to be performed. The
development of the MM will allow for a stepwise approach to the implementation of
the requirements of the standard which takes into account the context of the HDO in
which care is being provided.

This paper also examined the barriers to adoption of the IEC 80001-1 standard and
examined how the proposed approach to the revision of the standard addresses these
barriers. The proposed approach may improve Top Management sponsorship of the
implementation of the standard and increase management willingness to allocate the
necessary budgets and resources to allow for implementation of the standard. Top
Management understand the return on investment of implementing ISO 9001, which
also follows Annex SL structure. Structuring the revised standard according Annex
SL may allow for similar measures of return on investment to be developed. Using the
Annex SL structure may address issues around the use of different language in the
discussion of risk allowing for greater communication around the area by leveraging
an understanding of and integration with existing standards. Revising the standard as
a management system standard will simplify the structure of the standard and make



implementation of the standard less complex. In addition, through inclusion of text
from or reference to the associated technical reports will provide additional guidance
on the implementation of the standard. Implementation will also be simplified by
using a stepwise approach to implementation as defined in the proposed MM.

Following feedback from JWGQG7, the suitability of this approach will be determined
and work will commence on the revision of the standard in line with the agreed
approach. The revision will focus on addressing the extended scope of the standard
and the identified barriers to adoption. All research outputs will be validated through
the standard community within JWG7 and also through pilot implementation within a
HDO.
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