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Preface

The 13th International Conference on Information Security and Cryptology (Inscrypt
2017) was held during November 3-5, 2017, in Xi’an, China. This volume contains the
papers presented at Inscrypt 2017. The Program Committee also invited five distin-
guished researchers to deliver keynote talks. The keynote speakers were Elisa Bertino
from Purdue University, USA; Yang Xiang from Swinburne University of Technology,
Australia; Mirostaw Kutytowski from Wroclaw University of Technology, Poland;
Yunlei Zhao from Fudan University, China; and Kui Ren from University at Buffalo,
USA. Inscrypt is a well-recognized annual international forum for security researchers
and cryptographers to exchange ideas and present their work, and is held every year in
China.

The conference received 80 submissions. Each submission was reviewed by at least
three Program Committee members. The committee accepted 27 papers to be included
in the conference program. The proceedings contain revised versions of the accepted
papers. While revisions are expected to take the reviewers’ comments into account, this
was not enforced and the authors bear full responsibility for the content of their papers.

Inscrypt 2017 was held in cooperation with the International Association for
Cryptologic Research (IACR), and was co-organized by the School of Cyber Engi-
neering, Xidian University, the State Key Laboratory of Information Security
(SKLOIS) of the Institute of Information Engineering of Chinese Academy of Science,
and the Chinese Association for Cryptologic Research (CACR). Furthermore, Inscrypt
2017 was sponsored by the State Key Laboratory of Integrated Services Networks
(ISN) and National 111 Center of Mobile Internet Security (111 project No. B16037),
Xidian University. The conference would not have been a success without the support
of these organizations, and we sincerely thank them for their continued assistance and
support.

We would also like to thank the authors who submitted their papers to Inscrypt
2017, and the conference attendees for their interest and support. We thank the
Organizing Committee for their time and effort dedicated to arranging the conference.
This allowed us to focus on selecting papers and dealing with the scientific program.
We thank the Program Committee members and the external reviewers for their hard
work in reviewing the submissions; the conference would not have been possible
without their expert reviews. Finally, we thank the EasyChair system and its operators,
for making the entire process of managing the conference convenient.

November 2017 Xiaofeng Chen
Dongdai Lin
Moti Yung
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Al-Driven Cyber Security

Yang Xiang

Swinburne University of Technology, Hawthorn VIC 3122, Australia
yxiang@swin.edu.au

Today we have evidenced massive cyber-attacks, such as WannaCry ransomware,
having hit millions of people in more than 150 countries with billions of dollars lose.
Cyber security has become one of the top priorities globally in the research and
development agenda [1].

Recent years, Artificial Intelligence (AI) [2] has been widely used in numerous
fields and industries, including finance, healthcare, education, and transportation,
support-ed by a diversity of datasets from a huge number of sources in different
domains [3, 4]. These datasets consist of multiple modalities, each of which has a
different representation, distribution, scale, and density [5-8].

In addition, with the increase of Al based software like digital services and prod-
ucts, software vulnerability detection [8] that certify the security of using the Al-based
Software has become an important research area in both academia and industries [9].
The number of vulnerabilities has been reported to be positively correlated to the
volume of the software copies. For example, in 2010, there were about only 4500
vulnerabilities registered in the well-known CVE (Common Vulnerabilities and
Expo-sures) database [10], however, this number increased to 17265 in 2017. In
another example, more than 43000 software vulnerabilities have been reported via
NVD (National Vulnerability Database) since 1997 [11]. These vulnerabilities affected
more than 17000 software services and caused about 266 billion dollars losses a year
[12]. The trend seems to be increasing with the increase of Al-based software services.

People have recognized that Al technologies are some of the most effective
defenses against cyber intrusions [13]. Cyber security companies are increasingly
looking to Al to improve defense systems and create the next generation of cyber
protection. In this respect, machine learning-based software vulnerable detection
techniques are becoming an important research area with the increasingly rich of
vulnerability related data. A few important questions have been asked, such as:

— How AI models learn and understand what is normal and what is abnormal on a
system?

— How Al that uses machine learning and other technologies can differentiate benign
or harmful binary or source codes?

— How can hackers bypass Al-driven security solutions?

Although AI has been talked as one of the game-changing technologies for cyber
security, many doubts still persist. New methods and tools, consequently, must follow
up in order to adapt to this emerging security paradigm. In this talk, we will discuss the
concept of Al-Driven Cyber Security and how data analytics can be used to ad-dress
the security and privacy problems in cyberspace. We will outline how deep learning
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can learn high-level representations based on the source code we collected and labelled.
Deep learning is in part due to an ability to learn feature representations and complex
non-linear structure in datasets. Deep learning has achieved particular successes in data
domains such as vision, speech and natural language, which each exhibit hierarchies of
patterns at fine to coarse scales. Software vulnerability detection is ready for similar
success owing to its complex, hierarchical, non-linear detection tasks. For example, in
one of our research that using deep learning for software vulnerability detection on
cross-project scenario. We first collected datasets from three open-source projects:
Libtiff, LibPNG and FFmpeg [8]. Then, the raw features are extracted from the
Abstract Syntax Trees (ASTs) of functions. Afterwards, a stacked LSTM network is
designed and a proxy for learning ASTs representations of functions is introduced.
Finally, classification models are built based on the feature representation learned from
the LSTM network.
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Generic and Efficient Lattice-Based Key
Exchange from Key Consensus with Noise

Yunlei Zhao

School of Computer Science, Fudan University, Shanghai, China

Lattice-based cryptography is promising in the post-quantum era. For cryptographic
usage, compared with the classic hard lattice problems such as SVP and CVP, the
learning with errors (LWE) problem and its variants are proven to be much more
versatile. Based upon them, a large number of impressive works are developed in
recent years, with key exchange (KE) as the focus of this work.

For KE and public-key encryption (PKE) schemes from LWE and its variants, a
key ingredient is the key reconciliation mechanisms. However, they were only previ-
ously used and analyzed in a non-black-box way. This means, for new KE or PKE
schemes developed in the future, we need to analyze from scratch. Also, for the various
parameters involved in key reconciliation, the bounds on what could or couldn’t be
achieved are unclear.

In this work, we abstract and study this key ingredient. Specifically, we formalize
the building tool, referred to as key consensus (KC) and its asymmetric variant AKC.
KC and AKC allow two communicating parties to reach consensus from close values
obtained by some secure information exchange (such as exchanging LWE samples).
KC and AKC are fundamental to lattice based cryptography, in the sense that a list of
cryptographic primitives based on LWE and its variants can be constructed from them
in a modular and black-box way. As a conceptual contribution, this much simplifies the
design and analysis of these cryptosystems in the future.

Abstracting KC and AKC also allows us to study and prove the inherent
upper-bounds among the parameters. In particular, we discover the upper-bounds on
parameters for any KC and AKC. This allows us to understand what can or cannot be
achieved with any KC and AKC, and guides our actual protocol design. These
upper-bounds also guide parameter choosing for various trade-offs, and are insightful in
performance comparison.

Guided by, and motivated for reaching, these proved upper-bounds, we then design
and analyze both general and highly practical KC and AKC schemes, which are
referred to as OKCN and AKCN respectively for presentation simplicity. Both OKCN
and AKCN almost meet the proved upper-bounds in general, and can be instantiated to
tightly match these upper-bounds. Moreover, they are the first multi-bit reconciliation

Extended abstract of the work joint with Zhengzhong Jin, which originally appeared at arXiv:
https://arxiv.org/abs/1611.06150. This research was supported in part by NSFC (Grant Nos.
61472084 and U1536205), National Key R&D Program of China (No.2017YFB0802000),
Shanghai innovation action project No. 16DZ1100200, and Shanghai science and technology
development funds No.16JC1400801.
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mechanisms, to the best of our knowledge. We note that OKCN and AKCN have
already been influential, and are used in some concurrent subsequent works. For
example, some versions of AKCN were used in the schemes of Lizard (Cryptology
ePrint Archive, 2016/1126) and Kyber (Cryptology ePrint Archive, 2017/634).

Based on KC and AKC, we present generic constructions of key exchange from
LWE and its variants: LWR, RLWE and MLWE, with delicate analysis of error
probabilities. Then, for the instantiations of these generic constructions with our OKCN
and AKCN schemes, we elaborate on evaluating and choosing the concrete parameters
in order to achieve a well-balanced performance among security, computational effi-
ciency, bandwidth efficiency, error rate, and operation simplicity. At a high level,
OKCN-based KE corresponds to Diffie-Hellman in the lattice world, while
AKCN-based KE is not. Specifically, with AKCN, the responder can predetermine and
set the shared-key at its wish. But AKCN-based KE can be directly used for
CPA-secure PKE. We suggest that OKCN-based KE is more versatile, and is more
appropriate for incorporating into the existing standards like IKE and TLS.

We propose the first construction of key exchange merely based on the LWR
problem with concrete analysis and evaluation, to the best of our knowledge. In par-
ticular, we provide a delicate approach to calculating its error rate. Specifically, for the
LWR-based KE protocol, the main difficulty here is the error probability analysis: the
rounding operation in LWR brings new noises, yet these noises are deterministic,
because they are completely determined by the public matrix and the secret vector. In
the formula calculating the error probability, the deterministic noises will multiply the
secret vector. However, they are correlated. This correlation prevents us from calcu-
lating the error probability efficiently. This is a new difficulty we encounter in
LWR-based KE. Our contribution is to provide an analysis breaking the correlation,
and design an algorithm to calculate the error probability numerically. When applied to
LWE-based cryptosystems, OKCN can directly result in more practical or
well-balanced schemes of key exchange. The comparisons between OKCN-based KE
and Frodo, proposed by Bos et al. at ACMCCS2016, are briefly summarized in
Table 1.

Table 1. Brief comparison between OKCN-LWE/LWR and Frodo. |K| refers to the size in bits
of the shared key; “bw.(kB)” refers to bandwidth in kilo bytes; “err.” refers to the error rate, and
“pg-sec” refers to the best known quantum attack against the underlying lattice problem.

K| bw.(kB) err. pg-sec
OKCN-LWR 256 16.19 2730 130
OKCN-LWE 256 18.58 273 134
Frodo 256 22.57 27389 130

When applying OKCN/AKCN to MLWE-based KE, they result in the (up-to-date)
most efficient lattice-based key exchange protocols for 256-bit shared-key. MLWE is a
variant between LWE and RLWE. On the one hand, MLWE-based protocols are more
efficient than LWE-based; And on the other hand, they are more secure than
RLWE-based, as the MLWE problem has fewer algebraic structures than RLWE.
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Table 2. Brief comparison between OKCN/AKCN-MLWE and Kyber.

K| bw.(B) err. pg-sec
OKCN-MLWE-KE 256 1856 5 S0 183
OKCN-MLWE-PKE 256 2048 5 1664 171
AKCN-MLWE-PKE (Kyber) 256 2272 p—142.7 171

The comparisons between OKCN/AKCN-MLWE and CPA-secure Kyber are briefly
summarized in Table 2.

When applied to RLWE-based cryptosystems, AKCN can lead to the most efficient
KE protocols with shared-key of size of at least 512 bits, which may be prudent for
ensuring 256-bit post-quantum security in reality. For RLWE-based KE, we develop
new approaches to lowering the error probability. Firstly, we make a key observation
on RLWE-based key exchange, by proving that the errors in different positions in the
shared-key are almost independent. This can play a fundamental basis for the approach
to lowering error rate of RLWE-based KE with error-correction codes. Then, based
upon this observation, we present a super simple and fast code, referred to as
single-error correction (SEC) code, to correct at least one bit error. By equipping
OKCN/AKCN with the SEC code, we achieve the simplest (up to now) RLWE-based
KE for much longer shared-key size with error rate that can be viewed as negligible in
practice. To further improve the bandwidth, error rate and post-quantum security
simultaneously, we develop new lattice code in Eg. Note that sphere packing is optimal
with the lattice Eg. The comparisons with NewHope, proposed by Alkim et al at
USENIX Security 2016, are briefly summarized in Table 3.

Table 3. Brief comparison between OKCN/AKCN-RLWE and NewHope.

K| bw.(B) err. pg-sec
OKCN-RLWE-SEC 765 3392 2761 258
NewHope 256 3872 261 255
AKCN-RLWE-SEC 765 3520 2761 258
AKCN-RLWE-E8 512 3360 27633 262
NewHope-Simple 256 4000 261 255
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