
Lecture Notes in Computer Science 10723

Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison
Lancaster University, Lancaster, UK

Takeo Kanade
Carnegie Mellon University, Pittsburgh, PA, USA

Josef Kittler
University of Surrey, Guildford, UK

Jon M. Kleinberg
Cornell University, Ithaca, NY, USA

Friedemann Mattern
ETH Zurich, Zurich, Switzerland

John C. Mitchell
Stanford University, Stanford, CA, USA

Moni Naor
Weizmann Institute of Science, Rehovot, Israel

C. Pandu Rangan
Indian Institute of Technology, Madras, India

Bernhard Steffen
TU Dortmund University, Dortmund, Germany

Demetri Terzopoulos
University of California, Los Angeles, CA, USA

Doug Tygar
University of California, Berkeley, CA, USA

Gerhard Weikum
Max Planck Institute for Informatics, Saarbrücken, Germany



More information about this series at http://www.springer.com/series/7410



Abdessamad Imine • José M. Fernandez
Jean-Yves Marion • Luigi Logrippo
Joaquin Garcia-Alfaro (Eds.)

Foundations and
Practice of Security
10th International Symposium, FPS 2017
Nancy, France, October 23–25, 2017
Revised Selected Papers

123



Editors
Abdessamad Imine
University of Lorraine
Villers-lès-Nancy
France

José M. Fernandez
Polytechnique de Montréal
Montreal, QC
Canada

Jean-Yves Marion
LORIA
Vandœuvre-lès-Nancy
France

Luigi Logrippo
Université du Québec en Outaouais
Gatineau, QC
Canada

Joaquin Garcia-Alfaro
Télécom SudParis
Evry Cedex
France

ISSN 0302-9743 ISSN 1611-3349 (electronic)
Lecture Notes in Computer Science
ISBN 978-3-319-75649-3 ISBN 978-3-319-75650-9 (eBook)
https://doi.org/10.1007/978-3-319-75650-9

Library of Congress Control Number: 2018934322

LNCS Sublibrary: SL4 – Security and Cryptology

© Springer International Publishing AG, part of Springer Nature 2018
This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of the
material is concerned, specifically the rights of translation, reprinting, reuse of illustrations, recitation,
broadcasting, reproduction on microfilms or in any other physical way, and transmission or information
storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.
The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.
The publisher, the authors and the editors are safe to assume that the advice and information in this book are
believed to be true and accurate at the date of publication. Neither the publisher nor the authors or the editors
give a warranty, express or implied, with respect to the material contained herein or for any errors or
omissions that may have been made. The publisher remains neutral with regard to jurisdictional claims in
published maps and institutional affiliations.

Printed on acid-free paper

This Springer imprint is published by the registered company Springer International
Publishing AG part of Springer Nature
The registered company address is: Gewerbestrasse 11, 6330 Cham, Switzerland

http://orcid.org/0000-0001-9836-3595
http://orcid.org/0000-0001-8804-0450
http://orcid.org/0000-0002-7453-4393
http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-319-75650-9&amp;domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-319-75650-9&amp;domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-319-75650-9&amp;domain=pdf


Preface

This volume contains the papers presented at the 10th International Symposium on
Foundations and Practice of Security (FPS 2017), which was hosted by Lorraine
Research Laboratory in Computer Science and Its Applications (LORIA), Nancy,
France, during October 23–25, 2017.

FPS 2017 attracted 53 submissions. At least three reviews were made for each
submitted paper. The decision on acceptance or rejection in the review process was
completed after intensive discussions over a one-week period. The Program Committee
accepted 17 full research papers and three short research papers for presentation. The
selected papers deal with diverse research themes, ranging from classic topics, such as
access control models, formal verification for secure protocols and network security to
emerging issues, such as security in blockchain and encrypted databases.

The best paper award of FPS 2017 was awarded to the contribution “Defending
Against Adversarial Attacks Using Statistical Hypothesis Testing” presented by Sunny
Raj, Sumit Kumar Jha, Laura Pullum, and Arvind Ramanathan. The program was
completed with three excellent invited talks given by Véronique Cortier
(LORIA-CNRS, France), Krishna Gummadi (Max Planck Institute for Software Sys-
tems, Germany), and Florian Kerschbaum (University of Waterloo, Canada).

Many people contributed to the success of FPS 2017. First, we would like to thank
all the authors who submitted their research results. The selection was a challenging
task and we sincerely thank all the Program Committee members, as well as the
external reviewers, who volunteered to read and discuss the papers. We greatly thank
the general chairs, Luigi Logrippo (Université du Québec en Outaouais, Canada) and
Jean-Yves Marion (Mines de Nancy, France), and the local organizer, Abdessamad
Imine, for the great efforts to organize and perfectly manage the logistics during the
symposium. Finally, we also want to express our gratitude to the publication chair,
Joaquin Garcia-Alfaro (Télécom SudParis), for his work on editing the proceedings.
Last but not least, thanks to all the attendees. As security becomes an essential property
in the information and communication technologies, there is a growing need to develop
efficient methods to analyze and design systems providing a high level of security and
privacy. We hope the articles in this proceedings volume will be valuable for your
professional activities in this area.

November 2017 José M. Fernandez
Abdessamad Imine

Luigi Logrippo
Jean-Yves Marion
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