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Preface

Performing vulnerability assessment of any computing infrastructure is an essential
component towards improving a system’s security. This is achieved through
identifying and mitigating security weaknesses on a recurring basis. Undertaking
vulnerability assessment requires in-depth knowledge of the underlying system
architecture, available data sources for assessment, algorithmic techniques to assist
in identifying vulnerabilities through data processing, and visualisation technolo-
gies capable of increasing human understanding and minimising cognitive load.

Artificial Intelligence has great potential to improve the Vulnerability
Assessment of computing systems. This book presents key research in the disci-
pline and aims to provide a key body of work for researchers and practitioners. This
book covers various aspects of vulnerability assessment, including recent
advancements in reducing the requirement on expert knowledge through novel
applications of Artificial Intelligence. This book contains many case studies and can
be used by security professionals and researchers as reference text, detailing how
they can develop and perform Vulnerability Assessment techniques using
state-of-the-art intelligent mechanisms.

Organisation

This book is organised into the following four parts:

e Part I introduces the area of Vulnerability Assessment and the use of Artificial
Intelligence, as well as providing reviews into the current state of the art.

e Part II provides and discusses Vulnerability Assessment frameworks, including
those for industrial control and cloud systems.

e Part III contains many applications that use Artificial Intelligence to enhance
Vulnerability Assessment processes.

e Part IV presents and discussed visualisation techniques that can be used to assist
the Vulnerability Assessment process.
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Target Audience

This book has been created for the following audiences:

e Students and instructors will benefit from using this book as a key reference
source and as a subject ‘primer’, describing fundamental background as well as
providing educational examples of how Aurtificial Intelligence can be used in
Vulnerability Assessment.

e Researchers will benefit from using this book as a key reference text, providing
surveys of the state of the art as well as a collection of key works in the subject
area.

e Security practitioners will benefit from using this book to identify the challenges
of Vulnerability Assessment and using case study examples to identify how
Artificial Intelligence can be used to improve the Vulnerability Assessment
process.

Suggested Instructor Use

Instructors are recommended to use this book to either form an ‘Artificial
Intelligence for Vulnerability Assessment’ module or to use aspects within the core
of other Computer Security, Networking and Artificial Intelligence modules.

Each chapter contains a series end of chapter questions that can be used to form
tutorial activities in taught content or as thought-provoking questions for
researchers and security practitioners.

The below list provides an example of how this book’s chapters can be used to
create 12 teaching sessions:

Week 1-2: Part I Introduction and State of the Art;

Week 3—4: Part II Vulnerability Assessment Frameworks;
Week 5-10: Part III Applications of Artificial Intelligence;
Week 11-12: Part IV Visualisation.
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