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Foreword

About 5 years ago, I had the privilege to write the Foreword for the first edition
of the Handbook of Biometric Anti-Spoofing, edited by my good colleagues
Sébastien Marcel, Mark S. Nixon, and Stan Z. Li. I was impressed with their work,
and wrote that Foreword that there were four reasons that made it easy to envy what
they accomplished with their Handbook. I will revisit those reasons below. I now
have the privilege to write the Foreword to the second edition of the Handbook of
Biometric Anti-Spoofing, which I enjoy even more than the first edition. The second
edition is edited by good colleagues Sébastien Marcel, Mark S. Nixon, Julian
Fierrez, and Nicholas Evans. The editorial team has expanded as the scope and
ambition of the Handbook has expanded, and in my assessment, the editors have
achieved an impressive final product.

In the Foreword to the first edition of the Handbook of Biometric Anti-Spoofing,
I wrote that one reason to envy what the editors had accomplished is that they
managed to envision a truly novel (at the time) theme for their Handbook. Theirs
was the first Handbook that I am aware of to be dedicated to biometric
anti-spoofing. As the advertising copy says “the first definitive study of biometric
anti-spoofing”. This distinction does not go away, but anti-spoofing—or “presen-
tation attack detection” in the current lingo—is a fast-moving area of research and
any work in this area can go out-of-date quickly. With the second edition, the
coverage of the field has been brought up to date and also expanded to more
comprehensive coverage of the field. As the scope and ambition of the field as a
whole has grown, so has the scope and ambition of the Handbook.

In the Foreword to the first edition, I wrote that a second reason to envy the
editors’ accomplishment was that they anticipated an important emerging need. If
this was not clear to the entire field 5 years ago, it certainly should be clear now.
Biometric technologies continue to become more widely deployed, in consumer
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products such as the 3D face recognition in Apple’s iPhone X, in business processes
such as Yombu’s fingerprint payment system, and in government applications such
as Somaliland’s use of iris recognition to create their national voter registration list.
With bigger, broader and higher value applications, presentation attacks of more
creative varieties are certain to be attempted. The need for an authoritative, broad
coverage volume detailing the current state of the art in biometric anti-spoofing has
only increased since the first edition, and the second edition fulfills this need.

The third reason that I outlined in the previous Foreword was that the editors had
“timed the wave” well; they were on the early leading edge of the wave of pop-
ularity of research in anti-spoofing. With the second edition, I believe that they are
again on the leading edge of a wave that is still to crest. I can imagine that the CTO
of every business integrating biometric identity verification into one of their pro-
cesses will want to study this Handbook carefully. As well, researchers wanting to
begin activity in this area will find this Handbook a great place to start.

The fourth reason that I outlined previously was that the editors’ efforts had
resulted in a quality product. Now, to these four reasons enumerated in the
Foreword to the first edition, I must add a fifth reason specific to the second
edition—the editors have evolved and updated the material in a big way, and the
result is that they have produced an even better, more comprehensive and more
useful second edition of the Handbook of Biometric Anti-Spoofing.

Whereas the first edition comprised 13 chapters, the second edition has grown to
22 chapters! And the editors have been bold, and not taken the path of least
resistance. They did not automatically keep a chapter corresponding to each chapter
in the first edition, but instead both dropped some topics and added new topics.
Where the first edition had two chapters dealing with fingerprint, two with face, and
one each on iris, gait, speaker, and multimodal biometrics, the second edition has
six (!) chapters dealing with face, five with fingerprint, three with iris, three with
voice, and one each dealing with vein and signature. There is also coverage of the
major presentation attack competitions, and of the major databases available for
research. The second edition being very much up to date and globally aware, there
is even a discussion of presentation attack detection and how it may be handled
under the EU’s new General Data Protection Regulation (GDPR). And with every
chapter, the contributors are authorities on the topic, having recently published
specific state-of-the-art research of their own on the topic. The editorial team has
made quite significant and impressive efforts at recruiting contributors to accom-
plish the expansion and updating of material for the second edition.

The second edition of the Handbook of Biometric Anti-Spoofing by Sébastien
Marcel, Mark S. Nixon, Julian Fierrez, and Nicholas Evans is the new standard in
authoritative and comprehensive coverage of the current state of the art in biometric
presentation attack detection. As biometric technology continues to be adapted in
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new large-scale applications, the wave of research attention to presentation attack
detection will continue to grow. We can only hope that the editors will return in a
few years with a third edition that continues in the tradition that they have set with
the first two.

Notre Dame, IN, USA
July 2018

Prof. Kevin W. Bowyer
Editor-In-Chief

IEEE Transactions on Biometrics,
Behavior and Identity Science

Schubmehl-Prein Family Professor of
Computer Science and Engineering

University of Notre Dame
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Preface

In the 4 years since 2014 when the TABULA RASA1 project ended,2 and the first
edition of this Handbook was published,3 the field of biometric anti-spoofing (term
now standardized as biometric Presentation Attack Detection—PAD) has advanced
significantly with large-scale industrial application. As these applications continue
to grow in scale, the number of research challenges and technology requirements
are also increasing significantly. The importance of the topic and the related
research needs are confirmed by new highly funded research programs like the
IARPA ODIN program initiated in 2016 and ongoing, aimed at advancing PAD
technologies to identify known and unknown biometric presentation attacks.

The field of biometric PAD has matured significantly since the first edition, with
a growing number of research groups working in the topic, various benchmarks and
tools now commonly used and shared among researchers, technology competitions,
and standardization activities. With the aim of updating our first edition published
in 2014, heavily focused then on the research within the TABULA RASA project,
we initiated this second edition in 2017 in an Open Call aiming to represent a more
up-to-date and comprehensive picture of the current state of the art. We received 25
Expressions of Interest for contributions to the book, which after review resulted in
a final set of 22 chapters. We are very grateful both to the authors and to the
reviewers, who are listed separately.

We also thank the support provided by Springer, with special thanks to Simon
Rees, who similar to the first edition has helped significantly towards this second
edition.

As the body of knowledge in biometric PAD is growing in the recent years, the
volume and contents in this second edition have increased significantly with respect
to the first edition. Additionally, this field is attracting the interest of a growing

1Trusted Biometrics under Spoofing Attacks—http://www.tabularasa-euproject.org.
2 A. Hadid, N. Evans, S. Marcel and J. Fierrez, “Biometrics systems under spoofing attack: an
evaluation methodology and lessons learned”, IEEE Signal Processing Magazine, September 2015.
3 S. Marcel, M. S. Nixon and S. Z. Li (Eds.), Handbook of Biometric Anti-Spoofing, Springer,
2014.

ix

http://www.tabularasa-euproject.org


number of people: from researchers to practitioners, from students to advanced
researchers, and from engineers to technology consultants and marketers. In order
to be useful to a wider spectrum of readers, in this second edition, we have included
a number of introductory chapters for the most important biometrics. Those
introductory chapters can be skipped by readers knowledgeable in the basics of
biometric PAD.

With the mindset of helping researchers and practitioners, and speeding up the
progress in this field, we asked authors of experimental chapters to comply with two
requirements related to Reproducible Research:

• experiments are conducted on publicly available datasets;
• system scores generated with proposed PAD methods are openly available.

Additionally, some chapters and more particularly chapters 2, 4, 7, 11, 12, 13, 16,
17, 18, 19 and 20, also include code for generating performance plots and figures,
open source codes for the presented methods, and detailed instructions on how to
reproduce the reported results. All this Reproducible Research material is available
here: https://gitlab.idiap.ch/biometric-resources.

As researchers in the field for many years, we trust you find this text of use as
guidance and as reference in a topic that will continue to inspire and challenge
many researchers.

Martigny, Switzerland Sébastien Marcel
Southampton, England Mark S. Nixon
Madrid, Spain Julian Fierrez
Biot Sophia Antipolis, France Nicholas Evans
July 2018
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