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Preface

The advances in mobile devices and positioning technologies, together with the
progress in spatiotemporal database research, have made possible the tracking
of mobile devices (and their human companions) at a very high accuracy while
supporting the efficient storage of mobility data in data warehouses. This has
provided the means to collect, store, and process mobility data of an unprecedented
quantity, quality, and timeliness. As ubiquitous computing pervades our society,
user mobility data represents a very useful, but also extremely sensitive, source of
information. On the one hand, the movement traces that are left behind by the mobile
devices of the users can be very useful in a wide spectrum of applications such
as urban planning, traffic engineering, and environmental pollution management.
On the other hand, the disclosure of mobility data to third parties may severely
jeopardize the privacy of the users whose movement is recorded, leading to abuse
scenarios such as user tailing and profiling.

A significant body of research work has been conducted in the last 15 years in
the area of mobility data privacy, along a number of important research directions
such as privacy-preserving mobility data management, privacy in location sensing
technologies and location-based services, privacy in vehicular communication
networks, privacy in location-based social networks, and privacy in participatory
sensing systems. This work has identified important privacy gaps in the use of
human mobility data and has resulted to the adoption of international laws for
location privacy protection (e.g., in EU, the USA, Canada, Australia, New Zealand,
Japan, Singapore), as well as to a large number of interesting technologies for
privacy-protecting mobility data, some of which have been made available through
open-source systems and featured in real-world applications.

The overarching aim of this book is to survey the field of mobility data privacy
and to present the fundamental principles and theory, as well as the state-of-the-
art research, systems, and applications, to a wide audience including non-experts.
Emphasis in the book is given toward coverage of the most recent directions in
mobility data privacy. The structure of the book closely follows the main categories
of research works that have been recently undertaken to protect user privacy in
the context of mobility data and applications. After the first introductory chapters,
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which cover the fundamentals around the offering of privacy in mobility data, each
subsequent chapter of the book surveys an important research problem related to
mobility data privacy and discusses the corresponding privacy threats that have been
identified and the solutions that have been proposed. The last part of the book is
devoted to state-of-the-art systems for mobility data privacy, as well as to real-world
applications where privacy-protection techniques have been applied.

We would like to note that this book is primarily addressed to computer
science and statistics researchers and educators, who are interested in topics related
to mobility privacy. We expect that the book will be also valuable to industry
developers, as it covers the state-of-the-art algorithms for offering privacy. To ease
understanding by nonexperts, the chapters contain a lot of background material, as
well as many examples and citations to related literature. By discussing a wide range
of privacy techniques, providing in-depth coverage of the most important ones, and
highlighting promising avenues for future research, this book also aims at attracting
computer science and statistics students to this fascinating field of research.

Boston, MA, USA Aris Gkoulalas-Divanis
Milan, Italy Claudio Bettini
June 2018



Acknowledgments

We would like to thank all authors who contributed chapters to this handbook, for
their valuable contributions. This work would not have been possible without their
efforts. A total of 31 authors who hold positions in leading academic institutions
and industry, in Italy, Hungary, Austria, Switzerland, Greece, France, Germany, the
USA, and the UK, have contributed 15 chapters to this book. We sincerely thank
them for their hard work and the time they devoted to this effort.

In addition, we would like to express our deep gratitude to all the expert reviewers
of the chapters for their constructive comments, which significantly helped toward
improving the organization, readability, and overall quality of the book.

Last but not least, we are indebted to Susan Lagerstrom-Fife and Caroline
Flanagan from Springer, for their great guidance and advice in the preparation and
completion of this handbook, as well as to the typesetting and publication team at
Springer for their valuable assistance in the editing process.

ix



Contents

1 Introduction to Mobility Data Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
Aris Gkoulalas-Divanis and Claudio Bettini

Part I Fundamentals for Privacy in Mobility Data

2 Modeling and Understanding Intrinsic Characteristics
of Human Mobility . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
Jameson L. Toole, Yves-Alexandre de Montjoye, Marta C. González,
and Alex (Sandy) Pentland

3 Privacy in Location-Sensing Technologies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
Andreas Solti, Sushant Agarwal, and Sarah Spiekermann-Hoff

Part II Main Research Directions in Mobility Data Privacy

4 Privacy Protection in Location-Based Services: A Survey . . . . . . . . . . . . . 73
Claudio Bettini

5 Analyzing Your Location Data with Provable
Privacy Guarantees . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97
Ashwin Machanavajjhala and Xi He

6 Opportunities and Risks of Delegating Sensing Tasks
to the Crowd. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 129
Delphine Reinhardt and Frank Dürr

7 Location Privacy in Spatial Crowdsourcing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 167
Hien To and Cyrus Shahabi

8 Privacy in Geospatial Applications and Location-Based
Social Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 195
Igor Bilogrevic

xi



xii Contents

9 Privacy of Connected Vehicles . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 229
Jonathan Petit, Stefan Dietzel, and Frank Kargl

10 Privacy by Design for Mobility Data Analytics . . . . . . . . . . . . . . . . . . . . . . . . . 253
Francesca Pratesi, Anna Monreale, and Dino Pedreschi

Part III Usability, Systems and Applications

11 Systems for Privacy-Preserving Mobility Data Management . . . . . . . . . 281
Despina Kopanaki, Nikos Pelekis, and Yannis Theodoridis

12 Privacy-Preserving Release of Spatio-Temporal Density. . . . . . . . . . . . . . . 307
Gergely Acs, Gergely Biczók, and Claude Castelluccia

13 Context-Adaptive Privacy Mechanisms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 337
Florian Schaub

14 Location Privacy-Preserving Applications and Services . . . . . . . . . . . . . . . 373
Ioannis Boutsis and Vana Kalogeraki

Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 399



About the Authors

Gergely Acs CrySyS Lab, Budapest University
of Technology and Economics, Budapest, Hungary
(acs@crysys.hu).

Gergely Acs is an Assistant Professor at the
Budapest University of Technology and Economics
(BUTE), Hungary, and a member of the Laboratory of
Cryptography and System Security (CrySyS). Before
joining BUTE, Gergely was a research scholar and
engineer at INRIA, France. His research focuses
on different aspects of data privacy and security,
including privacy-preserving machine learning, data
anonymization, and privacy risk analysis. He received
his MS and PhD degrees from BUTE.

Sushant Agarwal Institute for Management Informa-
tion Systems, Vienna University of Economics and
Business, Vienna, Austria (sushant.agarwal@wu.ac.at).

Sushant works on the European Union project
SERAMIS as a PhD researcher at WU, where he
explores questions related to privacy in pervasive com-
puting. He received an MTech degree in Aerospace
Engineering from the Indian Institute of Technology
(IIT), Bombay, in 2014. During his studies, he interned
at the Institute for Manufacturing (IfM) in the Univer-
sity of Cambridge and was involved in projects dealing
with data quality and failure diagnosis for Boeing and
Hitachi, respectively.

xiii

http://acs@crysys.hu
http://sushant.agarwal@wu.ac.at


xiv About the Authors

Claudio Bettini EveryWare Lab, Department of Com-
puter Science, University of Milan, Italy (clau-
dio.bettini@unimi.it).

Claudio Bettini is Professor of Computer Science
at the University of Milan, where he leads the Every-
Ware laboratory at the Computer Science Department.
Claudio received his PhD in Computer Science from
the University of Milan in 1993. He has been a post-
doc at IBM Research, NY, and, for more than a decade,
an Affiliate Research Professor at the Center for Secure
Information Systems at George Mason University, VA.
His research interests cover the areas of mobile and
pervasive computing, data privacy, temporal and spatial
data management, and intelligent systems.

In 2009, he co-edited the Springer book Privacy in
Location-Based Applications, offering a first overview
of the main research results in the field. Among his
many organizational activities, he acted as General
Chair of IEEE PerCom 2017 and IEEE MDM 2013 and
as TPC Chair of IEEE PerCom 2013. He is a member of
the steering committee of IEEE PerCom and Associate
Editor of the Pervasive and Mobile Computing journal
and previously Editor of The VLDB Journal and of the
IEEE Transactions on Knowledge and Data Engineer-
ing. In 2011, he founded EveryWare Technologies, a
startup developing innovative mobile apps and services
for privacy and assistive technologies. He is a senior
member of the IEEE Computer Society.

Gergely Biczók CrySyS Lab, Budapest University of
Technology and Economics, Budapest, Hungary (bic-
zok@crysys.hu).

Gergely Biczók is an Assistant Professor at the
CrySyS Lab at the Budapest University of Technology
and Economics (BME). He received his PhD (2010)
and MSc (2003) degrees in Computer Science from
BME. He was a Postdoctoral Fellow at the Norwegian
University of Science and Technology (2011–2014) and
at the Future Internet Research Group of the Hungarian
Academy of Sciences (2014–2016). Previously, he was
a Fulbright Visiting Researcher to Northwestern Uni-
versity (2007–2008) and held a researcher position at
Ericsson Research (2003–2007). His research interests
center around the economics of networked systems
including privacy, incentives, and game theory.

http://claudio.bettini@unimi.it
http://biczok@crysys.hu


About the Authors xv

Igor Bilogrevic Senior Research Scientist, Google
Inc., Zurich, Switzerland (ibilogrevic@google.com).

Igor Bilogrevic is a Senior Research Scientist at
Google, where he works on machine learning and
data mining techniques in order to build novel pri-
vacy and security features in products. He obtained
his PhD on the privacy of context-aware mobile net-
works from EPFL (Switzerland), where he investi-
gated privacy issues at different layers of the network
stack and proposed privacy-enhancing mechanisms for
information sharing that work across different layers.
He has previously worked in collaboration with the
Nokia Research Center and PARC (a Xerox Company)
on privacy challenges in pervasive mobile networks,
encompassing data privacy, social community privacy,
location privacy, information sharing, and private data
analytics. His main areas of interest include applications
of machine learning for privacy, private data analytics,
contextual intelligence, applied cryptography, and user
experience.

Ioannis Boutsis Athens University of Economics and
Business, Athens, Greece (mpoutsis@aueb.gr).

Ioannis Boutsis received BSc (2009) and MSc
degrees in Computer Science (2011) and PhD degree
in Distributed Systems (2017), all from the Athens Uni-
versity of Economics and Business (AUEB). During his
PhD, Ioannis worked in several EU projects including
Insight-FP7 and NGHCS-ERC. Since 2017, he works
for Amazon Video at the Amazon Development Centre,
London, as a Software Development Engineer.

http://ibilogrevic@google.com
http://mpoutsis@aueb.gr


xvi About the Authors

Claude Castelluccia Saint Ismier Cedex, France
(claude.castelluccia@inria.fr).

Claude Castelluccia is a Research Director at Inria,
in France, where he leads the PRIVATICS team (Privacy
Models, Architectures and Tools for the Information
Society). Claude has held visiting research positions
at UC Irvine and Stanford University, USA. His past
research interests include networking, Internet proto-
cols, network security, and applied cryptography. His
current research is on Internet privacy and security with
a focus on anonymized analytics, data anonymization,
data transparency, and Internet-based surveillance anal-
ysis. He is also interested in the economical and legal
aspects of data privacy. He has chaired and partici-
pated in many Program Committees (ACM CCS, PETS,
WiSec, etc.), co-founded the ACM WiSec conference,
and advised more that 10 PhD students.

Yves-Alexandre de Montjoye Department of Com-
puting, Imperial College, London, UK (demon-
tjoye@imperial.ac.uk).

Yves-Alexandre de Montjoye is an Assistant Pro-
fessor (Lecturer) at Imperial College London where he
leads the Computational Privacy Group, and a Special
Adviser to EC Commissioner Vestager. He is affiliated
with the Data Science Institute and Department of
Computing. Previously, he was Postdoctoral Researcher
at Harvard University, working with Latanya Sweeney
and Gary King, and he received his PhD from MIT,
under the supervision of Alex “Sandy” Pentland. His
research aims at understanding how the unicity of
human behavior impacts the privacy of individuals in
large-scale metadata datasets, and his work has been
covered in The New York Times, BBC News, CNN, Wall
Street Journal, Harvard Business Review, Le Monde,
Die Spiegel, Die Zeit, and El Pais, and in reports of
the World Economic Forum, United Nations, OECD,
FTC, and the European Commission, as well as in
talks at TEDxLLN and TEDxULg. Yves-Alexandre
was recently named an Innovator under 35 for Belgium
(TR35). He is a Fellow of the ID3 Foundation and the
B.A.E.F. Foundation and a Research Associate at Data-
Pop.

http://claude.castelluccia@inria.fr
http://demontjoye@imperial.ac.uk


About the Authors xvii

Stefan Dietzel Humboldt-Universität zu Berlin,
Department of Computer Science, 10099 Berlin,
Germany (stefan.dietzel@hu-berlin.de).

Dr. Stefan Dietzel is a Postdoctoral Researcher
with the Chair of Computer Engineering at Humboldt-
Universität zu Berlin. Stefan’s research interests are in
security, scalability, and privacy aspects of wireless
distributed computing. In several projects, he is
investigating how to create communication protocols
that are scalable and efficient while, at the same time,
protecting the users’ privacy and being secure against
insider and outsider attackers.

Stefan holds a doctoral degree in Computer Science
from the University of Twente, The Netherlands. During
his time as a doctoral candidate, Stefan worked at
the Institute of Media Informatics and the Institute of
Distributed Systems at Ulm University and at the Dis-
tributed and Embedded Systems group at the University
of Twente; before, he studied media informatics at Ulm
University in Germany.

Frank Dürr Institute of Parallel and Distributed
Systems, University of Stuttgart, Stuttgart, Germany
(frank.duerr@ipvs.uni-stuttgart.de).

Frank Dürr is a Senior Researcher and Lecturer at
the Institute of Parallel and Distributed Systems (IPVS)
at the University of Stuttgart in Germany. He received
both his doctoral degree and diploma in Computer
Science from the University of Stuttgart. Frank Dürr is
currently leading the mobile and context-aware systems
and software-defined networking (SDN) groups of the
Department of Distributed Systems at IPVS. He was
technical coordinator of the Collaborative Research
Center (SFB) 627 “Spatial World Models for Mobile
Context-Aware Applications (Nexus),” funded by the
German Research Foundation (DFG). His research
interests include mobile and pervasive computing—
in particular, location privacy and mobile sensing—as
well as software-defined networking (SDN) and time-
sensitive networking (TSN).

http://stefan.dietzel@hu-berlin.de
http://frank.duerr@ipvs.uni-stuttgart.de


xviii About the Authors

Aris Gkoulalas-Divanis IBM Watson Health
Headquarters, Cambridge, MA 02142-1123, USA
(gkoulala@us.ibm.com).

Aris Gkoulalas-Divanis is the Technical Lead on
Data Protection and Privacy for IBM Watson Health.
He received his PhD in Computer Science from
the University of Thessaly. His PhD dissertation
was awarded the Certificate of Recognition and
Honorable Mention in the 2009 ACM SIGKDD
Dissertation Awards. Aris has been a Postdoctoral
Research Fellow in the Department of Biomedical
Informatics of Vanderbilt University (2009–2010) and a
Research Scientist in IBM Research-Zurich (2010–
2012) and in IBM Research-Ireland (2012–2016).
His research interests are in the areas of privacy-
preserving data mining, privacy in trajectories and
location-based services, privacy in medical data, and
knowledge hiding. In these areas, he has published
more than 80 research works, including four Springer
books, and he has applied for or being granted more
than 25 patents. He is an Associate Editor of the
Knowledge and Information Systems (KAIS) journal,
the IEEE Transactions on Information Forensics
and Security (T-IFS), the International Journal
of Research & Development Innovation Strategy
(IJRDIS), and the International Journal of Knowledge-
Based Organizations (IJKBO). Since 2014 he is an
Area Editor for ACM Computing Reviews (CR). Aris
is a senior member of IEEE; a professional member of
ACM, SIAM, and AAAS.

http://gkoulala@us.ibm.com


About the Authors xix

Marta C. González University of California, Berke-
ley, CA, USA (martag@berkeley.edu).

Marta C. González is an Associate Professor of
City and Regional Planning at the University of Cal-
ifornia, Berkeley, and a Physics Research faculty in
the Energy Technology Area (ETA) at the Lawrence
Berkeley National Laboratory (Berkeley Lab). With
the support of several companies, cities, and founda-
tions, her research team develops computer models
to analyze digital traces of information mediated by
devices. They process this information to manage the
demand in urban infrastructures in relation to energy
and mobility. Her recent research uses billions of mobile
phone records to understand the appearance of traffic
jams and the integration of electric vehicles into the
grid, smart meter data records to compare the policy of
solar energy adoption, and card transactions to identify
habits in spending behavior. Prior to joining Berkeley,
Marta worked as an Associate Professor of Civil and
Environmental Engineering at MIT, and a member of
the Operations Research Center and the Center for
Advanced Urbanism. She is a member of the scientific
council of technology companies such as Gran Data,
PTV, and the Pecan Street Project consortium.

Xi He Duke University, Durham, NC, USA
(hexi88@cs.duke.edu).

Xi He is a PhD student at the Computer Science
Department of Duke University. Her research interests
lie in privacy-preserving data analysis and security. She
has an MS degree from Duke University and a double
degree in Applied Mathematics and Computer Science
from the University of Singapore. Xi has been working
with Prof. Machanavajjhala on privacy since 2012. She
has published in SIGMOD, VLDB, and CCS and has
given tutorials on privacy at VLDB 2016 and SIGMOD
2017. She received best demo award on differential
privacy at VLDB 2016 and was awarded a 2017 Google
PhD Fellowship in Privacy and Security.

http://martag@berkeley.edu
http://hexi88@cs.duke.edu


xx About the Authors

Vana Kalogeraki Athens University of Economics
and Business, Athens, Greece (vana@aueb.gr).

Vana Kalogeraki is an Associate Professor at Athens
University of Economics and Business leading the Dis-
tributed and Real-Time Systems research. Previously,
she has held positions as an Associate and Assistant
Professor at the Department of Computer Science at the
University of California, Riverside, and as a Research
Scientist at Hewlett-Packard Labs in Palo Alto, CA.
She received her PhD from the University of Cali-
fornia, Santa Barbara, in 2000. Prof. Vana Kalogeraki
has been working in the field of distributed and real-
time systems, participatory sensing systems, mobility,
and crowdsourcing for over 20 years and has co-
authored over 170 papers in journals and conferences
proceedings, including co-authoring the OMG CORBA
Dynamic Scheduling Standard. She was awarded a
Marie Curie Fellowship; three best paper awards at
ACM DEBS 2017, IEEE IPDPS 2009, SAINT 2008;
two Best Student Paper Awards at PETRA 2016 and
SAINT 2011; a UC Regents Fellowship Award, UC
Academic Senate Research Awards; and a research
award from HP Labs. Her research has been supported
by an ERC Starting Independent Researcher Grant, the
European Union, joint EU/Greek “Aristeia” grants, joint
EU/Greek “Thalis” grant, NSF, and gifts from SUN and
Nokia.

Frank Kargl Ulm University, 89069 Ulm, Germany
(frank.kargl@uni-ulm.de).

Prof. Dr. Frank Kargl is the Director of the Insti-
tute of Distributed Systems at Ulm University, where
a main focus of his research is on security and pri-
vacy protection in distributed systems in domains like
automotive and industrial control systems. He holds
a doctoral degree in Computer Science from the Ulm
University and previously held a Professor position at
the University of Twente.

Prof. Dr. Fank Kargl was involved in a number of
national and international projects related to automo-
tive security and privacy like SeVeCom, PRECIOSA,
CONVERGE, and PRESERVE, that all worked toward
a holistic security and privacy solution for connected
cars and Intelligent Transport Systems (ITS). He has
co-authored more than 100 peer-reviewed publications

http://vana@aueb.gr
http://frank.kargl@uni-ulm.de


About the Authors xxi

in this area and actively contributed to standardization
of security and privacy in ITS and beyond, through
participation in bodies like C2C-CC or ETSI, and as co-
chair of major conferences and workshops like ACM
WiSec, ACM Vanet, IEEE WiVeC, and IEEE VNC.

Despina Kopanaki Department of Informat-
ics, University of Piraeus, Athens, Greece
(dkopanak@unipi.gr).

Despina Kopanaki is a PhD candidate in Informatics
at the Department of Informatics, University of
Piraeus, Greece, under the supervision of Professor
Yannis Theodoridis. She got her bachelor degree from
the Department of Statistics, Athens University of
Economics and Business in Greece (2000–2004). She
holds an MSc in Applied Economics and Finance from
the Department of Economics, Athens University of
Economics and Business (2004–2006). Her research
interests include privacy preservation and data mining
in moving object databases.

Ashwin Machanavajjhala Duke University, Durham,
NC, USA (ashwin@cs.duke.edu).

Ashwin Machanavajjhala is an Assistant Professor in
the Department of Computer Science, Duke University,
and an Associate Director at the Information Initiative
at Duke (iiD). Previously, he was a Senior Research Sci-
entist in the Knowledge Management group at Yahoo!
Research. His primary research interests lie in algo-
rithms for ensuring privacy in statistical databases and
augmented reality applications. His work on �-Diversity
that appeared in IEEE ICDE 2006 received the Influen-
tial Paper Award in 2017. He is also a recipient of the
National Science Foundation Faculty Early CAREER
Award in 2013, and the 2008 ACM SIGMOD Jim Gray
Dissertation Award Honorable Mention. Ashwin grad-
uated with a PhD from the Department of Computer
Science, Cornell University, and a BTech in Computer
Science and Engineering from the Indian Institute of
Technology, Madras.

http://dkopanak@unipi.gr
http://ashwin@cs.duke.edu


xxii About the Authors

Anna Monreale Computer Science Department of
University of Pisa, Pisa, Italy (annam@di.unipi.it).

Anna Monreale is a post-doc at the Computer Sci-
ence Department of the Pisa University and a member
of the KDD-LAB, a joint research group with the Infor-
mation Science and Technology Institute of the National
Research Council in Pisa. She received her MS and PhD
degrees in Computer Science from the University of
Pisa in 2007 and 2011, respectively. Her research is in
privacy-aware data mining and data publishing, and in
privacy-preserving outsourcing of analytical tasks.

Dino Pedreschi Computer Science Department of
University of Pisa, Pisa, Italy (pedre@di.unipi.it).

Dino Pedreschi is a Full Professor of Computer
Science at the University of Pisa. His research inter-
ests are in data mining and in privacy-preserving data
mining. He is a member of the program committee of
the main international conferences on data mining and
knowledge discovery. He has been granted a Google
Research Award (2009) for his research on privacy-
preserving data mining and anonymity-preserving data
publishing.

Nikos Pelekis Department of Statistics & Insur-
ance Science, University of Piraeus, Athens, Greece
(pedre@di.unipi.it).

Nikos Pelekis is an Assistant Professor at the Depart-
ment of Statistics and Insurance Science, University
of Piraeus, Greece. His research interests include all
topics of data science. He has been particularly work-
ing for almost 20 years in the field of Mobility Data
Management and Mining. Nikos has co-authored one
monograph and more than 60 refereed articles in sci-
entific journals and conferences, receiving more than
700 citations, while he has received three best paper
awards, won the SemEval’17 competition, and was
ranked third in the ACM SIGSPATIAL’16 data chal-
lenge. He has offered several invited lectures in Greece
and abroad (including PhD/MSc/summer courses at
Rhodes, Milano, KAUST, Aalborg, Trento, Ghent, JRC
Ispra) on mobility data management and data mining
topics. He has been actively involved in more than ten
European and National R&D projects. Among them he
is or was principal researcher in GeoPKDD, MODAP,
MOVE, DATASIM, SEEK, DART and datAcron, and
Track & Know.

http://annam@di.unipi.it
http://pedre@di.unipi.it
http://pedre@di.unipi.it


About the Authors xxiii

Alex (Sandy) Pentland MIT Media Lab, Cambridge,
MA 02139, USA (sandy@media.mit.edu).

Professor Alex “Sandy” Pentland directs the MIT
Connection Science and Human Dynamics labs and
previously helped create and direct the MIT Media Lab
and the Media Lab Asia in India. He is one of the
most-cited scientists in the world, and Forbes recently
declared him one of the “seven most powerful data
scientists in the world,” along with Google founders and
the Chief Technical Officer of the United States. He
has received numerous awards and prizes such as the
McKinsey Award from Harvard Business Review, the
40th Anniversary of the Internet from DARPA, and the
Brandeis Award for work in privacy.

Jonathan Petit OnBoard Security, Wilmington, MA
01887, USA (jpetit@onboardsecurity.com).

Dr. Petit is the Senior Director of Research for
Security Innovation, Inc. He is in charge of leading
projects in security and privacy of automated and con-
nected vehicles. He has conducted extensive research
in detecting security vulnerabilities in automotive sys-
tems. He published the first work on potential cyber
attacks on automated vehicles and remote attacks on
automated vehicle sensors. He has supported commu-
nications security design and automotive cybersecurity
analysis through OEM and NHTSA-sponsored projects.
Previously, he was a Research Fellow in the Computer
Security Group at University College Cork, Ireland.
From 2011 to 2014, he was a Postdoctoral Researcher
at the University of Twente, The Netherlands, where
he co-coordinated the European-Union funded. FP7
PRESERVE project. He received his PhD in 2011 from
Paul Sabatier University, Toulouse, France.

Francesca Pratesi Information Science and Technol-
ogy Institute of the National Research Council, Pisa,
Italy (francesca.pratesi@isti.cnr.it).

Francesca Pratesi is a Postdoctoral Researcher at
the Information Science and Technology Institute of
the Italian National Research Council, and a member
of the Knowledge Discovery and Data Mining Lab, a
joint research group with the Italian National Research
Council in Pisa. She received her MS degree and PhD
degree in Computer Science from the University of Pisa

http://sandy@media.mit.edu
http://jpetit@onboardsecurity.com
http://francesca.pratesi@isti.cnr.it


xxiv About the Authors

in 2013 and 2017, respectively. Her research interests
include data mining, data privacy, and spatiotemporal
data analysis.

Delphine Reinhardt University of Göttingen, Göttin-
gen, Germany (reinhardt@cs.uni-goettingen.de).

Delphine Reinhardt is a full professor for Com-
puter Security and Privacy at University of GÃűttingen,
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