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Abstract. This paper, deals with the actual problem of secure an IoT
adaptive system, namely using secure techniques to secure a Smart En-
vironment System, and the privacy of their users. On a new era of inter-
action between persons and physical spaces, users want that those spaces
smartly adapt to their preferences in a transparent way. This work wants
to promote a balanced solution between the need of personal informa-
tion and the user’s privacy expectations. We propose a solution based on
requiring the minimal information possible, together with techniques to
anonymize and disassociate the preferences from the users.
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1 Introduction

Systems that deal with personal data always bring privacy and security issues.
And also the balance of these issues, with the need that persons have in interact
with spaces in a transparent way and that those spaces smartly adapt to their
preferences.

That said, in this project, is proposed a solution to overcome these issues,
and don’t compromise the balance between security and personal comfort.

In addition to the physiological conditions mentioned above, there are two
critical/essential dimensions, these are the space (user location) and time. In the
case of the space can be as an example, the differences between the preferences
of a personal, professional, recreational or other environment. Contextualize the
user location is essential to optimize the conditions of comfort and contribute to
the performance and effectiveness of the solution.

Figure 1, shows the scenario of an environment where it intends to develop
this work. Explaining this figure, it can be seen the user who through its different
devices (smartphone, wearable, and other compatible) communicates with the
system, and for that can be used different technologies, like Near Field Com-
munication (NFC) [1], Bluetooth Low Energy (BLE) [2] and Wi-Fi Direct [3].
Next, the system performs communication with the Cloud, to validate the in-
formation. And then the system will perform the management of the different
components in the environment (climatization systems, security systems, other
smart systems).



Fig. 1: Problem Statement

2 Materials and Methods

2.1 Security and Privacy

The technological revolution that is felt, particularly in behavioral analysis fields,
IoT or big data, brings significant new challenges, including those related to
the type of user information that can be collected, and the knowledge that
can be obtained derived from the compilation of this information. Although
not necessarily existing the user’s authority to make this kind of information
collection.

This IoT revolution has yet clearly identified problems. In particular, the
privacy and security of user data. Foreseeing the dissemination of intelligent
spaces, of which the user can, and want to take advantage of the interaction
between systems, and the consequent sharing of personal data, this is a theme
that needs resolution in a short-term [4].

Obviously at this point there will be the requirements for concessions and
commitments on the part of the user.

Because it is understood that the solution will include the user’s authority
in relation to the autonomous information sharing with the system and what is
the information that it believes that it should be shared, block, and in concrete
with which systems.

The IoT increases the risk of personal privacy, and the confidentiality and
integrity of data in organizations. Some IoT applications for consumers, par-
ticularly those related to health and wellness, which store sensitive personal
information, and that consumers may not want to share.

Normally, it is known that on latter case, there must be commitments by
the user, so it has access to all system capabilities. But it is up to each one, set
his own commitment threshold, between privacy and comfort that it intends to
have by using the system, in the environments that it uses.



3 Results

All attack vectors identified, are minimized using the techniques identified in this
section. Consequently increasing significantly the degree of complexity so that
an attacker can gain access to useful information, or can link this information
to take advantage, or even affect the system users.

As mentioned in section 2.1, one of the priorities of this project will be ensure
privacy and data confidentiality. To achieve this goal, several mechanisms are
designed in order to minimize the possible attack vectors.

• Use of universally unique identifier (UUID), to identify the user. The
user identification process, it is necessary in this context to relate him to
his preferences card, and is performed by generating a UUID in the first
use of the system application. This unique UUID is randomly created by
the application and is then validated their nonexistence on the server, if the
validation is positive, the UUID is associated with the user’s preference card.
If the validation is not positive is generated a new random UUID and the
validation process will be held again.
The application will allow the user to export the UUID created for his per-
sonal email or store it locally in another way, so that if it wants to use
more than one device in the system or switch the device, this can be done.
Note that only the randomly generated UUID and the preferences card are
transmitted to the server, so there was no possibility of identifying the user
[5].

• Servers and component isolation, two physical servers will be used. In
order to separate the logic and data layer (database). Therefore possible
individual attacks, which enable access to the servers do not compromise
the entire system.

• Data encryption, all data transmitted between the servers are encrypted
using SHA-256 hash mechanisms, which introduces an extra security layer
in protection of the data stored in the system [6].

• Server hardening, both servers only allow access through key mechanisms.
Communication processes will be based on HTTPS and TLS [6]. Other most
common mechanisms for server hardening will be applied [7].

• Communication with the local system, as explained above, the com-
munication between the user’s smartphone and the local system, can be per-
formed using BLE, NFC or Wi-Fi Direct. These technologies have their own
security mechanisms implemented at the stack level, which will be properly
configured in the local systems to maximize security. However, the UUID is
also ciphered with the server A public key before is sent to the Local System.
With that we can guarantee that the UUID can’t be captured in clear, and
is only known by the smartphone application and the Server A.

• Mask of GPS coordinates, even though the user anonymization process
is covered, for greater safety and because issues related to the user’s location
storage are critical. It is planned to convert the GPS coordinates of the
local systems. This process is achieved by associating the coordinates to a



randomly and periodically change of the Local System ID. Therefore the
user’s location information from a system, will be stored using the UUID of
the user and the system ID, which due to its periodic change will not relate
any information that can allow to achieve the user tracking.

The implementation of these mechanisms allows to significantly reduce the
attack vectors identified. At the user data privacy level, this work allowed to
don’t store any user information. So even if the data is compromised, will not
be possible identify the user, or make any relationship with that information.

4 Discussion and Conclusions

Currently IoT systems are in a big security risk. Especially because the devel-
opers, are not worried enough about the safety of such systems. However, with
the growing trend of such systems and is integration in our everyday lives, this
concern will have to increase as they start to appear isolated cases which have
harmed the users, both financially and in their safety and welfare. The proposed
security architecture, to one of these IoT systems, wants to avoid any of the
presented risks, to the users of this system.
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