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IFIP - The International Federation for Information Processing

IFIP was founded in 1960 under the auspices of UNESCO, following the first World
Computer Congress held in Paris the previous year. A federation for societies working
in information processing, IFIP’s aim is two-fold: to support information processing in
the countries of its members and to encourage technology transfer to developing na-
tions. As its mission statement clearly states:

IFIP is the global non-profit federation of societies of ICT professionals that aims
at achieving a worldwide professional and socially responsible development and
application of information and communication technologies.

IFIP is a non-profit-making organization, run almost solely by 2500 volunteers. It
operates through a number of technical committees and working groups, which organize
events and publications. IFIP’s events range from large international open conferences
to working conferences and local seminars.

The flagship event is the IFIP World Computer Congress, at which both invited and
contributed papers are presented. Contributed papers are rigorously refereed and the
rejection rate is high.

As with the Congress, participation in the open conferences is open to all and papers
may be invited or submitted. Again, submitted papers are stringently refereed.

The working conferences are structured differently. They are usually run by a work-
ing group and attendance is generally smaller and occasionally by invitation only. Their
purpose is to create an atmosphere conducive to innovation and development. Referee-
ing is also rigorous and papers are subjected to extensive group discussion.

Publications arising from IFIP events vary. The papers presented at the IFIP World
Computer Congress and at open conferences are published as conference proceedings,
while the results of the working conferences are often published as collections of se-
lected and edited papers.

IFIP distinguishes three types of institutional membership: Country Representative
Members, Members at Large, and Associate Members. The type of organization that
can apply for membership is a wide variety and includes national or international so-
cieties of individual computer scientists/ICT professionals, associations or federations
of such societies, government institutions/government related organizations, national or
international research institutes or consortia, universities, academies of sciences, com-
panies, national or international associations or federations of companies.
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Preface

This volume contains the papers presented at the 11th World Conference on Infor-
mation Security Education (WISE 11) held during September 18-20, 2018, in Poznan,
Poland, in conjunction with the 24th IFIP World Computer Congress. WISE 11 was
organized by the IFIP Working Group 11.8, which is an international group of people
from academia, government, and private organizations who volunteer their time and
effort to increase knowledge in the very broad field of information security through
education. WGI11.8 has worked to increase information security education and
awareness for almost two decades.

This year, WG11.8 organized the 11th conference of a successful series under the
theme “Towards a Cybersecure Society.” We received 25 submissions from around the
world. Each submission was blind reviewed by at least three international Program
Committee members. The committee decided to accept 11 full papers. The acceptance
rate for the papers is thus 44%.

In line with this year’s theme, several additional events on cybersecurity took place
during the three days of the conference. On the second day of the conference, the
“SecTech Cybersecurity Curriculum Workshop” was organized by the SecTech Project
Partnership. The following day, a new “TC11.8 Work Group on Cyber Ranges and
Cyber Challenges” was discussed based on a proposal by the Norwegian University of
Science and Technology and the Norwegian Defence University College. Both events
are described in detail in the following section of this preface. S. E. Goodman (chair),
S. Furnell, R. von Solms, and M. Bishop formed a panel discussing the topic of
“Building National Cybersecurity Workforces.” The panel highlighted challenges, such
as how to estimate the size and make-up of national cyber security workforces based on
needs, how to characterize such workforces, and how to achieve balance between
employing organizations’ priorities and national needs. The panel also addressed how
such challenges may differ across a range of nations as well as the role of educational
institutions to stimulate supply and demand. We would like to thank all the panelists
and workshop organizers for their contribution to the conference.

This conference took place thanks to the support and commitment of many indi-
viduals. First, we would like to thank all TC-11 members for continually giving us the
opportunity to serve the working group and organize the WISE conferences. Our
sincere appreciation also goes to the members of the Program Committee, to the
external reviewers, and to the authors who trusted us with their intellectual work.

We are grateful for the support of WISE11.8 Officers L. Futcher, M. Bishop,
N. Miloslavskaya, and E. Moore. Finally, we would like to thank the local organizers
for the support and especially the IFIP WCC 2018 General Congress co-chairs

The original version of the frontmatter was revised: By mistake two short workshop
descriptions were omitted. They are now included in the revised version.
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R. Slowinski and L. Strous for the collaboration. For the preparation of this volume, we
sincerely thank E. Siebert-Cole and our publisher Springer for their assistance.

July 2018 Lynette Drevin
Marianthi Theocharidou
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SecTech Cybersecurity Curriculum Workshop

Elena Andreeva, Steven Furnell, Danilo Gligoroski,
Sokratis Katsikas, Djamel Khadraoui, Stewart Kowalski,
Maria Papadaki, Guenther Pernul, Bart Preneel, Gerald Quirchmayr,
Juha Roning, Thomas Schaberreiter, Qiang Tang, and Teemu Tokola

SecTech Project Partnership
giang.tang@list.lu

1 Background

Given the mounting level of cyber threats facing Europe, a coordinated cyber security
education effort becomes more urgent than ever. The malware waves hitting Europe in
2017 give a clear warning of the dangers lying ahead, ranging from criminal activities
to often state sponsored theft of intellectual property and a rising possibility of cyber
sabotage. Those developments have also increased the demand for cyber security
experts in an already virtually empty market. It is obvious that an increased supply of
talent becomes an absolute necessity if Europe as a whole shall improve cybersecurity
for society and economy, and meet the high aims set in recently passed legislation such
as the network and information security (NIS) directive [1] or the general data pro-
tection regulation (GDPR) [2]. However, a joint and well-coordinated European
approach to education in this field is still missing. Given the variety and diversity of
topics that need to be covered, comprising such diverse areas as information and
communications technology, management and organization, law, economics, sociol-
ogy, criminology and psychological issues, it becomes painstakingly clear that a wide
range of expertise needs to be accessed.

2 SecTech Project

In line with those developments the Erasmus+ strategic partnership project SecTech
was formed by seven European higher education institutions (KU Leuven, Luxem-
bourg Institute of Science and Technology, Norwegian University of Science and
Technology, University of Oulu, University of Plymouth, University of Regensburg,
and University of Vienna) to collaboratively develop a European cybersecurity cur-
riculum. The core motivation of SecTech is to provide a seed curriculum, including
ready to use online teaching materials, to give European academic institutions a much
better starting point for implementing and delivering a cyber-security education pro-
gram, either on their own or in cooperation with other institutions. The primary con-
tributions the project are aimed at supporting are the integration of knowledge that is
currently available across Europe, the introduction of a curriculum template, the
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provision of online course materials that can serve as a core, and finally the estab-
lishment of an online repository and cooperation platform that can provide basis for a
Europe wide joint educational effort. As the free sharing of the developed course
materials is expected to have an essential impact, established open standards and
systems such as Moodle and SCORM will form the technological basis.

3  Workshop Content

This workshop will cover the main results of the SecTech project, including:

— The collaborative SecTech cybersecurity curriculum, and its mapping as a practical
implementation of the CSEC 2017 cybersecurity curricular guidelines [3]

— The content and module structure proposed in SecTech

— The content creation and delivery strategy

The session will include a demonstration of the SecTech solution and will be
followed by panel discussion involving members of the project and the CSEC 2017
coordinators.

Acknowledgments. The SecTech project is funded by the European Union’s Erasmus+
programme as a strategic partnership in higher education with the grant number
2016-1-LU01-KA203-013834.
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Cyber Ranges and Cyber Challenges:
Proposal to Form a New TC11.8 Work Group

Stewart Kowalski', Basel Katt!, Espen Torseth!, Kirsi Helkalaz,
Inge Oystein Moen', and Geir Olav Dyrkolbotn'

"Norwegian University of Science and Technology, Gjevik, Norway
“Norwegian Defence University College, Lillehammer, Norway

1 Proposal

1.1 What Are Cyber Ranges

A cyber range is a technological platform that allows students to practice both attack
and defense techniques and technologies in enclosed and monitored IT environments.
The configuration of this environment can vary from a simple monolithic client server
network of similar machines to complex social models with different operating systems
and devices connected via complex digital eco-systems.

Given that the platform operates on an enclosed and monitored environment, a
range allows a teacher to structure a student’s experience in terms of difficulty and
depth, and makes it possible to create game situations where students can compete
against each other. Today many universities have or are creating cyber ranges alone or
in cooperation as federation of cyber ranges can to both cut cost and share experiences

[1].

1.2 What Are Cyber Challenges

Cyber challenges are events where participants (students and/or professionals) come
together for a specified period of time and compete against each other in regard to their
skills to defend and attack systems [2]. Events can stretch over days and nights and
cover both technical skills and policy skills [3, 4]. Cyber challenge competitions are
held both in nationally and internationally arena’s with different complexity levels
involving participants from a high school, college, university or expert level.

2 Relevance to TC11.8

Cyber ranges are aligned with the main aim of TC11.8 since they are helping to
promote information and cyber security education at university by providing a focus
facility on campus to coordinate and promote security education [1]. They also allow a
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technological platform to exchange experience and education modules between
universities.

2.1 Goal to be Achieved During WISE

At the WISE conference, we hope to collect information about the current state of the
TC11.8 members in regards to establishing, operating, and maintaining cyber range
facilities. We also hope to collect experience in participating in the different types of
challenges. A discussion about the pedagogical strengths and weaknesses with teaching
information and cyber security on a cyber range will held and include discussions about
when to use capture the flag style competitions, when to use attack/defense type
exercises, and when to add policy exercises on the top of the technical exercises.
Finally, we hope to discuss the possibilities to establish a federation of cyber ranges
and challenges among TC.11 members.

2.2 Plans for Continued Collaboration

If sufficient interest is shown we plan to establish a network of TC.11 cyber ranges and
coordinate not only the exchange of experiences and software but also hold joint
competitions and challenges, remotely and onsite.

References

1. Curtis, F.: 7 University-Connected Cyber Range to Know Now, Darkread. https://www.darkreading.
com/cloud/7-university-connected-cyber-ranges-to-knownow/d/d-id/1331224. Accessed 07 May
2018

2. Bashir, M., et al.: Cybersecurity competitions: the human angle. IEEE Secur. Priv. 13, 74-79
(2015)

3. Cyber 9/12 Challenge Homepage. http://www.atlanticcouncil.org/programs/brentscowcroft-
center/cyber-statecraft/cyber-9-12. Accessed 07 May 2018

4. European Cyber Challenge Homepage. https://www.europeancybersecuritychallenge.eu/.
Accessed 07 May 2018


https://www.darkreading.com/cloud/7-university-connected-cyber-ranges-to-knownow/d/d-id/1331224
https://www.darkreading.com/cloud/7-university-connected-cyber-ranges-to-knownow/d/d-id/1331224
http://www.atlanticcouncil.org/programs/brentscowcroft-center/cyber-statecraft/cyber-9-12
http://www.atlanticcouncil.org/programs/brentscowcroft-center/cyber-statecraft/cyber-9-12
https://www.europeancybersecuritychallenge.eu/

Contents

Information Security Learning Techniques

A Design for a Collaborative Make-the-Flag Exercise . . ... ............
Matt Bishop

ForenCity: A Playground for Self-Motivated Learning
in Computer Forensics. . . .. ... ... .. .. ..
Frans F. Blauw and Wai Sze Leung

Developing Hands-On Laboratory Works for the “Information Security
Incident Management” Discipline . ... .......... ... .. .. .. .. . ...
Natalia Miloslavskaya and Alexander Tolstoy

A Pilot Study in Cyber Security Education Using CyberAIMs:

A Simulation-Based Experiment . . . .. ........ .. .. .. .. .. . ...,
Erjon Zoto, Stewart Kowalski, Christopher Frantz, Edgar Lopez-Rojas,
and Basel Katt

Information Security Training and Awareness

Towards Educational Guidelines for the Security Systems Engineer. . . . . . ..
Suné von Solms and Annlizé Marnewick

The Feasibility of Raising Information Security Awareness in an Academic
Environment Using SNA . . . . ... .. .. .. .
Rudi Serfontein, Lynette Drevin, and Hennie Kruger

Factors Influencing Smartphone Application Downloads . ..............
Wiehan Janse Van Rensburg, Kerry-Lynn Thomson, and Lynn Futcher

Information Security Courses and Curricula

A MOOC on Privacy by Design and the GDPR . . . ..................
Simone Fischer-Hiibner, Leonardo A. Martucci, Lothar Fritsch,
Tobias Pulls, Sebastian Herold, Leonardo H. Iwaya, Stefan Alfredsson,
and Albin Zuccato

Forming the Abilities of Designing Information Security Maintenance

Systems in the Implementation of Educational Programmes

in Information Security ... ... ... ... ... . . .. .. e
Vladimir Budzko, Natalia Miloslavskaya, and Alexander Tolstoy



XVI Contents

Identifying the Cybersecurity Body of Knowledge for a Postgraduate
Module in Systems Engineering . . .. ........... ... ... ... ... 121
Sune von Solms and Lynn Futcher

A National Certification Programme for Academic Degrees

N Cyber SeCUrity . . . ..ot e 133
Steven Furnell, Michael K, Fred Piper, Chris E, Catherine H,
and Chris Ensor

Author Index . . .. ... . ... . . .. . e 147



	Preface
	Organization
	Short Workshop Descriptions
	SecTech Cybersecurity Curriculum Workshop
	Cyber Ranges and Cyber Challenges: Proposal to Form a New TC11.8 Work Group
	Contents



