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Abstract. The human aspect is one of the key success factors in information se-
curity (InfoSec). Its impact on InfoSec is so significant that multiple studies
have shown that a balanced approach combining technology and security
awareness is needed in order to maintain the integrity of an organisation’s secu-
rity. At present, one of the methods most often used to address InfoSec aware-
ness is to develop security awareness programmes that can be used to educate
its users within an organisation. This method has several drawbacks; however,
as such programmes might not be comprehensive enough, or quick enough to
address newer threats. It can furthermore lead to the users developing InfoSec
fatigue, which renders most attempts at improving security awareness pointless.
These problems are compounded by non-traditional organisational structures,
such as those found in educational institutions, where both students and staff
should be made aware of information security risks on a regular basis. In order
to address the potential information security awareness problem at educational
institutions, this paper investigates the feasibility of using Social Network
Analysis (SNA) to improve existing security awareness programmes. Following
a brief introduction to SNA, two illustrative examples are offered to show that
SNA presents a viable option to improve programmes for raising information
security awareness in an academic environment, by allowing for the effective
selection of ideal target locations.
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1. Introduction

In the field of information security, one of the primary success factors is the human
aspect [1]. Past research has shown that a balanced approach in which both techno-
logical and social aspects are addressed is crucial to maintaining information security
[2-4]. Despite repeated campaigns to educate users regarding information security,
however, a significant number of users still engage in risky online behaviour [5] and
are still considered the weakest link in information security [6]. Among the many
places that can be negatively impacted by a lack of information security awareness,
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few are as vulnerable as universities. This stems from the fact that university net-
works need to be accessible to a wide variety of people, such as students, faculty
members, administrative staff, and visitors [4]. With the massive number and types of
people that need to be able to access a university network, it is only reasonable to
assume that a significant number of users will act in a way that compromises both the
security of the university and their own personal security. One of the best known tra-
ditional methods of addressing this risk and educating users is security awareness
programmes [7-9]. There are, however, a humber of significant drawbacks to these
awareness programmes, e.g. the awareness programmes might not be comprehensive
enough [10], they might not address new threats quickly enough when the risks
change continuously [11], and the programmes rely upon the users to consciously
decide to comply with information security principles [12]. A significant amount of
research is focused on attempting to address these shortcomings [13]. Another factor
that may impact negatively on security awareness training is security fatigue. Security
fatigue is a specific form of mental fatigue, which is a well-known phenomenon in
psychology that describes the feeling a person has during or after prolonged periods
of cognitive activity [14, 15]. Security fatigue is experienced by users when they are
bombarded with information security knowledge to such a degree that they become
overburdened with the information and may choose to abandon all conscious efforts
to adhere to the security principles as explained during the course of the awareness
programmes [16].

Given the importance of the human aspect in information security and the potential
problems with broad security awareness programmes, an adaptive approach is pro-
posed. In this paper, the feasibility of using Social Network Analysis (SNA) as a
technique to positively influence information security awareness programmes, spe-
cifically those that are targeted at an academic environment, will be discussed. SNA is
a method used to graphically represent a social organisation, such as a community or
business, in such a way that the social interactions can be studied quantitatively [17].
The technique is suitable for use in environments where certain risks, including those
risks associated with information security, are present, and has been used in the past
to, among others:

¢ ldentify core members and organisations within terrorist groups [18]; and
o |dentify hierarchies in criminal Dark Web forums [19].

In addition to the studies mentioned above, SNA has also been used to enhance the
information security of an organisation. The work done by Dang-Pham,
Pittayachawan and Bruno [20] is of particular interest to this study as it serves to dem-
onstrate the validity of the method discussed here. In the study done by Dang-Pham,
Pittayachawan and Bruno, SNA was used to identify individuals who would be able
to serve as information security champions. These individuals were then trained in
information security so that their influence would help to shape the workplace culture
with regards to information security. Because of the importance of this method, it will
be referred to as the DPA-method (Dang-Pham Awareness) in the remainder of the
paper. SNA has also been used in different studies to identify individuals who pose an
organisational risk. By calculating the relative SNA metrics for the various nodes,



individuals who may pose a risk due to their position in the network can be identified
[21, 22].

The purpose of this paper is to address the information security awareness short-
comings that may exist in university classes and faculties by employing an SNA ap-
proach. As the method can be applied to target important individuals and locations
using both formal and informal social structures, it should prove useful when develop-
ing targeted awareness programmes that can be used to inform staff and students
alike. Once these central individuals and locations have been identified, security
awareness programmes using classic awareness items such as posters, pens, bro-
chures, discussions, etc. can be used to inform people about security issues and
thereby improve security awareness [23]. The purpose of the method proposed in this
paper is therefore not to revolutionise traditional security awareness programmes, but
merely to provide a way to improve their effectiveness and coverage in situations
where security education and —training would not be feasible, and full-scale aware-
ness programmes may be prohibitively expensive, or cause unwanted fatigue.

The remainder of this paper is organised as follows. In the next section, introduc-
tory background information with regards to some SNA metrics is provided. This is
followed in Section 3 with the discussion of the proposed method, and two illustrative
examples. A discussion of the findings is presented in Section 4, and in Section 5 the
paper is concluded.

2. Background

2.1  Social Network Analysis

Any social organisation can be considered to be a series of interconnected networks,
and as such standard graph modelling can be used to represent them. In such a net-
work, nodes can be used to represent entities, such as people, knowledge, tasks or
resources, whereas arcs can be used to represent the relationships that exist between
them.

SNA allows for the quantitative analysis of a social organisation through graph
theory, and various metrics can be calculated in order to analyse a network. Although
a large number of metrics exists (a count of the work done by Clemente, Martins and
Mendes [24] shows 28 metrics, whereas the help section of the ORA-Lite software
suite names almost 200), only four basic metrics that are used in the illustrative ex-
amples will be briefly introduced. The discussion of the four SNA metrics is based on
the work done in [21]. Comprehensive discussions of a large number of metrics can be
found in a number of sources, such as [24], [25], and [26].

Degree Centrality. The degree centrality measure is concerned with an individual
node and more importantly the particular node’s position within the network [21, 27].
A node’s ability to influence a particular network is governed by its position within
the network, and this in turn is referred to as the node’s centrality measure [21]. There
are a number of different types of centrality, but the core principle of centrality is that



a node that is located more centrally, i.e. has more specific connection types than
other nodes, will have a greater specific influence on the network as a whole. One of
the quantitative measures used to describe the influence of such a node is referred to
as its total degree centrality, and is calculated by using several node properties, such
as the number of connections leading into the node, the number of connections lead-
ing out of the node, and the sum of the aforementioned connections [21]. A node with
a high total degree centrality would be an excellent target for security awareness train-
ing, as any information injected into the network at this point is likely to propagate to
the rest of the network in some way.

Closeness centrality. Closeness centrality is calculated by determining all the geo-
desic distances (i.e. the shortest distances) to all other nodes within the network [21],
and takes all indirect connections to other nodes that a node possesses, together with
all direct connections, into account. A node that has a high closeness centrality value
is considered to be a good source of information, whereas nodes with a high degree
centrality value aids in the diffusion of information throughout the entire network.
This means that analysis of the nodes with the greatest closeness centrality values
should provide the best information with regard to the information in the network, and
would therefore mitigate the need for full node-by-node network analysis.

Betweenness centrality. When examining interactions between two non-adjacent
nodes, the nodes that lie on the paths connecting the two nodes have some control
over the interaction between the two nodes [28]. The betweenness centrality measure
is a representation of the number of times that a particular node finds itself on the
geodesic path of other nodes within the entire network [21]. This measure is reflective
of the number of indirect nodes that are connected to a particular node. Thus, a node
that has a high betweenness centrality measure would also be a good candidate to use
to distribute knowledge and information throughout the network, as these types of
node are exclusive, limited sources of information for parts of the network. There is,
however, a downside to using such a node: a node with a high betweenness measure
is at risk of being overburdened, as such a node would spend a portion, if not all, of its
time facilitating interactions between other nodes.

A node that finds itself as an intermediary in an information exchange relationship
between two nodes is also considered to be in a position of power, as any information
exchanged between the two nodes has to go through the intermediary. The intermedi-
ary has a unique position of power in this instance, as it can determine not only the
fidelity of the information being exchanged, but also whether information is ex-
changed at all. Thus, as the number of nodes that relies on such an intermediary in-
creases, so too does the relative power the intermediary node possesses.

Eigenvector centrality. Eigenvector centrality measures the extent to which a par-
ticular node is connected to other nodes that are considered to be highly connected or
are of some particular importance [21]. Nodes that have a high eigenvector centrality
value are important to note since they are considered to possess emergent leadership



properties [29]. Nodes with a high eigenvector centrality are therefore also considered
good targets for security awareness, as they tend to take on the roles of early adopters.

2.2 Network formality

The formality of a network within the context of this paper is a measure of how for-
mal the relationships that are used to construct a social network are. A highly formal
network will utilize formal relationships, such as reporting structures, while a less
formal network will make use of what is known as informal information systems
(11S). These systems are of particular interest, as they are found in every organisation
and present one of the many places where SNA can be applied. IIS are special types
of information system that represent the so-called “grapevine” of an organisation [30].
IIS are characterised by their lack of formal structure, their questionable reliability
and their possible incompatibility with formal information systems. Unfortunately,
due to their ability to collect a significantly greater subset of data, I1S are often crucial
to business processes [31, 32]. It is important to take note of these types of information
system, as they can have a profound impact on the flow of information within an or-
ganisation and must therefore be considered when developing a method that relies on
the characteristics of a social network to improve security awareness within an or-
ganisation. Depending on the organisation, it may be necessary to target the social
networks associated with 1IS, rather than those networks associated with its formal
structures, in order to obtain the desired results with regards to information security
awareness. In an academic environment, for example, it is important to target both the
more formal networks that include relationships, such as reporting structures and
teaching responsibilities, and the less formal networks, such as those that include
social relationships between students.

3. Method

The methodology employed in this paper broadly follows the DPA-method, with a
number of notable exceptions:

e The DPA-method uses formal networks constructed from an organisation’s hierar-
chy, whereas the method proposed here targets both formal and informal social
networks;

e The method proposed in this study specifically targets personnel and students in an
academic setup, such as a university, rather than an organisation; and

e The information security awareness programmes developed using the method in
this study can be used to structure a programme that ideally targets the expected
awareness level of a group, whereas in the DPA-method a number of influential
employees are fully trained in information security awareness.

The proposed method is executed in three primary phases: Preparation, Network Con-
struction, and Evaluation and Implementation. The basic process of the method is
shown in Fig. 1.



The first phase, namely the Preparation phase, focusses on developing a clear and
congruent approach to implementing the method. During this phase, a humber of
issues crucial to obtaining useful SNA data are addressed. The first of these issues
deals with properly “bordering” the group the awareness programme is to target. In an
academic environment, bordering may include aspects, such as field of study, the
faculty they belong to, their lecturers, etc. This phase also focusses on determining the
scope and formality of the networks that will be used.

The Network Construction phase is primarily focussed on collecting and process-
ing the network data needed to identify the target individuals. This phase focuses on
selecting data collection methods that can be used to construct social networks. These
methods may include questionnaires, email-scanning, class-list processing, etc. if a
more informal network was selected. Otherwise, formal organisational structures,
such as reporting hierarchies can be used, which negate the necessity of using intru-
sive techniques, such as questionnaires and email-scanning. Once the members of the
group have been identified and the nature of the relationships between them has been
established, the social network can be constructed. This, along with the calculation of
the metrics, is ideally done using software. In this phase, the impact of selecting a
more formal or a less formal network will also become clear. Should the impact of the
network formality be too great in a negative sense, the Preparation phase should be
repeated in order to either negate or mitigate the impact.

eDetermine specific target group (specific field of study, faculty, )
department, etc.)
e Approximate the level of information security awareness using the
. group’s overall field of study as a guideline
Preparation . . -
*Specify level of formality used when building the network y
\
eCollect network data using questionnaires or data available from
formal structures
Network eConstruct network and calculate metrics
construction )
e|dentify target individuals using the SNA metrics calculated in the )
previous phase
eConstruct an information security awareness programme that targets
Evaluation and the group’s information security awareness through the individuals
implementation | identified )

Fig. 1. Process of the proposed method, showing progression through the three phases



During the final Evaluation and Implementation phase, the data from the previous
two phases are used to determine both the contents of the awareness programme and
its intended targets. The specifics of the awareness programme’s contents will likely
differ from case to case, as the programme should be adapted to the targeted individ-
ual, as well as the group in general.

3.1  lllustrative examples

To illustrate the feasibility of the proposed approach, two practical experiments were
conducted. In the first experiment an informal social network construction approach
was used, whereas a formal social network was utilised in the second experiment.

Case study 1. During the Preparation phase a target group of 25 post-graduate stu-
dents was chosen. An informal social network construction approach was decided
upon, as there were no significant formal connections amongst the students apart from
attending the same class. In the Network construction phase data were obtained from
the students. The following social question was posed to the students:

Suppose the computer security group is invited to a function by the industry and eve-
ryone shows up. The venue is properly decorated and a number of round tables have
been prepared, with exactly one chair for each of the students. If you could make the
decision, who would you prefer to have on your right- and left-hand side at the table?

The response rate was 68%, which was deemed adequate for demonstration purposes.

Respondents were given the option of choosing from a list of names that corre-
spond to the students registered for the class. The data obtained were analysed using
ORA-Lite [33], which was also used to construct the network. The four measures
discussed in Section 2 were calculated and are used in the next phase to determine
candidates for disseminating security awareness information through the network.
The network obtained is presented in Fig. 2.

During the final Evaluation and Implementation phase, the calculated measures
were evaluated to identify candidates that should be targeted. Results indicated that
node LR has the highest betweenness centrality at 0.028, eigenvector centrality at
0.322, and total-degree centrality at 0.174, while node CP has the highest closeness
centrality at 0.055. These values indicate that the best singular candidate to target
would be node LR. An evaluation of the network shown in Fig. 2, however, shows
that selecting only node LR will not be entirely effective as there are three distinct,
unconnected networks. Therefore, in order to expose the entire network, nodes AG,
which is visually the centre of subnetwork B, and node LS in subnetwork C, which
has a betweenness centrality of 0.01, an eigenvector centrality of 0.156, and a total-
degree centrality of 0.109, should also be targeted.

Case study 2. For Case Study 2 a formal network construction approach was chosen.
The relationships between the personnel at a Computer Science department at a South
African university and their formal post-graduate students were used. Where duplicate
connections were found, for instance where one student received guidance from more



than one member of the department, the weight of the existing connection was in-
creased to indicate a closer relationship. The same three phases used in Case Study 1
were used and the network shown in Fig. 3 was obtained. The data were anonymised,
and the node names were chosen to differentiate between students and staff. All node
names that contain a D represent staff and all nodes that contain an N represent stu-
dents. From Fig. 3 as well as the metrics calculated from this network, it is clear that
nodes D60, D49, D14 and D76 represent the most connected and influential members
in this network. Node D60 in particular has the highest value in all four metrics,
which indicates that this person is not only an emergent leader within the network, but
is also an influencer. This makes sense as this node is a member of the academic staff
who has a large number of students that also receives guidance from other members
of staff. Node D76 is also a good target as the node has the second-highest total-
degree centrality value. The node does, however, have a significantly lower eigenvec-
tor centrality value, and the reduced leadership influence may impact the efficacy of
using this node as a target. The ideal situation would involve all four of these indi-
viduals, namely D60, D49, D14 and D76, being targeted in information security
awareness programmes. As these four individuals are likely to have regular meetings
or discussions, any information passed to them should disseminate through the net-
work relatively quickly and naturally.

Subnetwork A

Node RE is not
situated very
centrally in this
network

Mode LR has the highest
Total Degree Centrality,
Betweenness Centrality and
Eigenvector Centrality

Node CP has the higest o
Closeness Centrality

Subnetworks B and C are isolated from subnetwork A as

there are no arcs connecting them
Subnetwork B

Subnetwork C
PG

e @ AG

ns\.// L e

Fig. 2. Social network based on the informal social question



Fig. 3. Formal network of the Computer Science lecturers and post-graduate students

4. Discussion

The organisational structure of universities generally differs from more traditional
organisations in that an academic organisation incorporates a large humber of stu-
dents, which are generally not part of a formal management structure. Universities
also differ from other organisational structures in that the various departments at a
university are quite often isolated from one another. While it is likely that an admini-
stration department may have contact with all the various faculties, it is generally
quite rare for separate faculties to have frequent contact with one another. These as-
pects of an academic organisation make it difficult to target both the staff and the
students at a university. While possible in theory, in practice it is difficult to provide
information security training to both students and staff, as there is no simple way to
organise events of such a size. In addition to the logistical difficulties, neither students
nor staff like attending awareness training sessions, especially if there is a perception
that no new information will be provided. These problems are further compounded by



the financial limitations most universities have to implement in order to remain sol-
vent. Security awareness training for a whole university will likely require significant
funds. Such an investment, as far as most universities are concerned, offers too little
in return.

The two case studies presented in this paper demonstrate that SNA is a feasible al-
ternative to large scale security awareness programmes in an academic environment,
due to a number of reasons. The first of these reasons is that both formal and informal
techniques and relationships can be used to construct social networks, which means
that there is no absolute dependency on specific structures. This is an advantage in
academic environments where a comprehensive formal structure may be limited or
non-existent. Another reason is that a handful of individuals can be identified for
targeted awareness training. This significantly reduces the cost and, as the topics of
the awareness programmes can be selected to correspond to the individual’s level of
information security knowledge, the chances of fatigue are also drastically reduced. A
further advantage is that security awareness can be addressed less formally and more
consistently: as new threats are identified, the various targeted individuals can be
informed with minimal cost and effort. These individuals will also have a known level
of information security knowledge, which will make a continuous programme more
effective. SNA is also a relatively simple method to implement, as software packages
that implement it do not require overly complex data in order to produce results. This
makes the technique relatively easy to implement and use. A final advantage is that
any number of networks can be constructed concurrently in order to target a large
group. If say, for example, two departments have no contact with one another and
their internal organisational structures are too distinct, a network can be constructed
for each department using bordering techniques that are appropriate to each depart-
ment.

5. Conclusion

Information security awareness programmes have to be implemented and used with
great care in order to be effective. In more traditional organisations, formal awareness
programmes are generally used to address information security awareness shortcom-
ings. In academic organisations, where formal structures do not necessarily include all
the members of the organisation, such as students, it is often much more difficult to
conduct effective security awareness training. In this paper, in an attempt to address
some of the problems of conducting security awareness training in an academic envi-
ronment, the feasibility of using SNA to develop targeted awareness programmes was
investigated. Two illustrative examples, one using formal structures and the other
informal relationships, were presented to demonstrate that SNA is a feasible alterna-
tive to formal awareness programmes in an academic environment.

The contribution of this study is that the suggested approach, that may be easier and
faster to use, and reduce certain limitations, such as costs, fatigue, and the inclusion of
information that is inappropriate for the target audience, is indeed feasible. Future



work will include the use of more extensive tests, such as the use of larger sample
groups and the monitoring of information security levels, to demonstrate the usability
of the presented method. These studies will also show how effective, both in terms of
cost and coverage, the proposed method is when compared to untargeted, traditional
awareness programmes.
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