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Preface 

The Information Security Solutions Europe Conference (ISSE) was started in 1999 by EEMA 
and TeleTrusT with the support of the European Commission and the German Federal Minis
try of Technology and Economics. Today the annual conference is a fixed event in every IT 
security professional's calendar. The aim of ISSE is to support the development of a Euro
pean information security culture and especially a cross-border framework for trustworthy IT 
applications for citizens, industry and administration. Therefore, it is important to take into 
consideration both international developments and European regulations and to allow for the 
interdisciplinary character of the information security field. In the five years of its existence 
ISSE has thus helped shape the profile of this specialist area. 

The integration of security in IT applications was initially driven only by the actual security 
issues considered important by experts in the field; currently, however, the economic aspects 
of the corresponding solutions are the most important factor in deciding their success. ISSE 
offers a suitable podium for the discussion of the relationship between these considerations 
and for the presentation of the practical implementation of concepts with their technical, or
ganisational and economic parameters. 

An international programme committee is responsible for the selection of the conference con
tributions and the composition of the programme: 

• Jan Bartelen, ABN AMRa (The Netherlands) 
• Ronny Bjones, Microsoft (Belgium) 
• Alfred Buellesbach, DaimlerChrysler (Germany) 
• Lucas Cardholm, Ernst& Young (Sweden) 
• Roger Dean, EEMA (UK) 
• Marijke De Soete (Belgium) 
• Jos Dumortier, KU Leuven (Belgium) 
• Loup Gronier, XP conseil (France) 
• John Hermans, KPMG (The Netherlands) 
• Frank Jorissen, Silicomp Belgium (United Kingdom) 
• Jeremy Hilton, EEMA (United Kingdom) 
• Matt Landrock, Cryptomathic (Denmark) 
• Karel Neuwirt, The Office for Personal Data Protection (Czech Republic) 
• Sachar Paulus, SAP (Germany) 
• Norbert Pohlmann, TeleTrusT (Germany) 
• Reinhard Posch, TU Graz, (Austria) 
• Bart Preneel, KU Leuven (Belgium) 
• Helmut Reimer, TeleTrusT (Germany) 
• Paolo Rossini, TELSY, Telecom Italia Group (Italy) 
• Ulrich SandI, BMWA (Germany) 
• Wolfgang Schneider, GMD (Germany) 
• Robert Temple, BT (United Kingdom) 



vi Preface 

Many of the presentations at the conference are of use as reference material for the future, 
hence this publication. The contributions are based on the presentations of the authors and 
thus not only document the key issues of the conference but make this information accessible 
for further interested parties. 

The editors have endeavoured to allocate the contributions in these proceedings - which dif
fer from the structure of the conference programme - to topic areas which cover the interests 
of the readers. 

Sachar Paulus Norbert Pohlmann Helmut Reimer 

EEMA (www.eema.org): 

For 16 year, EEMA ha been Europe' 
leading independent, non-profil e-Bu ine 
as ociation, working with it European 
member, governmental bodie, tandard 
organi ation and e-Bu ine lrutlatlve 
throughout Europe to further e-Bu ine 
technology and legi lalion. 

EEMA' remIt I to edu ale and inform 
around 200 Member organi ation on the 
late I de elopmenl and technologie • at th 
same time enabling Member of the a ocia
tion to compare view and idea . The work 
produced by the a ociation with it Mem
bers (projects, paper, eminar, tutorial 
and re-port etc) is funded by both member-
hip ub cription and revenue generated 

through fee-paying events. All of the infor
mation generated by EEMA and its Mem
bers i available to other member free of 
charge. 

Examples of paper produced in recent 
month are:- Role Ba ed Acce Control - a 
V er" Guide, Wirele Deployment Guide
line " Secure e-Mail within tbe Organisa
tion, The impact of XML on exi ting Bu i
nes Proce 'e , PKl V age within er Or
gani ation . EEMA Members, ba ed on a re
quirement from the re t of the Membership, 
contributed all of these paper . Some are tbe 
re ult of many month ' work, and form part 
of a larger project on the ubject. 

TeleTru T (www.teletrust.de): 

TeleTru T was founded in 1989 to promote 
the ecurity of information and communica
tion technology in an open y tem envi
ronment. 

Tbe non-profit organization wa con lituted 
with the aim of: 

• achieving acceptance of the digital ig
nature as an in !rument conferring legal 
validity on electronic tran action ; 

• upporting re earch into method of 
safeguarding electronic data inter
change (ED!). application of its re 'ult . 
and development of tandard in thi 
field; 

• collaborating with in liMe and or
ganization in other countrie witb the 
aim of harmonizing objective and 
tandard within the European Vnion. 

TeleTru T upport the incorporation of 
tru ted services in planned or exi ling IT 
applications of public administration, or
ganisation and indu 'try. Special attention i 
being paid 10 ecure ervice and tbeir man
agement for tru twortby electronic commu
nication. 
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