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Abstract. Multicast content delivery can be expected to become a ma
jor source of revenue with the increase of private broadband fixed and 
mobile communications. Several multicast applications require the re
ceivers to securely send some real-time information back to the source, 
which Ieads to a many-to-one communication scenario. Using unicast 
connections to send this reverse traffic results in a data implosion which 
may swamp the source with incoming communication. In order to avoid 
this problem, a method for aggregating the information as it is being 
sent back to the source is presented in this paper. Confidentiality and 
authentication are guaranteed at the symbol Ievel for this reverse real
time traffic. 
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1 Introduction 

Multicast communication is a paradigm with one source and a group of receivers. 
Examples of multicast communication are cable TV, Internet live transmissions, 
pay-per-view video on demand, etc. 

A multicast system can be represented as a tree structure where the root 
node is the content source, the leaves are users and the intermediate nodes are 
multicast routers. A multicast router receives the content from its parent node 
and forwards it to its child nodes. 

Multicast applications usually result in one-to-many communication from 
the source to the users. Additionally, some multicast applications may require 
the source of the multicast tree to collect data from all users, which results in 
many-to-one communication [Mill99]. Many-to-one applications entail inherent 
scaling problems. Example data that may need tobe collected by the source are 
network monitaring information, fee collection in case of pay-per-view or pay-as
you-watch transmissions, sensor information, resource discovery, etc. Too many 
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simultaneous users sending data to the source can potentially overwhelm the 
latter, a situation usually known as implosionproblern [QuinOl] . In addition to 
requiring solutions to implosion, some many-to-one applications require secure 
and real-time transmission. 

1.1 Gontribution and PlanofThis Paper 

We proposein this paper a scalable and secure protocol for reverse many-to-one 
communication in a multicast tree. Our proposal is based on super-increasing 
sequences and probabilistic additive public-key privacy homomorphisms. Since 
our scheme is designed for real-time reverse traffic, it is assumed that information 
cannot be buffered but should be sent symbol by symbol as these are generated 
by the user. Therefore, security is provided at the symbol level and consists of 
communications secrecy and user authentication. 

Section 2 gives some background on super-increasing sequences and prob
abilistic additive public-key privacy homomorphisms. Section 3 describes the 
mechanism we propose for many-to-one communication. Section 4 deals with 
the security of the proposed scheme. A performance analysis is reported in Sec
tion 5. Section 6 contains some conclusions and suggestions for future work. 

2 Background Concepts 

The basic tools used in our proposal are described next. 

2.1 Super-Increasing Sequences and the Knapsack Problem 

Given a sequence of positive integers S ={Sb 82, ... , Sm-l, Sm} and a value T 
which is the sum of some elements of S, the knapsack problern [Merk78] consists 
of finding a subset S' = {Ba, Sb, ... , Si}, of S whose sum equals T. 

The general knapsack problern is known tobe an NP-complete problem, but 
there are some cases in which the problern can be solved polynomially. This is 
the case when the sequence S is super-increasing. 

A sequence ofpositive integers S = { 81, 82 , ... , Sm-!, Sm} is super-increasing 
if every term is greater than the sum of all previous terms, i. e. 

Given a super-increasing sequence, the knapsack problern can easily be solved 
using the following recursive procedure: 

1. Initially, all values Si greater than T are marked as not being part of the 
solution. 

2. Take the largest unmarked element Si E S and check whether Si :::; T. If the 
check is positive, mark Si as being part of the solution and let T := T- Si. 
Otherwise mark Si as not being part of the solution and leave T unaltered. 
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3. Solve the problern for the rernaining unrnarked elernents inS. 
4. The problern is correctly solved if and only if T equals 0 when all elernents 

in S have been rnarked. 

The schernein this paper uses super-increasing sequences to aggregateinteger 
values in a reversible way. 

2.2 Additive Privacy Homomorphisms 

Privacy hornornorphisrns (PRs) are encryption transforrnations rnapping a set 
of operations on cleartext to another set of operations on ciphertext. Basically, 
PRs are encryption functions E : CT --> CT' allowing a set F' of operations on 
a ciphertext dornain CT' to be carried out without knowledge of the decryption 
function D. Knowledge of D allows the result of the corresponding set F of Op
erations on a cleartext dornain CT to be retrieved. A PR is called additive when 
its set F of cleartext operations contains addition. A PR is called probabilistic if 
the encryption algorithrn E involves sorne randorn rnechanisrn that chooses the 
ciphertext corresponding to a given cleartext frorn a set of possible ciphertexts. 

Privacy hornornorphisrns that will be used in our proposal below rnust be 
additive, probabilistic and public-key. In [John02], it is shown that additive PRs 
are insecure in front of known-cleartext attacks if used for signing. Thus, in our 
scherne the public-key additive PR is only used for encryption. We next give an 
exarnple of a probabilistic additive public-key PR. 

Example 1. The Okarnoto-Uchiyarna [Okarn98) probabilistic public-key cryp
tosystern (OUPR) has an additive hornornorphic property. This probabilistic 
public-key cryptosystern is proven tobe as secure as the intractability of factar
ing n = p2p' against passive adversaries, where p and p' are two large prirnes.D 

3 Secure Many-to-One Bit Transmission 

This section describes our proposal for secure reverse rnany-to-one cornrnunica
tion in a rnulticast context. A basic construction is first described which allows 
transrnission of one binary or ternary syrnbol. A generalization is then presented 
for transrnission of a q-ary symbol or a block of bits. 

3.1 The Basic Construction 

The construction consists of a set-up protocol tobe run before any transrnissions 
are started, and a transrnission protocol to be run for each syrnbol transrnission. 

Protocol 1 (Set-up). 

1. The source chooses parameters l, u , where l will be used below and u is the 
number of users. 
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2. The source generates 2u intervals as follows: 

11 = [1,21 -1] 

lj = [Ijin ,Jjax] = [(2j- 2)(21 - 1) + 2j-l- 1, (2j - 1)(21 - 1) + 2j-l - 1) 

for j = 2 to 2u. 
3. The source generates u keys ki, for i = 1 to u, corresponding to a block 

cipher (e.g. AES). 
4. The source generates a key pair for a probabilistic additive public-key privacy 

homomorphism suchthat its cleartext space is CT = {0, 1, 2, · · · ,p-1} where 
p should be Zarger than 2T!];,ax + 1. After some manipulation, it can be checked 
that the lower bound on p is 

p > (22u- 1)(21+1- 1) (1) 

(E.g., for u = 500 users, p should have 0(103 ) bits.) 
5. The source multicasts the public key PK of the PH and I2J!_J. and I2iin for 

i = 1 to u. In addition the source secretly sends ki to each user Ui, who 
should keep this key confidential (storing it in a tamper-resistant device such 
as a smart card would seem appropriate). 

After set-up, the normal operation of the scheme consists of many-to-one 
transmissions of binary or ternary symbols. In order to collect a binary or ternary 
symbol from each user, the following four-step protocol is used: 

Protocol 2 (Many-to-one binary or ternary transmission). 

1. Transmission request. A challenge message is multicast by the source to all 
users. This challenge contains a random value v. 

2. Message generation. 
(a) When a user Ui receives the challenge message, she computes 

(2) 

where 1i is a one-way collision-free hash function yielding an l-bit integer 
as output. This condition on the output of 1i ensures that S2i-l E 12i-l 

and S2i E l2i, which in turn guarantees that the sequence S = {Si} 
for j = 1, · · ·, 2u is super-increasing. On the other hand, condition (1) 
ensures that no overftow in CT will occur when adding encrypted terms 
of the super-increasing sequence over the ciphertext space CT'. 

(b) Next, each Ui generatesher message as follows : i) Ij she wants to trans
mit a 0 bit value, she generates the message Mi = EPK(S2i-l) where 
EpK(·) stands for the encryption function of the probabilistic additive 
public-key privacy homomorphism used. ii) Ij she wants to transmit a 
1 bit value, she generates Mi = EpK(S2i)). iii) In case of transmitting 
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ternary symbols, a third symbol ( other than 0 and 1) could be transmitted 
if U; sent M; = EPK(Szi- 1 + Sz;). 
Note that, since a probabilistic cryptosystem is being used, the same clear
text message can result in different encrypted messages. Finally U; sends 
M; up to her parent router. 

3. Message aggregation. Intermediate routers receive messages from their child 
routersjusers and do the following: 
( a) Once all expected messages { M;}i have been received, the router aggre

gates them as M = :2:~ Mi, where 2:' stands for the ciphertext operation 
of the privacy homomorphism corresponding to cleartext addition. 

(b) The raut er sends M up to its parent router. 
4. Symbol extraction. When the previous process completes, the source finally 

receives an aggregated message M, from which the transmitted symbols are 
extracted as follows: 
(a) The source constructs the super-increasing sequence S = {Sj} for j = 1 

to 2u using, for each user ui, equations (2). 
(b) The source decrypts M using its private key to recover a value T which 

is used to solve the super-increasing knapsack problem and obtain the 
sequence S' = { Sa, Sb, .. . , Sj} that yields the symbols sent by the users. 
Specifically, there are Jour possible cases for each user Ui: i) If Szi-1 f/. S' 
and Szi f/. S', then U; sent nothing. ii) lf Szi-1 ES' and Szi f/. S', then 
U; sent a bit value 0. iii) If Szi-1 f/. S' and Szi E S' , then Ui sent 
a bit value 1. iv) lf Szi-1 E S' and Sz; E S', then this is an error 
condition in a binary transmission. However, if using ternary symbols, 
this configuration can be used to send the third symbol. 

3.2 A Generalization for q-ary or Block Transmission 

The basic construction given above can be generalized as follows to accomodate 
transmission of q-ary symbols or blocks of bits: 

1. During Protocol 1 generate and publish tu intervals 11 rather than 2u inter
vals. Condition (1) must be modified by replacing 2u with tu. 

2. During Protocol 2: 
(a) Each user U; takes t consecutive intervals Iti-t+1,· · ·, lti and generates 

t terms the super-increasing sequence as: 

for j = 1 tot. 
(b) Now U; can transmit q = 2t - 1 different values by sending the en

crypted sum of a subset chosen among the 2t - 1 non-empty subsets 
of {Sti-t+1 , · · ·, Sti} Note that the encrypted sum of the empty subset 
(i.e. EPK(O)) cannot be used to encode a value in a secure transmission 
because anyone can send it (no authentication) or guess it (no confiden
tiality). Thus, U; can either transmit a q-ary symbol or a block oft - 1 
bits (the first option is clearly less wasteful). 



812 J. Domingo-Ferrer, A. Martfnez-Bal!este, and F. Sebe 

( c) Message aggregation in the generalization stays the same as in Proto
col 2. 

(d) Symbol extraction by the soUTce in the generalization must use the same 
mapping between subsets and q-ary symbol values used by users dUTing 
message generation. This mapping assumed to be public. 

4 Security 

We next state the secUTity properties of our scheme, which are proven in the 
Appendix. 

Property 1 ( Confidentiality). lf a secure probabilistic additive public-key P H 
is used in which there is a negligible probability of obtaining the same ciphertext 
as a resuZt of two independent encryptions of the same cleartext, then an intruder 
cannot determine the symbol transmitted by a user in Protocol 2. 

Property 2 (Authentication). lf a secure public-key PH and a one-way collision
free hash function with l-bit output are used, the following holds: 

1. the probability of successfully impersonating another user when sending a bit 
value to the source is 2-1; 

2. substituting a false message M' for a legitimate message M -=1- M' in the 
current transmission is at least as difficult as impersonation; 

3. substituting a message M' for a legitimate message M i= M' in future trans
missions using information from the current transmission is infeasible. 

5 Performance 

Before presenting the performance comparison below, some preliminary remarks 
are required: 

- The performance criterion considered is the bandwidth required by the re
verse traffi.c. 

- In order to benchmark the performance of oUT system, we will consider an al
ternative system based on unicast transmissions from each user to the source. 
Like in oUT system, the unicast transmissions in the benchmark system will 
be symbol-wise. We assume that the communication is real-time, so that 
symbols are transmitted as they are generated, rather than being buffered 
and transmitted in batches. 
We will require that each symbol transmission in the alternative unicast 
system has the same security properties as transmissions in our system. 

- For the sake of concreteness, we will use OUPH as a privacy homomorphism 
in this section. 
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5.1 A Benchmark Unicast System 

In order to avoid the need of public-key encryption for a usertosend a confiden
tial and authenticated symbol, we must assume that each user Ui shares with 
the source a key ki corresponding to a block cipher (e.g. AES). 

The message M containing the symbol b will thus look like 

M = Edblltsiick), Ui 

where Ek.( ·) stands for the encryption function of the block cipher, ts is a time
stamp, ck is a checksum and Ui is the identity of user Ui. Integrity is ensured 
by ck and ts (the time-stamp prevents replacing future transmissions with past 
transmissions). 

5.2 Comparison 

When u users simultaneously send their encrypted symbols with the benchmark 
unicast system, u(B + log2 u) bits are received by the source, assuming that the 
B is the block bitlength of the block cipher and log2 u is the bitlength of the 
user ideritifier Ui. We assume also that the bitlength of blltslick is less than or 
equal to B. For a block cipher such as AES, at least one has B = 128, so the 
previous assumption is reasonable. 

When u userssend their encrypted bitsjsymbols with our system, all symbol 
transmissions are eventually aggregated into a single message 

M = IT Mi ( mod n) 

which is the only one reaching the source. M can be at most n, so its length is 
log2 n. Equivalently, the bitlength of M is 

IMI = log2 n = log2 (p2p') = 2log2 p + log2 p' = 3log2 p 

where we have used that, in OUPH, n = p2p' with IPI = IP'I· Now, already for 
a moderate number u of users, p can be chosen close to its lower bound (1) 
while remaining large enough for factaring of n = p2p' to be hard, as required 
by OUPH. Therefore, if we use the generalized bound (1) with tu instead of 2u, 
we have 

It can be seen that expression (3) is dominated by 3tu as the number of users 
grows. Therefore, if the number u of users is moderate to large and if the symbol 
bitlength is t < ( B + log2 u) /3, the bandwidth 3tu required by our scheme is less 
than the bandwidth u(B + log2 u) required by the benchmark unicast system. 
Since typical block sizes are as large as B = 64, 128, 192 or 256, the previous 
assumption on the symbol bitlength is reasonable. 
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Besides, our proposal only requires one reverse incoming connection to the 
source, whereas the unicast alternative requires u reverse connections to the 
source, which calls for allocation of additional overhead bandwidth not included 
in the above comparison. 

Note 2. The primary aim of our proposal is reverse bandwidth reduction. It must 
be noticed that this is achieved without increasing the computational burden at 
the source. Symbol extraction during Protocol 2 requires the source to build tu 
terms of a super-increasing sequence and to solve a super-increasing knapsack 
problem. The computational cost of doing this is similar to the cost of the u 
block decryptions required by the unicast benchmark. 

6 Conclusions and Example Applications 

The thrust behind the design of the scheme in this paper was the need to se
curely send real-time reverse information in multicast Scenarios, that is, infor
mation whose symbols should not be buffered but be sent as they are generated. 
This requirement not being exclusive of multicast, our scheme can be applied 
whenever a large number of users or devices must communicate in real-time with 
a single node and there is a risk that the incoming bandwidth available at the 
receiving node may be a bottleneck. Example applications include: 

- Secure multicast. The scheme presented can be used for users to securely 
send keepalive messages to the source, who can keep track of who is logged 
on. A step further is to use the scheme for real-time pay-per-view multicast: 
the users send payment information back to the source, and stop receiving 
multicast contents if they stop sending payment. 

- Secure collection of control information. A control center securely collects 
periodical status information from a large number of sensors or other devices. 
This is similar to sending reverse traffi.c in a multicast scenario. 

The proposed scheme uses super-increasing sequences and probabilistic ad
ditive public-key homomorphic encryption to aggregate traffic. It guarantees 
confidentiality and authentication of the transmitted q-ary symbols. Thanks to 
aggregation, the source only needs to establish one incoming connection. In the 
special case where the Okamoto-Uchiyama PH is used, the required incoming 
bandwidth at the source for u users approximates 3tu bits when each user se
curely transmits one q-ary symbol at a time, with q = 2t - 1. This is not so far 
from the u log2 q ~ tu bits required for insecure transmission of u q-ary symbols. 
Achieving the same security properties using unicast transmissions would typi
cally need Eu bits split in u user-source connections, where B is the block size 
of a block cipher. 
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Appendix 

Proof (Property 1): Without loss of generality and to keep the proof simple, 
we can restriet ourselves to the basic construction given in Section 3.1 , which 
corresponds to the case t = 2 of the general construction sketched in Section 3.2. 
Generalizing the proof to any t is cumbersome but straightforward. Now, assume 
the intruder captures a message M sent by Ui during Protocol 2. This message 
is either EpK(S2i-1), EPK(S2i) or EPK(S2i-l + S2i). Decryption of M is not 
possible because the PH is secure and the intruder does not have access to the 
private key. 

Exhaustive search of the cleartext carried out by M is the other attack strat
egy tobe examined. Now, exhaustive search of the sequence values B2i-l or S2i 
by encrypting candidate values and comparing the result to M is not feasible 
because the PH is probabilistic and there is a negligible probability that two inde
pendent encryptions of the same cleartext yield the same ciphertext. Therefore, 
the above comparison (and thus exhaustive search) will fail with overwhelming 
probability. 0 

Proof (Property 2): By the same argument as for Property 1, we need only 
prove this property for the basic construction. In the impersonation attack, an in
truder who wants to impersonate user ui tries to generate a message EPK(S2i-l), 
EpK(S2i) or EPK(S2i-l + s2i), Now, the intruder needs to compute s2i-l or 
S2i. Each term Sj of the super-increasing sequence S is pseudo-randomly chosen 
within an interval Ij containing 21 integer values. The choice is made using a 
one-way collision-free hash function of the challenge and the secret key ki un
known to the intruder, as shown in equations (2). Thus, the probability of the 
intruder randomly hitting Sj is at most 2- 1. Remark that exhaustive search is 
not feasible, since there is no way of checking whether the right sj has been hit 
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(there is no way for the intruder to make sure whether the message generated 
with the candidate sj is correct). 

A substitution attack can be mounted in the current transmission or in future 
transmissions: 

- In the current transmission, assume the intruder wants to substitute a false 
message M' for an authentic message M sent by Ui, with M'-/=- M . Without 
loss of generality, let M = EPK(S2i); the intruder wants to transform M into 
M' = EpK(S2i-1) or M' = EPK(S2i-1 + s2i)· This requires the following 
steps: i) recover S2i from M; ii) compute S2i-l with knowledge of S2i; iii) 
compute M'. Thus, even if decrypting M at step i) was easy (which it is 
not), solving step ii) is as diffi.cult as mounting a successful impersonation 
attack ( see above). 

- A second possibility is for an internal intruder to use information derived 
from a current transmission of a message by Ui to alter future messages sent 
by Ui. Butthis is infeasible, because in subsequent executions ofProtocol2, a 
different super-increasing sequence will be used to encode the messages which 
does not depend on the current super-increasing sequence (see equations (2)). 

D 


