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Abstract. Most of the routing protocolsin wirelessad hoc networks,such as
DSR,assumenodesare trustworthyand cooperative. This assumptionrenders
wirelessad hocnetworksvulnerableto varioustypesof Denial of Service(DoS)
attacks. We presenta distributedprobing techniqueto detectand mitigateone
typeof DoSattacks,namelymaliciouspacket dropping, in wirelessad hoc net-
works.A maliciousnodecan promiseto forward packetsbut in fact fails to do
so.In our distributedprobingtechnique, everynodein thenetworkwill probethe
other nodesperiodically to detectif any of themfail to performthe forwarding
function.Subsequently, nodestateinformationcanbeutilizedby theroutingpro-
tocolto bypassthosemaliciousnodes.Our experimentsshowthatin a moderately
changingnetwork,theprobingtechniquecandetectmostof themaliciousnodes
with a relativelylow falsepositiverate. Thepacket deliveryrate in thenetwork
canalsobeincreasedaccordingly.
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1 Intr oduction

A wirelessor mobileadhocnetwork (MANET) is formedby agroupof wirelessnodes
which agreeto forwardpacketsfor eachother. Oneassumptionmadeby mostadhoc
routing protocols[16,21] is that every nodeis trustworthy andcooperative. In other
words,if anodeclaimsit canreachanothernodeby acertainpathor distance,theclaim
is trusted.If anodereportsa link break,thelink will no longerbeused.Althoughsuch
anassumptioncansimplify thedesignandimplementationof adhocroutingprotocols,
it doesmake ad hoc networks vulnerableto varioustypesof denialof service(DoS)
attacks,whicharediscussedin detailin Section2.Oneclassof DoSattacksis malicious
packetdropping.A maliciousnodecansilentlydropsomeor all of thedatapacketssent
to it for furtherforwardingevenwhenno congestionoccurs.

Maliciouspacketdroppingattackpresentsanew threatto wirelessadhocnetworks
sincethey lackphysicalprotectionandstrongaccesscontrolmechanism.An adversary�

Researchsupportedin part by NSERC(NaturalSciencesandEngineeringResearchCouncil
of Canada)andMITACS (Mathematicsof InformationTechnologyandComplex Systems)
grants.�	�
Researchsupportedin partby OCIPEP(Office of Critical InfrastructureProtectionandEmer-
gency Preparedness)ResearchFellowship.



caneasilyjoin thenetwork or capturea mobilenodeandthenstartsto disruptnetwork
communicationby silently droppingpackets.It is alsoa threatto theInternetsincethe
varioussoftwarevulnerabilitieswouldallow attackersto gainremotecontrolof routers
on theInternet.If maliciouspacket droppingattackis usedalongwith otherattacking
techniques,suchas shorterdistancefraud, it can createmore powerful attacks(i.e.,
black hole [12]) which maycompletelydisruptnetwork communication.

Currentnetwork protocolsdonot have thecapabilityto detectthemaliciouspacket
droppingattack.Network congestioncontrolmechanismsdonotapplyheresincepack-
etsarenotdroppeddueto congestion.Link layeracknowledgment,suchasIEEE802.11
MAC protocol[1], candetectlink layerbreak,but cannotdetectforwardinglevel break.
Althoughupperlayeracknowledgment,suchasTCPACK, allowsfor detectingend-to-
endcommunicationbreak,it canbeinefficientandit doesnotindicatethenodeatwhich
the communicationbreaks.Moreover suchmechanismis not availablein connection-
lesstransportlayerprotocols,suchasUDP. Therefore,it is importantto developmech-
anismsto rendernetworks the robustnessfor resistingthe maliciouspacket dropping
attack.

In this paper, we presenta proactive distributedprobing techniqueto detectand
mitigatethemaliciouspacketdroppingattack.In our approach,everynodeproactively
monitorsthe forwardingbehavior of othernodes.SupposenodeA wantsto know if
nodeB performsits forwardingfunctions,it will senda probemessageto a nodeone
hopawayfrom nodeB, let ussayto nodeC. C is supposedto respondto theprobemes-
sageby sendingbackanacknowledgmentto A. If A canreceive theacknowledgment
within a certaintime period,it actsasa confirmationthatnodeB forwardedtheprobe
messageto C. With the assumptionthat a probemessageis indistinguishablefrom a
normaldatapacket,A knows thatB will forwardall theotherpackets.

Our experimentsdemonstratethat in a moderatelychangingnetwork, the probing
techniquecandetectmostof the maliciousnodeswith a relatively low falsepositive
rate.Thepacket delivery ratein thenetwork canalsobe increasedif thedetectedma-
licious nodesarebypassedfrom network communication.We arguethat the probing
techniqueis of practicalsignificancesinceit can be implementedin the application
layeranddoesnot requirethemodificationof underlyingroutingprotocols.

The remainderof the paperis organizedasfollows. In Section2, we analyzethe
DoSattacksagainsta network infrastructureandreview thecorrespondingprevention
mechanisms.In Section3, we definefrequentlyusednotationandterminology. In Sec-
tion 4, we presentour solutionfor monitoringwirelessad hocnetworks. In section5,
we describetheimplementationandsimulationof our solution.We concludethepaper
in thelastsection.

2 DoSAttacks on Routing Infrastructur e

Wirelessadhocnetworksarevulnerableto varioustypesof DoSattacks,suchassignal
injection, batterydrain, amongothers.This paperfocuseson the DoS attackson its
routing infrastructure.Basedon the typesof traffic transmittedin a network, we can
classifytheseDoSattacksinto two categories:DoSattackson routing traffic andDoS
attackson datatraffic. Suchclassificationis alsoapplicableto theInternet.



2.1 DoSAttacks on Routing Traffic

An attacker canlaunchDoS attacksagainsta network by disseminatingfalserouting
informationso that establishedroutesfor datatraffic transmissionareundesirableor
invalid. Thereareat leastthreepossibleconsequences.Firstly, datatraffic maybecap-
turedin ablack hole[13] andneverleaveout.For example,in adistancevectorrouting
protocol,anattackercanattractdatatraffic by advertisingshorterdistanceandthendrop
theattractedtraffic. Secondly, datatraffic maynotflow throughroutingpathsfairly and
someof themaredroppeddue to network congestion.For example,an attacker can
avoid sometraffic or redirecttraffic to othernodesby advertisingcarefullycraftedrout-
ing updatemessages.Thirdly, anattackermaydisseminatearbitraryroutinginformation
to misleadotherroutersto createinvalid pathsin their routing table.As a result,data
traffic flowing throughthosepathswill eventuallybedroppeddueto network unreach-
ability or life time expiration(i.e., in presenceof routingloops).

2.2 DoSAttacks on Data Traffic

An attacker canlaunchtwo typesof DoS attackson datatraffic. First, it caninject a
significantamountof datatraffic into the network to clog the network. If thereis no
protectionmechanismin placefor provisioningdatatraffic, legitimateuserpacketswill
bedroppedalongwith maliciousonesastheresultof congestioncontrol. In theworst
case,thenetwork couldbecompletelyshutdown.

Second, if a malicioususermanagesto join a network or compromisea legitimate
router, it cansilently drop someor all of the datapacketstransmittedto it for further
forwarding.Wecall it themaliciouspacketdroppingattack. Maliciouspacketdropping
attackis a seriousthreatto therouting infrastructureof bothMANET andtheInternet
sinceit is easyto launchanddifficult to detect.To launchtheattack,anattacker needs
to gainthecontrolof at leastonerouterin thetargetnetwork. Therouterusedto launch
theattackcanbea specializedrouteror a computerrunningroutingsoftware.To gain
accessto a specializedrouter, an attacker canexplore the softwarevulnerability of a
router(e.g.,buffer overflow) or explore the weaknessof logon authenticationprocess
(i.e.,weakpassword).Many routersrunvulnerablesoftwareandopenthevulnerability
to theworld. For example,a survey [17] on 471Internetroutersshows thatmajority of
themrun SSH,Telnetor HTTP and17%of themacceptconnectionsfrom arbitraryIP
addresses.An attacker canalsoexplore thevulnerabilitiesof routingprotocolsto join
the network with his own computeror a compromisedinsidemachine.This is possi-
ble due to the fact that most routing protocolsonly deploy very weakauthentication
mechanisms,suchasplain text passwords.

2.3 Preventing DoSAttacks on Routing Traffic

Significantwork hasbeendoneto secureroutingprotocolsagainstDoSattacksonrout-
ing traffic. Mostof themapplycryptographictechniques(asymmetricor symmetric)to
authenticatingroutingtraffic.

Asymmetriccryptographictechniques,suchaspublic-key baseddigital signatures,
canbeusedto signroutingmessages[24–26]to preventexternalintrudersfrom joining
the network or maliciousinsidersfrom spoofingor modifying routing messages.The
disadvantagesare:1) They arequiteinefficient sinceboththesignaturegenerationand



verificationprocessinvolve the executionof computationallyexpensive functions.2)
They cannotpreventinternalattacks.

Given the inefficiency of digital signaturemechanisms,someresearchers[7,27]
proposedto usesymmetriccryptographicprimitives(i.e., one-way hashchains,one-
timesignatures,authenticationtree,etc.)for authenticatingroutingmessages.Unfortu-
nately, theseapproachesstill donotpreventattacksfrom compromisedinternalrouters.
Hu, Johnson,andPerrig[13,14] take thestepfurther in securingdistancevectorrout-
ing protocolsby forcing a nodeto increasemetricswhen forwardingrouting update
messages.Therefore,their approachescanpreventcompromisednodesfrom claiming
shorterdistances.Thedisadvantageis thata maliciousnodecanavoid traffic by claim-
ing longerdistances.

2.4 Preventing DoSAttacks on Data Traffic
It hasbeenhypothesizedthata network with QoSsupportcanwell resistDoSattacks
sincemaliciouspacketswill bedroppedin thefirst placewhenfacingnetwork conges-
tion. Otherresearchersproposedmechanisms[3, 6] to tracebackto the origin of the
maliciouspacketswhich causethe network congestionanddrop them in the routers
wherethey first enterinto thevictim network. Ingress/Egressfiltering canalsobehelp-
ful if IP spoofingis utilized in theattack.

Several approacheshave beenproposedto prevent DoS attackson dataforward-
ing level. Perlman[22] proposedhop-by-hoppacket acknowledgmentto detectpacket
droppingin a network. Thedisadvantageis thatit will generatesignificantlyhigh rout-
ing overhead.Cheunget al [8] proposeda probingmethodfor defeatingdenialof ser-
vice attacksin a fixedrouting infrastructureusingneighborhoodprobing.It requiresa
testingrouterto have a privateaddresswhich allows it to generatea packet destinedto
itself but goesthroughthetestedrouter. This requirementis not practicalin MANETs.
A distributedmonitoringapproachis proposedin [4] for detectingdisruptive routers.
Theprotocolis basedon theprinciplethatany packetssentto a routerandnotdestined
to it aresupposedto leave that router. This principal is not applicableto MANET due
to their changingnetwork topology.

Marti et al [19] proposedandimplementedtwo protocolsfor detectingandmiti-
gatingmisbehaving nodesin wirelessad hoc networks by overhearingneighborhood
transmissions.Their methodis very effective for detectingmisbehaviors in one-hop
away. To monitor thebehavior of nodestwo or morehopsaway, onenodehasto trust
andrely on the informationfrom othernodes,which introducesthe vulnerability that
goodnodesmaybebypassedby maliciousor incorrectaccusation.

BucheggerandLe Boudec[5] developedthe CONFIDANT protocol for encour-
agingnodecooperationin dynamicad-hocnetworks.Eachnodemonitorsthebehavior
andmaintainsthereputationof its neighbors.Thereputationinformationmaybeshared
amongfriends.A trust managementapproachsimilar to PrettyGOODPrivacy (PGP)
is usedto validatereceivedreputationinformation.Nodeswith badreputationmaybe
isolatedfrom thenetwork. As a result,nodesareforcedto becooperativefor their own
interest.Our proposedprobingtechniquecanbe usedasoneof the monitoringtech-
niquesin theCONFIDANT protocol.

Awerbuchet al [2] proposeda secureroutingprotocolfor resistingbyzantinefail-
uresin awirelessadhocnetwork. Theprotocolrequiresanultimatedestinationto send



anacknowledgmentbackto thesenderfor eachof its successfullyreceivedpackets.If
thelossrateof acknowledgmentpacketsexceedsthepredefinedthreshold,which is set
to beslightly abovethenormalpacketlossrate,therouteusedfor sendingpacketsfrom
thesourceto thedestinationis detectedasfaultyandabinarysearchprobingtechnique
is deployedto locatethe faulty link. Thedisadvantagesof this protocolare:1) it may
incur significantrouting overhead;2) a datapacket with an insertedprobelist canbe
distinguishedfrom thosewithout probelists,althoughtheprobelist is onionencrypted
andcannotbetamperedenroute.Our proposedprobingtechniquediffersin thatit can
beimplementedabove thenetwork layer(e.g.,basedon UDP),andtheend-to-enden-
cryptionof IP payloadusingpair-wisesharedkeyscanpreventintermediatenodesfrom
distinguishingprobemessagesfrom datapackets.

PadmanabhanandSimon[20] proposeda securetracerouteto locatefaulty routers
in wirednetworks.In theirapproach,endhostswill monitornetwork performance.If an
end-to-endperformancedegradeis detectedby a hostto a destination,a complaintbit
is setin all thesubsequenttraffic to thatdestination.Thecomplaininghostitself or the
routersittingclosestto thecomplaininghostmaystartthetroubleshootingprocessif it
observesenoughcomplaints.It first sendsa securetraceroutepacket to the next hop,
which canbederivedfrom its routingtable.Therouterreceiving thesecuretraceroute
packet is expectedto sendaresponsebackwhichalsoincludesanext hopaddress.This
processrepeatsuntil a faulty routeris located(no responsereceived from it) or every
routeron thepathto theultimatedestinationproveshealthy. Our approachis different
from thesecuretraceroutein that1) ourapproachis proposedfor MANET usingsource
routingprotocols(e.g.,DSR),thesecuretracerouteis mainlyusedin wirednetworks.2)
ourapproachdoesnotrequiremodificationtoexistingroutinginfrastructures,thesecure
traceroutemay needto modify IP layer in orderto monitor performanceproblem;3)
ourapproachutilizesredundantroutinginformationfor diagnosis,thesecuretraceroute
doesnot.

Maliciousnodessilentlydroppingpacketsexhibit thesamebehavior asselfishnodes,
which maychooseto droppacketsfor thesake of saving its own constraintresources,
suchasbatteryor CPUcycle.Selfishnessandits threatto thenetwork performancehave
beenwell studiedby Roughgarden[23]. Incentive mechanismshave beenproposedto
encourageselfishnodesto be cooperative and to forward packets for others.Unfor-
tunately, incentive mechanismsdon’t work for malicioususerssincethey never play
by rules.Our proposedprobingschemecanbeusedto detectandmitigateselfishness
problem.

3 Definitions and Assumptions
3.1 NodeStates
We classify the statesof a nodeasfollows. A nodeis GOOD if it respondsto probe
messagesfor itself and forwardsother probemessagesalong their sourceroutes.A
nodeis BAD if it respondsto probemessagesdestinedto itself but fails in forwarding
probemessagesfor others.A benignlink failuremayalsobedetectedasBAD behavior
if it is notclearedby othermechanisms(e.g.,routeerrorin DSR).A nodeis considered
DOWN if 1) it is a neighbornodeto theprobingnodeandit doesn’t respondto probe
messages;or 2) it is not a neighbornodeand it doesn’t respondto probemessages



throughall the known paths.A nodeis consideredat the UNKNOWN stateif on all
known pathsfrom theprobingnodeto thenode,thereexistsat leastonenodein BAD
or DOWN state.

3.2 Assumptions

Probemessagesare indistinguishablefromnormalpackets. Onelimitation of theprob-
ing techniqueis that it canbe easilydefeatedif probemessagescanbe distinguished
from normaldatapackets.For example,amaliciousnodemayforwardprobemessages,
but dropall theotherdatapackets,therebyavoiding detection.This assumptioncanbe
realizedusingend-to-endencryptionof IP payloadby pair-wise sharedkeys. Sincea
maliciousnodecanunderstandonly the IP header, it doesnot have the informationof
upperlayerprotocols,suchasTCP/UDPport numbers.By implementingthe probing
techniqueabove thenetwork layer (e.g.,basedUDP), anadversarywill not beableto
distinguisha probemessagefrom a otherdatapacket (e.g.,HTTP or SMTP packet).
Someother optionsare: 1) piggybackinga probemessageon a normal datapacket
whichrequiresacknowledgment,suchasTCPSYN. Thedisadvantageis thatsuchdata
packetsmay not be availableduring the time of probing.2) assumingthat an adver-
sarycannotmodify theforwardingsoftwareof thecompromisedrouter. Therefore,the
adversarycanonly make decisionsbasedon IP addresses,which doesnot allow for
distinguishinga probemessagefrom a normaldatapacket.

Multi-hop source routing protocols. The probing techniqueassumesa multi-hop
sourceroutingprotocolsinceaprobingnodeneedsto specifythesourcerouteby which
aprobemessagetakesto getto thedestination.Thisassumptionis practicalsincesome
routingprotocols,suchasDynamicalSourceRouting(DSR)[16], aremulti-hopsource
routingprotocols.

Bi-directionalcommunicationlinks. We assumethat all communicationlinks are
bi-directional.This assumptionis practicalin somewirelessnetworks, suchasIEEE
802.11[1], whereall links have to bebi-directionalfor link layeracknowledgmentto
work.

4 The Distrib uted Probing Scheme

In order to monitor the behavior of mobile nodesby the probingtechnique,we need
to decidewhich nodeshouldprobeandhow far it shouldprobe.Givena network with
n nodes,thereareseveral interestingpossibilities:1) thereis only oneprobingnode
andit probesall the othernodes;2) therearek probingnodes(


���
����
) andeach

probesover a distanceof r (

��������

); 3) thereare n probing nodesand each
probesover a distanceof infinity. The lastapproachis preferredin a MANET sinceit
candetectselective packet dropping(i.e., basedon IP addresses).Anotheradvantage
is thatonenodedoesnot needto rely uponthe informationfrom othernodesto detect
maliciousones.Thedisadvantageis thatit maygeneratesignificantnetwork overhead.
The network overheadcanbe reducedif probemessagespiggybacknormalpackets.
To simplify the problem,we divided the probing techniqueinto threealgorithms:1)
the probing pathselectionalgorithm;2) the probingalgorithm;and3) the diagnosis
algorithm.Thesearedescribedbelow.



4.1 Probing Path SelectionAlgorithm

The probingpathsareselectedsolely from the routing cachemaintainedby a mobile
node.Thereareusuallymany redundantpathsin the routingcache.Althoughprobing
over eachof themmay allow for validatingall the known paths,it will alsoproduce
significantnetwork overhead.The ideal strategy shall selecta minimum numberof
pathsbut allowsfor monitoringtheforwardingbehavior of asmany nodesin therouting
cacheaspossible.Theprobingpathselectionalgorithmreturnsa setof pathswith the
following properties.

1) For any two paths��� and ��� , ��������� . Sinceprobingover a pathcanalways
disclosetheforwardingbehavior of thosenodesin any of its subsets,any pathwhich is
a subsetof anotherpathwill beeliminated.

2) For any two paths� � and � � , if thesecondfarthestnodein � � is an intermediate
nodeof � � , the farthestnodeof � � will be removed. For example,given two paths
� �! #"%$'&($*)+$', and � �- %"%$'./$'0/$*)/$'1/$32 , node , will
beremovedfrom � � . With , in � � , " canmonitortheforwardingfunctionof ) . Since
suchmonitoringcanbeachievedby probingover � � , thereis no needto keep , in � � .) will still bekeptin � � , since" needsto monitor & by sendingaprobemessageto ) .

3) Thelengthof any path(in termsof numberof hops)is greaterthan1. Sincewe
areinterestedin monitoringthe forwardingfunction of mobile nodes,probingover a
onehoppathoffersno information.A probemessageis sentto a neighbornodeonly
whena nodesubsequentto it doesn’t respondto the probemessageandthe probing
nodeneedsto know if theneighbornodeis BAD or hasmovedout of its transmission
range.

4.2 The Probing Algorithm

With a set of selectedprobing paths,the probing algorithm will probeover eachof
them.Givenaprobingpath,thereareat leasttwo waysof probing.Oneway is to probe
from thefarthestnodeto thenearest.Theotherwayis to probefrom thenearestnodeto
thefarthest.Eachhasits own advantagesanddisadvantages.Probingfrom far to nearis
betterif theprobingpathis GOODsinceit takesonly oneprobemessageandprovesthe
goodnessof all theintermediatenodes.But it maytake moreprobemessagesif a BAD
nodeis locatedneartheprobingnode.This methodcanbeappliedto a network where
we have theconfidencethat themajority of thenodesin thenetwork areGOOD. The
advantageof probing from nearto far is that it generatessmallernumberof probing
messagesto detecta BAD nodelocatednearthe probingnode.Anotheradvantageis
thatwe have the prior knowledgeof the statesof all the intermediatenodesalongthe
path to the probednodeexcept its immediatepredecessornode.The disadvantageis
the an intelligent attacker may be able to avoid detectionby forwarding all packets
(including probemessagesdestinedto the downstreamnodes)for a certainperiodof
time immediatelyafterreceiving a probemessagefor itself. A receivedprobemessage
thereforeservesasa signatureto anattacker thata diagnosisprocessis ongoing,andit
would startto behave normally for a shortperiodof time. Othersearchstrategy (e.g.,
binarysearch)canalsobedeployedto reducenetwork overhead.

In this paper, we presentthe algorithmfor the first method,probingfrom the far-
thestnodesto the nearest,sinceit is strongerthan the otheralternativesin detecting



maliciousnodes.For aprobingpath,theprobingnodesendsaprobemessageto thefar-
thestnode.If anacknowledgmentmessageis receivedwithin a certainperiodof time,
all theintermediatenodesareshown to beGOOD.Otherwise,a probemessageis sent
to the secondfarthestnode.This processis repeateduntil one noderespondsto the
probemessageor thenearestnode(a neighbornode)is probedandit is not responsive.
In the lattercase,we know that theneighbornodein theprobedpatheitheris DOWN
or hasmovedout to anotherlocation.Sincetheneighbornodeis not responsive, there
is nothingwe cando to monitortherestnodesin thepath.Therefore,probingover this
pathis stopped.If anintermediatenodeis responsivebut anodesubsequentto it is not,
it is possible:1) theintermediatenodefailedforwardingtheprobemessageto thenext
node;2) thelink betweenthetwo nodesis brokenby locationchange;3) theunrespon-
sivenodeis incapableof respondingto theprobemessage.Thediagnosisalgorithmwill
thenbecalledto decidewhichoneis thecase.

4.3 The DiagnosisAlgorithm

After theprobingnodedetectsanode( 4 � ) is responsivebut thesubsequentnode( 4 �65 � )
is unresponsive, it calls the diagnosisalgorithmto determineif the link 4 �87 4 �65 � is
brokenat thelink level or forwardinglevel.

Theprobingnodefirst searchestheroutingcachefor anotherpathto 49�:5 � . If sucha
pathexists,it will probe4 �65 � throughthispath.If 4 �:5 � is still unresponsive,it searches
the routing cachefor anotherpath.This processrepeatsuntil 1) thereis a route (� )
throughwhich node4 �:5 � is responsive,or 2) theroutingcacheis exhausted.

In case1, thediagnosisalgorithmappends4 � to thepath � andsendsa probemes-
sageto 4 � over � . If an acknowledgmentis received from 4 � , 4 � is diagnosedasBAD
sincethe link 4 �:5 � $ 4 � is goodbut link 4 � $ 4 �65 � is not. Basedon the assumption
thatany link is bidirectional, 4 �87 4 �65 � shouldbe goodat link level. Therefore,it is
brokenat forwardinglevel. If 4 � is unresponsiveover thenew path,thelink 4 �;7 4 �:5 �
is diagnosedasbrokenin link layer. It is alsopossiblethatboth 49� and 49�:5 � areBAD.
Sincethereis no sufficient informationavailableto distinguishthis situationfrom the
link layerbreak,we treatthis situationaslink layerbreak.It causesfalsenegatives.

In case2, node 49�65 � may have moved out from its previous location anda new
path to 49�65 � is not discoveredby the probing nodeyet. It is also possiblethat node
49�:5 � hasmovedout from thenetwork or is DOWN. Althougharoutediscoverymaybe
ableto disclosefurther information,it is alsovery expensive.Therefore,thediagnosis
algorithmsimply treatsnode4 asbeingDOWN.

Whenanodeis detectedasBAD, theroutingcacheis updatedby removingall nodes
subsequentto thebadnode.Whena link is detectedasbroken,theroutingcacheis also
informedandthe link is truncatedfrom all the paths.Whenthe routing cacheaddsa
routeto thecache,it looksup thenodestatetableandtruncatestherouteaccordinglyif
thereis any BAD nodein thepath.

5 Simulations

We study the detectionrateof the probing techniqueandand its impacton network
performanceusingthe NS-2network simulator[18] with the wirelessextensionfrom



Rice University. The simulationis performedon Sun Ultra 10 workstationsrunning
Solaris5.7.

5.1 Simulation Envir onment

Weimplementedtheprobingtechniquein NS-2version2.1b9awith wirelessextension.
Theroutingprotocolwe useis DynamicSourceRouting(DSR)andtheroutingcache
is pathcachewith a primaryanda secondaryFIFO cache[11]. Theprobingtechnique
is implementedasa partof DSRandtheprobemessageis anew typeof DSRpacket.

Wesimulateanetwork with 670mx 670mspaceand50mobilenodes.Thesimula-
tion timeis 100seconds.Themobilenodesmovewithin thenetwork spaceaccordingto
therandomwaypointmobility model[15] with a maximumspeedof 20m/s.Thepause
time is 50 seconds,which representsa network with moderatelychangingtopology.
Thecommunicationpatternswe useare10 constantbit rate(CBR) connectionswith a
datarateof 4 packetspersecond.Thosesimulationparametersarewidely usedby the
community. We chosethemto makeour simulationresultscomparablewith others.

We randomlychoose0, 3, 5, 8, 10, 13, and15 BAD nodesin eachof the simula-
tion. Securityresearcherslike to assumethe worst case,but it rarely happensin real
life. Sinceit is realisticthat the majority of nodesin a network shouldbe GOOD,we
simulateat most 15 BAD nodes,which represent30 percentof the total numberof
nodes.

5.2 Metrics

Wechosethefollowingmetricsfor measuringtheprobingtechnique:1) DetectionRate,
the ratio of the numberof detectedBAD nodesandthe total numberof actualBAD
nodes.2) FalsePositiveRate, theratioof numberof GOODnodesmistakenlydetected
asBAD andthetotal numberof GOODnodes.Thecombinationof this metricandthe
detectionratetells ustheoverall performanceof theprobingtechnique.3) Packet De-
livery Rate, the ratio of total numberof datapacketsreceivedandthe total numberof
datapacketssentin applicationlevel. In our simulation,the datapacketsrefer to the
CBR traffic. 4) NetworkOverhead, the ratio of total numberof routing relatedtrans-
missions(includingall DSRrelatedtraffic andprobemessages)andthetotalnumberof
packet transmissions(including both routing relatedtransmissionsanddatatransmis-
sions).Eachpackethopis countedasonetransmission.

5.3 Simulation Results

We study the probing techniqueusing the above definedmetrics.The standardDSR
(StandardDSR) is usedasa baselineto comparewith the DSR with the extensionof
theprobingtechnique(DSR Probe).We run thesimulation5 timesandall thegraphs
(Figure1) areplottedfrom thedataaveragedfrom the5 runs.

DetectionRate Figure1.ashows the detectionrate.In thebestcase,94%of thebad
nodescanbedetected.In theworstcase,thedetectrateis 76%.Thereareseveralrea-
sonswhy a BAD nodeis not detected.First, the BAD nodeis not in any path in the
routingcacheeachtime whentheprobingtechniquestartsto probe.Sincetheprobing
pathsareselectedsolelybasedonthepathsmaintainedby theroutingcache,if anodeis
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Fig.1. SimulationResults

not containedin any path,its forwardingfunctionwill not bemonitored.Second,there
aretwo consecutiveBAD nodesin apath,andthebadbehavior of oneis hiddenby the
other. The link betweenthe two badnodesis detectedaslink layerbreak,the thebad
behavior is notdetected.Althoughthisaffectsthedetectionrate,it doesnothaveimpact
on packetdelivery ratesincethelink is removedfrom theroutingcachein any way.

False Positive Rate Figure 1.b shows the falsepositive rate. We can seefrom the
graphthat the highestfalsepositive rate is below 9%, which is relatively low. The
falsepositive is causedmainly by nodemovementsincesomelink layer breaksare
detectedas forwarding level misbehavior. Therefore,it will decreasewhen the node
motionbecomesslower.

Packet Delivery Rate The graphof packet delivery rate(Figure1.c) hastwo curves
and they representthe throughputof standardDSR and the DSR with the extension
of theprobingtechnique.Thegraphdemonstratesthat theDSRwith theprobingtech-
niqueextensionalwaysperformsbetterthanthestandardDSR.This is in line with our
expectationsincethebadnodeswhich failed in forwardingpacketsareremovedfrom
theroutingcache.Theresultis thatgoodpathsareusedfor transmittingpackets.

Wecanalsoseefrom thegraphsthatpacketdeliveryratesometimesis higherwhen
thereis a higherpercentageof BAD nodesthanwhenthereis a lower percentageof



BAD nodes.This is contrary to the commonexpectation.As explainedin [19], the
randomnessof NS-2 resultsin this effect dueto the fact that routerepliesmay arrive
at nodesin differentordersin differentruns.Therefore,a nodemaychooseapathwith
BAD nodesin onerunbut chooseagoodpathin anotherrun.
Overhead As shown in Figure1.d,theroutingoverheadis increasedsignificantlywhen
thenetwork topologychangesfasteror thereis a high percentageof BAD nodesin the
network. In both scenarios,a large numberof probemessageshave to be sentout to
finalizethenodestates.Theoverheadcanbereduceddramaticallyif probingmessages
piggybacknormaldatapackets.

6 Conclusion

Wirelessadhocnetworksarevulnerableto varioustypesof DoSattacks.We presented
a distributedprobing techniqueto detectandmigitate the maliciouspacket dropping
attackin MANETs. We implementedtheprobingtechniquein NS-2with wirelessex-
tensions.Our experimentsshow that in a moderatelychangingnetwork, the probing
techniquecandetectmostof themaliciousnodeswith a relative low falsepositiverate.
The packet delivery ratecanalsobe increasedif the nodestateinformationis shared
with routingcache.We think theprobingtechniqueis of practicalsignificancesinceit
canbeimplementedindependentlyfrom routingsoftwareanddoesnot requiremodifi-
cationto theexistinginfrastructure.Thedisadvantageof theprobingtechniqueis thatit
generatesrelatively highnetwork routingoverheadif probemessagesdonotpiggyback
datapackets.
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