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Abstract. Most of the routing protocolsin wirelessad hoc networks,sut as
DSR,assumenodesare trustworthyand coopeative This assumptiorrendes
wirelessad hoc networksvulnemable to varioustypesof Denial of Service(DoS)
attadks. e presenta distributed probing techniqueto detectand mitigate one
type of DoS attadks, namelymaliciouspadket dropping in wirelessad hoc net-
works. A maliciousnodecan promiseto forward padetshbut in fact fails to do
so.In our distributedprobingtechnique everynodein the networkwill probethe
other nodesperiodically to detectif any of themfail to performthe forwarding
function.Subsequentlyodestateinformationcanbe utilized by therouting pro-
tocolto bypasghosemaliciousnodesOur experimentshowthatin amodeately
changingnetwork,the probingtecniquecan detectmostof the maliciousnodes
with a relativelylow false positiverate Thepadet deliveryrate in the network
canalsobeincreasedaccodingly.
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1 Intr oduction

A wirelessor mobileadhocnetwork (MANET) is formedby agroupof wirelessnodes
which agreeto forward pacletsfor eachother Oneassumptiormadeby mostad hoc
routing protocols[16,21] is that every nodeis trustworthy and cooperatie. In other
words,if anodeclaimsit canreachanothemodeby acertainpathor distancetheclaim
is trusted.If anodereportsalink break,thelink will nolongerbeused.Althoughsuch
anassumptiorcansimplify thedesignandimplementatiorof adhocroutingprotocols,
it doesmake ad hoc networks vulnerableto varioustypesof denial of service(DoS)
attackswhicharediscussedh detailin Section2. Oneclassof DoSattackds malicious
pacletdropping.A maliciousnodecansilently dropsomeor all of thedatapacletssent
to it for furtherforwardingevenwhenno congestioroccurs.
Maliciouspacletdroppingattackpresents new threatto wirelessad hocnetworks

sincethey lack physicalprotectionandstrongaccessontrolmechanismAn adwersary
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caneasilyjoin the network or capturea mobile nodeandthenstartsto disruptnetwork
communicatiorby silently droppingpaclets.lt is alsoa threatto the Internetsincethe
varioussoftwarevulnerabilitieswould allow attaclersto gainremotecontrolof routers
ontheInternet.If maliciouspaclet droppingattackis usedalongwith otherattacking
techniquessuchas shorterdistancefraud, it can createmore powerful attacks(i.e.,
black hole[12]) which may completelydisruptnetwork communication.

Currentnetwork protocolsdo not have the capabilityto detectthe maliciouspaclet
droppingattack.Network congestiorcontrolmechanismslo notapplyheresincepack-
etsarenotdroppediueto congestionLink layeracknavledgmentsuchaslEEE802.11
MAC protocol[1], candetectink layerbreak but cannotdetectforwardinglevel break.
AlthoughupperlayeracknavledgmentsuchasTCPACK, allows for detectingend-to-
endcommunicatiorbreak,it canbeinefficientandit doesnotindicatethenodeatwhich
the communicatiorbreaks.Moreover suchmechanisnis not availablein connection-
lesstransportayerprotocols suchasUDP. Thereforejt is importantto developmech-
anismsto rendernetworks the robustnesdor resistingthe maliciouspacket dropping
attack.

In this paper we presenta proactie distributed probing techniqueto detectand
mitigatethe maliciouspaclet droppingattack.ln our approachevery nodeproactively
monitorsthe forwarding behaior of othernodes.SupposenodeA wantsto know if
nodeB performsits forwardingfunctions,it will senda probemessagéo a nodeone
hopaway from nodeB, let ussayto nodeC. C is supposedo respondo theprobemes-
sageby sendingbackan acknavledgmento A. If A canreceve the acknavledgment
within a certaintime period,it actsasa confirmationthatnodeB forwardedthe probe
messagéo C. With the assumptiorthat a probemessageés indistinguishabldrom a
normaldatapaclet, A knowsthatB will forwardall the otherpaclets.

Our experimentsdemonstratehatin a moderatelychangingnetwork, the probing
techniquecan detectmostof the maliciousnodeswith a relatively low false positive
rate.The paclet delivery ratein the network canalsobe increasedf the detectedna-
licious nodesare bypassedrom network communicationWe argue that the probing
techniqueis of practicalsignificancesinceit can be implementedin the application
layeranddoesnot requirethe modificationof underlyingrouting protocols.

The remainderof the paperis organizedasfollows. In Section2, we analyzethe
DoS attacksagainsta network infrastructureandreview the correspondingrevention
mechanismsn Section3, we definefrequentlyusednotationandterminology In Sec-
tion 4, we presenibur solutionfor monitoringwirelessad hoc networks. In section5,
we describeheimplementatiorandsimulationof our solution.We concludethe paper
in thelastsection.

2 DoSAttacks on Routing Infrastructur e

Wirelessadhocnetworksarevulnerableto varioustypesof DoSattacks suchassignal
injection, batterydrain, amongothers.This paperfocuseson the DoS attackson its
routing infrastructure Basedon the typesof traffic transmittedin a network, we can
classifytheseDoS attacksinto two categyories:DoSattadks on routing traffic andDoS
attadkson datatraffic. Suchclassifications alsoapplicableto the Internet.



2.1 DoSAttacks on Routing Traffic

An attacler canlaunchDoS attacksagainsta network by disseminatingalserouting

information so that establishedoutesfor datatraffic transmissiorare undesirableor

invalid. Thereareatleastthreepossibleconsequencesir stly, datatraffic maybe cap-
turedin abladk hole[13] andneverleave out. For example,in adistancevectorrouting

protocol,anattaclercanattractdatatraffic by advertisingshorterdistanceandthendrop

theattractedraffic. Secondlydatatraffic maynotflow throughrouting pathsfairly and

someof themare droppeddueto network congestionFor example,an attacler can

avoid sometraffic or redirecttraffic to othernodesbhy adwertisingcarefully craftedrout-

ing updatemessagedhirdly, anattaclermaydisseminatarbitraryroutinginformation

to misleadotherroutersto createinvalid pathsin their routing table.As a result,data
traffic flowing throughthosepathswill eventuallybe droppeddueto network unreach-
ability or life time expiration (i.e., in presencef routingloops).

2.2 DoSAttacks on Data Traffic

An attacler canlaunchtwo typesof DoS attackson datatraffic. First, it caninjecta
significantamountof datatraffic into the network to clog the network. If thereis no
protectionmechanisnin placefor provisioningdatatraffic, legitimateuserpaclketswill
be droppedalongwith maliciousonesastheresultof congestiorcontrol. In the worst
casethenetwork couldbe completelyshutdavn.

Secondif a malicioususermanagedo join a network or compromisea legitimate
router, it cansilently drop someor all of the datapacketstransmittecto it for further
forwarding.We call it the maliciouspadketdroppingattadk. Maliciouspacletdropping
attackis a seriousthreatto therouting infrastructureof both MANET andthe Internet
sinceit is easyto launchanddifficult to detect.To launchthe attack,an attacler needs
to gainthecontrolof atleastonerouterin thetargetnetwork. Therouterusedto launch
the attackcanbe a specializedouteror a computerrunningrouting software. To gain
accesdo a specializedrouter, an attacler can explore the software vulnerability of a
router(e.qg.,buffer overflow) or explore the weaknes®of logon authenticatiorprocess
(i.e.,weakpassverd). Many routersrun vulnerablesoftwareandopenthe vulnerability
to theworld. For example,a surey [17] on 471 Internetroutersshavs thatmajority of
themrun SSH, Telnetor HTTP and17% of themacceptconnectiongrom arbitrary P
addressedAn attacler canalsoexplore the vulnerabilitiesof routing protocolsto join
the network with his own computeror a compromisednside machine.This is possi-
ble dueto the fact that mostrouting protocolsonly deploy very weak authentication
mechanismssuchasplain text passverds.

2.3 Preventing DoS Attacks on Routing Traffic

Significantwork hasbeendoneto secureroutingprotocolsagainsDoSattackson rout-
ing traffic. Most of themapply cryptographidechniquegasymmetricor symmetric)to
authenticatingoutingtraffic.
Asymmetriccryptographigechniquessuchaspublic-key baseddigital signatures,
canbeusedto signroutingmessagef24—26]to preventexternalintrudersfrom joining
the network or maliciousinsidersfrom spoofingor modifying routing messagesrhe
disadantagesre:1) They arequiteinefficient sinceboththe signaturegeneratiorand



verification processinvolve the executionof computationallyexpensve functions.2)
They cannotpreventinternalattacks.

Given the inefficiency of digital signaturemechanismssomeresearcher$7, 27]
proposedo usesymmetriccryptographicprimitives (i.e., one-way hashchains,one-
time signaturesauthenticationree,etc.)for authenticatingoutingmessagegJnfortu-
nately theseapproachestill do not preventattacksfrom compromisednternalrouters.
Hu, JohnsonandPerrig[13, 14] take the stepfurtherin securingdistancevectorrout-
ing protocolshy forcing a nodeto increasemetricswhen forwarding routing update
messagesl herefore their approachesanpreventcompromisecodesfrom claiming
shorterdistancesThe disadwantages thata maliciousnodecanavoid traffic by claim-
ing longerdistances.

2.4 Preventing DoS Attacks on Data Traffic

It hasbeenhypothesizedhat a network with QoS supportcanwell resistDoS attacks
sincemaliciouspacletswill bedroppedn thefirst placewhenfacingnetwork conges-
tion. Otherresearcherproposedmechanismg$3, 6] to tracebackto the origin of the
malicious pacletswhich causethe network congestionand drop themin the routers
wherethey first enterinto thevictim network. Ingress/Egessfiltering canalsobe help-
ful if IP spoofingis utilized in the attack.

Several approache$iave beenproposedo prevent DoS attackson dataforward-
ing level. Perlman[22] proposechop-by-hoppaclet acknavledgmento detectpaclet
droppingin a network. The disadwantagds thatit will generatesignificantlyhigh rout-
ing overheadCheunget al [8] proposeda probingmethodfor defeatingdenial of ser
vice attacksin afixedroutinginfrastructureusingneighborhoodrobing.It requiresa
testingrouterto have a privateaddressvhich allows it to generatea paclet destinedo
itself but goesthroughthetestedrouter This requirements not practicalin MANETS.
A distributed monitoringapproachs proposedn [4] for detectingdisruptive routers.
Theprotocolis basedn the principlethatary pacletssentto arouterandnotdestined
to it aresupposedo leave thatrouter This principalis not applicableto MANET due
to their changingnetwork topology

Marti et al [19] proposedand implementedwo protocolsfor detectingand miti-
gatingmisbeh&ing nodesin wirelessad hoc networks by overhearingneighborhood
transmissionsTheir methodis very effective for detectingmisbehaiors in one-hop
away. To monitorthe behaior of nodestwo or morehopsaway, onenodehasto trust
andrely on the informationfrom othernodes which introducesthe vulnerability that
goodnodesmaybebypassedby maliciousor incorrectaccusation.

Bucheggerand Le Boudec[5] developedthe CONFIDANT protocolfor encour
agingnodecooperatiorin dynamicad-hocnetworks. Eachnodemonitorsthe behavior
andmaintainghereputatiorof its neighborsThereputationinformationmaybeshared
amongfriends.A trustmanagemenapproactsimilar to Pretty GOOD Privacy (PGP)
is usedto validaterecevedreputationinformation.Nodeswith badreputationmay be
isolatedfrom the network. As aresult,nodesareforcedto be cooperatie for their own
interest.Our proposedprobingtechniquecan be usedas one of the monitoringtech-
niquesin the CONFIDANT protocol.

Awerhuch et al [2] proposeda securerouting protocolfor resistingbyzantinefail-
uresin awirelessadhocnetwork. The protocolrequiresanultimatedestinatiorto send



anacknavledgmentbackto the senderfor eachof its successfullyreceved paclets.If
thelossrateof acknavledgmentpacletsexceedghe predefinedhresholdwhichis set
to beslightly abovethe normalpacletlossrate,therouteusedfor sendingpacletsfrom
thesourceto the destinations detectedasfaulty andabinary searchprobingtechnique
is deployedto locatethe faulty link. The disadwantagef this protocolare: 1) it may
incur significantrouting overhead?) a datapacket with aninsertedprobelist canbe
distinguishedrom thosewithout probelists, althoughthe probelist is onionencrypted
andcannotbetamperedenroute.Our proposedrobingtechniquediffersin thatit can
be implementedhbore the network layer (e.g.,basecon UDP), andthe end-to-enden-
cryptionof IP payloadusingpair-wisesharedeys canpreventintermediatanodesrom
distinguishingprobemessagefom datapaclets.

Padmanabhaand Simon[20] proposed securdraceroutdo locatefaulty routers
in wired networks.In theirapproachendhostswill monitornetwork performancelf an
end-to-endherformancelegradeis detectedoy a hostto a destinationa complaintbit
is setin all the subsequenttaffic to thatdestinationThe complaininghostitself or the
routersitting closesto the complaininghostmay startthe troubleshootingrocessf it
obsenesenoughcomplaints.It first sendsa securetraceroutepaclet to the next hop,
which canbe derivedfrom its routing table. The routerreceving the secureraceroute
pacletis expectedo sendaresponséackwhich alsoincludesa next hopaddressThis
procesgepeatauntil a faulty routeris located(no responseeceved from it) or every
routeron the pathto the ultimatedestinationproveshealthy Our approachis different
from thesecurdracerouten that1) ourapproachs proposedor MANET usingsource
routingprotocols(e.g.,DSR),thesecurdraceroutas mainly usedn wired networks.2)
ourapproachdoesnotrequiremodificationto existingroutinginfrastructuresthesecure
traceroutemay needto modify IP layerin orderto monitor performanceproblem;3)
ourapproachutilizesredundantoutinginformationfor diagnosisthe securdraceroute
doesnot.

Maliciousnodessilently droppingpaclketsexhibit thesamebehavior asselfishnodes,
which may chooseto drop pacletsfor the sale of saring its own constraintresources,
suchasbatteryor CPUcycle. Selfishnesandits threatto thenetwork performancéave
beenwell studiedby Roughgardefi23]. Incentve mechanisméave beenproposedo
encourageselfishnodesto be cooperatie andto forward paclets for others.Unfor-
tunately incentve mechanismslon’t work for malicioususerssincethey never play
by rules.Our proposedorobingschemecanbe usedto detectand mitigate selfishness
problem.

3 Definitions and Assumptions

3.1 NodeStates

We classifythe statesof a nodeasfollows. A nodeis GOODIf it respondgo probe
messagesor itself and forwardsother probe messagesilong their sourceroutes.A
nodeis BAD if it respondgo probemessagedestinedo itself but fails in forwarding
probemessagefor others A benignlink failuremayalsobedetectecasBAD behaior
if it is notclearedby othermechanismée.g.,routeerrorin DSR).A nodeis considered
DOWNIf 1) it is a neighbornodeto the probingnodeandit doesnt respondo probe
messagesor 2) it is not a neighbornodeand it doesnt respondto probe messages



throughall the known paths.A nodeis consideredat the UNKNOWNN stateif on all
known pathsfrom the probingnodeto the node,thereexists at leastonenodein BAD
or DOWN state.

3.2 Assumptions

Probemessgesare indistinguishabldromnormalpadets Onelimitation of the prob-
ing techniqueis thatit canbe easilydefeatedf probemessagesanbe distinguished
from normaldatapaclkets.For example amaliciousnodemayforwardprobemessages,
but dropall the otherdatapaclets,therebyavoiding detection.This assumptiorcanbe
realizedusing end-to-endencryptionof IP payloadby pairwise sharedkeys. Sincea
maliciousnodecanunderstananly the IP headerit doesnot have the informationof
upperlayer protocols,suchas TCP/UDPport numbers By implementingthe probing
techniqueabove the network layer (e.g.,basedJDP), an adwersarywill not be ableto
distinguisha probemessagdrom a otherdatapaclet (e.g.,HTTP or SMTP paclet).
Someother optionsare: 1) piggybackinga probe messagen a normal data paclet
whichrequiresacknavledgmentsuchasTCP SYN. Thedisadwantagds thatsuchdata
paclets may not be available during the time of probing.2) assumingthat an adver
sarycannotmodify the forwardingsoftwareof the compromisedouter Thereforethe
adwersarycan only make decisionsbasedon IP addresseswhich doesnot allow for
distinguishinga probemessagérom a normaldatapaclet.

Multi-hop source routing protocols The probing techniqueassumes multi-hop
sourceroutingprotocolsinceaprobingnodeneedgo specifythesourcerouteby which
aprobemessag¢akesto getto thedestinationThis assumptions practicalsincesome
routingprotocols suchasDynamicalSourceRouting(DSR)[16], aremulti-hopsource
routing protocols.

Bi-directional communicatiorlinks. We assumethat all communicatiorlinks are
bi-directional. This assumptioris practicalin somewirelessnetworks, suchas|EEE
802.11[1], whereall links have to be bi-directionalfor link layeracknavledgmento
work.

4 The Distrib uted Probing Scheme

In orderto monitor the behaior of mobile nodesby the probingtechniquewe need
to decidewhich nodeshouldprobeandhow farit shouldprobe.Givena network with
n nodes thereare several interestingpossibilities: 1) thereis only one probing node
andit probesall the othernodes;2) therearek probingnodes(1 < k < n) andeach
probesover a distanceof r (1 < r < 00); 3) thereare n probing nodesand each
probesover a distanceof infinity. Thelastapproachs preferredin a MANET sinceit
candetectselectve packet dropping(i.e., basedon IP addresses)\notheradwantage
is thatonenodedoesnot needto rely upontheinformationfrom othernodesto detect
maliciousones.Thedisadwantages thatit may generatssignificantnetwork overhead.
The network overheadcan be reducedif probemessagepiggybacknormal paclets.
To simplify the problem,we divided the probingtechniqueinto threealgorithms:1)
the probing path selectionalgorithm; 2) the probing algorithm; and 3) the diagnosis
algorithm.Thesearedescribedelow.



4.1 Probing Path SelectionAlgorithm

The probing pathsare selectedsolely from the routing cachemaintainedoy a mobile
node.Thereareusuallymary redundanpathsin the routing cache Although probing
over eachof themmay allow for validatingall the known paths,it will alsoproduce
significantnetwork overhead.The ideal stratgy shall selecta minimum number of
pathsbut allows for monitoringtheforwardingbehaior of asmary nodesn therouting
cacheaspossible.The probingpathselectionalgorithmreturnsa setof pathswith the
following properties.

1) For ary two pathsp; andp;, p; ¢ p;. Sinceprobingover a path canalways
disclosethe forwardingbehavior of thosenodesn ary of its subsetsarny pathwhichis
asubsebf anothempathwill beeliminated.

2) For ary two pathsp; andp;, if the secondrarthestnodein p; is anintermediate
nodeof p;, the farthestnode of p; will be removed. For example,given two paths
p=A—->B—>C—->Dandpp = A —FE—-F - C — G — H,nodeD will
beremovedfrom p;. With D in p;, A canmonitorthe forwardingfunctionof C'. Since
suchmonitoringcanbe achiezed by probingover p,, thereis no needto keepD in p;.
C will still bekeptin p, sinceA needgo monitor B by sendingaprobemessagéo C.

3) Thelengthof any path(in termsof numberof hops)is greaterthanl. Sincewe
areinterestedn monitoringthe forwardingfunction of mobile nodes,probingover a
onehop pathoffers no information. A probemessagés sentto a neighbornodeonly
whena nodesubsequento it doesnt respondto the probe messagend the probing
nodeneedso know if the neighbornodeis BAD or hasmovedout of its transmission
range.

4.2 The Probing Algorithm

With a setof selectedprobing paths,the probing algorithmwill probe over eachof
them.Givenaprobingpath,thereareatleasttwo waysof probing.Oneway s to probe
from thefartheshodeto thenearestTheotherway is to probefrom theneareshodeto
thefarthestEachhasits own advantagesnddisadwantagesProbingfrom farto nearis
betterif the probingpathis GOODsinceit takesonly oneprobemessagandprovesthe
goodnes®f all theintermediatenodes But it maytake moreprobemessages a BAD
nodeis locatednearthe probingnode.This methodcanbe appliedto a network where
we have the confidencehat the majority of the nodesin the network are GOOD. The
advantageof probingfrom nearto far is thatit generatesmallernumberof probing
message$o detecta BAD nodelocatednearthe probing node.Anotheradwantageis
thatwe have the prior knowledgeof the statesof all the intermediatenodesalongthe
pathto the probednodeexceptits immediatepredecessonode. The disadwantageis
the an intelligent attacler may be able to avoid detectionby forwarding all paclets
(including probemessagesestinedto the downstreamnodes)for a certainperiod of
time immediatelyafterreceving a probemessagéor itself. A receved probemessage
thereforesenesasa signatureto anattacler thata diagnosigprocesss ongoing,andit
would startto behase normally for a shortperiod of time. Othersearchstratgy (e.g.,
binarysearchanalsobe deployedto reducenetwork overhead.

In this paper we presenthe algorithmfor the first method,probingfrom the far-
thestnodesto the nearestgsinceit is strongerthanthe otheralternatvesin detecting



maliciousnodes For aprobingpath,theprobingnodesendsaprobemessagé¢o thefar-
thestnode.If anacknavledgmentmessagés recevedwithin a certainperiodof time,
all theintermediatenodesareshovn to be GOOD. Otherwise a probemessagés sent
to the secondfarthestnode. This processis repeateduntil one noderespondso the
probemessager the neareshode(a neighbomode)is probedandit is notresponsie.
In the latter case we know thatthe neighbornodein the probedpatheitheris DOWN
or hasmovedout to anotherocation.Sincethe neighbornodeis not responsie, there
is nothingwe cando to monitortherestnodesin the path. Therefore probingover this
pathis stoppedIf anintermediatenodeis responsie but anodesubsequertb it is not,
it is possible:1) theintermediatenodefailed forwardingthe probemessagé¢o the next
node;2) thelink betweerthetwo nodess brokenby locationchange3) theunrespon-
sive nodeis incapableof respondingo the probemessageThediagnosisalgorithmwill
thenbecalledto decidewhich oneis thecase.

4.3 The DiagnosisAlgorithm

After the probingnodedetectsa node(v;) is responsie but the subsequentode(v;+1)
is unresponsie, it calls the diagnosisalgorithmto determineif thelink v; < v; 41 is
brokenatthelink level or forwardinglevel.

Theprobingnodefirst searchegheroutingcachefor anothepathto v; 41 . If sucha
pathexists,it will probev;,; throughthis path.If v;1 is still unresponsie,it searches
the routing cachefor anotherpath. This processrepeatsuntil 1) thereis a route (p)
throughwhich nodev;; is responsie, or 2) therouting cacheis exhausted.

In casel, the diagnosisalgorithmappends; to the pathp andsendsa probemes-
sageto v; over p. If anacknavledgments received from v;, v; is diagnosedas BAD
sincethelink v;; — v; is goodbut link v; — ;41 IS not. Basedon the assumption
thatary link is bidirectional,v; + v;;11 shouldbe goodat link level. Therefore,it is
brokenat forwardinglevel. If v; is unresponsie overthe new path,thelink v; < v;11
is diagnosedasbrokenin link layer. It is alsopossiblethatbothv; andv;; areBAD.
Sincethereis no sufficient informationavailableto distinguishthis situationfrom the
link layerbreak,we treatthis situationaslink layerbreak.lt causegalsenegatives.

In case2, nodew;;1 may have moved out from its previous locationand a new
pathto v;4+1 is not discoveredby the probing nodeyet. It is also possiblethat node
vi+1 hasmovedoutfrom the network or is DOWN Althougharoutediscorery maybe
ableto disclosefurtherinformation,it is alsovery expensve. Therefore the diagnosis
algorithmsimply treatsnodev asheingDOWN

Whenanodeis detectecasBAD, theroutingcaches updatedy removing all nodes
subsequertb thebadnode.Whenalink is detectedasbroken,theroutingcaches also
informedandthe link is truncatedfrom all the paths.Whenthe routing cacheaddsa
routeto thecachejt looksup the nodestatetableandtruncategsherouteaccordinglyif
thereis any BAD nodein the path.

5 Simulations

We study the detectionrate of the probingtechniqueandandits impacton network
performancausingthe NS-2network simulator[18] with the wirelessextensionfrom



Rice University. The simulationis performedon Sun Ultra 10 workstationsrunning
Solarisb5.7.

5.1 Simulation Environment

We implementedheprobingtechniquen NS-2version2.1b9awith wirelessextension.
The routing protocolwe useis Dynamic SourceRouting(DSR) andthe routing cache
is pathcachewith a primaryanda secondaryFIFO cache[11]. The probingtechnique
is implementedasa partof DSRandthe probemessagés a new type of DSR paclet.

We simulatea network with 670mx 670mspaceand50 mobilenodesThesimula-
tiontimeis 100secondsThemobilenodesmovewithin thenetwork spaceaccordingo
therandomwaypointmobility model[15] with a maximumspeedof 20m/s.The pause
time is 50 secondswhich representsa network with moderatelychangingtopology
The communicatiorpatternsve useare 10 constanbit rate(CBR) connectionsith a
datarateof 4 pacletspersecondThosesimulationparametergrewidely usedby the
community We chosethemto make our simulationresultscomparablevith others.

We randomlychoose0, 3, 5, 8, 10, 13, and 15 BAD nodesin eachof the simula-
tion. Securityresearchertike to assumehe worst case but it rarely happensn real
life. Sinceit is realisticthatthe majority of nodesin a network shouldbe GOOD,we
simulateat most 15 BAD nodes,which represenBB0 percentof the total numberof
nodes.

5.2 Metrics

We chosethefollowing metricsfor measuringheprobingtechniquel) DetectionRate
the ratio of the numberof detectedBAD nodesandthe total numberof actualBAD
nodes?2) FalsePositiveRate theratio of numberof GOOD nodesanistalenly detected
asBAD andthetotal numberof GOOD nodes.The combinationof this metricandthe
detectionratetells usthe overall performanceof the probingtechnique 3) Packet De-
livery Rate theratio of total numberof datapacletsrecevedandthe total numberof
datapacletssentin applicationlevel. In our simulation,the datapacletsreferto the
CBR traffic. 4) NetworkOverhead the ratio of total numberof routing relatedtrans-
missiongincludingall DSRrelatedtraffic andprobemessagesndthetotal numberof
paclet transmissiongincluding both routing relatedtransmissiongnd datatransmis-
sions).Eachpaclethopis countedasonetransmission.

5.3 Simulation Results

We study the probing techniqueusing the above definedmetrics. The standardDSR

(StandardDSR) is usedasa baselineto comparewith the DSR with the extensionof

the probingtechniqug(DSR_Probe).We run the simulation5 timesandall the graphs
(Figurel) areplottedfrom the dataaveragedrom the 5 runs.

Detection Rate Figurel.ashows the detectionrate.In the bestcase 94% of the bad
nodescanbe detectedIn theworstcase the detectrateis 76%. Thereare severalrea-
sonswhy a BAD nodeis not detectedFirst, the BAD nodeis notin ary pathin the
routing cacheeachtime whenthe probingtechniquestartsto probe.Sincethe probing
pathsareselectedolelybasednthe pathsmaintainedy theroutingcachejf anodeis
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Fig. 1. SimulationResults

not containedn ary path,its forwardingfunctionwill not be monitored.Secondhere
aretwo consecutie BAD nodesn apath,andthe badbehaior of oneis hiddenby the
other Thelink betweenthe two badnodesis detectedaslink layer break,the the bad
behaior is notdetectedAlthoughthis affectsthedetectiorrate it doesnothaveimpact
on pacletdeliveryratesincethelink is removedfrom theroutingcachen ary way.

False Positive Rate Figure 1.b shavs the false positive rate. We can seefrom the
graphthat the highestfalse positive rate is belov 9%, which is relatively low. The
falsepositive is causedmainly by node movementsincesomelink layer breaksare
detectedas forwarding level misbehaior. Therefore,it will decreasevhenthe node
motionbecomeslower.

Packet Delivery Rate The graphof paclet delivery rate (Figure 1.c) hastwo curves
andthey representhe throughputof standardDSR and the DSR with the extension
of the probingtechniqueThe graphdemonstratethatthe DSR with the probingtech-
niqueextensionalwaysperformsbetterthanthe standardSR. Thisis in line with our
expectationsincethe badnodeswhich failed in forwardingpacletsareremovedfrom
theroutingcache Theresultis thatgoodpathsareusedfor transmittingpaclets.

We canalsoseefrom thegraphsthatpaclket delivery ratesometimess higherwhen
thereis a higherpercentagef BAD nodesthanwhenthereis a lower percentagef
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BAD nodes.This is contraryto the commonexpectation.As explainedin [19], the
randomnessf NS-2 resultsin this effect dueto the fact that route repliesmay arrive
atnodedn differentordersin differentruns.Thereforea nodemay choosea pathwith
BAD nodesin onerun but choosea goodpathin anothemrun.

Overhead As shavnin Figurel.d,theroutingoverheads increasedaignificantlywhen
the network topologychangegasteror thereis a high percentagef BAD nodesn the
network. In both scenariosa large numberof probemessagebsave to be sentout to
finalizethenodestatesThe overheacdtanbereduceddramaticallyif probingmessages
piggybacknormaldatapaclets.

6 Conclusion

Wirelessadhocnetworksarevulnerableto varioustypesof DoS attacksWe presented
a distributed probing techniqueto detectand migitate the maliciouspacket dropping
attackin MANETSs. We implementedhe probingtechniquein NS-2with wirelessex-
tensions.Our experimentsshav thatin a moderatelychangingnetwork, the probing
techniquecandetectmostof the maliciousnodeswith arelative low falsepositive rate.
The paclet delivery rate canalsobe increasedf the nodestateinformationis shared
with routing cache We think the probingtechniqueis of practicalsignificancesinceit
canbeimplementedndependentlyrom routing softwareanddoesnot requiremodifi-
cationto theexistinginfrastructureThe disadwantageof the probingtechniques thatit
generateselatively high network routingoverheadf probemessagedo notpiggyback
datapaclets.
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