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Abstract. The development of UNICORE started as a Grid-enabling
middleware with a monolithic security policy that restricted Grid activities
to a set of users whose credentials (X.509 certificates) are pre-recorded in a
UNICORE User Database (UUDB), and to a task distribution completely
defined at job-submission time because the sub-jobs have to be signed by
the user with his private key. Later on projects aiming at allowing a re-
stricted interoperability with other Grid middleware lead to the adoption
of more flexible approaches like the the Explicit Trust Delegation (ETD).
ETD involves implicitly a more general concept: That of an attribute or
role which is attached to an identified and authenticated entity and which
defines the extent of the authorisations granted to that entity by the target
resource. Extending this concept to other authorisation-related aspects of
Grid computing is today an area of intensive research, that should also be
taken up by the UNICORE developers in order to enable the creation of
Virtual Organisations (VOs) that are able to take security as seriously as
necessary, and to opt for flexibility as much as possible.

1 General Remarks

Virtual Organisations (VOs) that make up the organisational units which use
Grid resources have two almost contradictory requirements: (1) Security that is
the prime requirement for the establishment of the trust required when allowing
the interoperation of resources belonging to different administration domains,
and (2) Flexibility that enable VOs to easily adapt to structures in user mem-
bership and resources changing during their lifetime.

The initial decision of the UNICORE design was to give security an overriding
primacy that resulted in a very strict and rather inflexible Security Model [I],
that originally didn’t foresee any interoperability with other Grid middleware.
Nevertheless the modular design of UNICORE eases the implementation of new
UNICORE Security Models that are more suitable to the security and working
requirements of VOs as seen as result of the continuing Grid research.

Departing from the traditional OS views on security, and analysing security
and authorisation models in real organisations recent projects came up with new
approaches to secure and flexible authorisation schemes.
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2 Identification and Authorisation in an Organisation

2.1 Identification

In any organisation the security of internal and external operations relies on the
identification of the actors and the authorisations granted to them in any pos-
sible action scenario, including (manual or automated) information processing.
Virtual Organisations on the Grid have the same requirements.

Employees and collaborators as well as resources must be uniquely identifiable
in order to allow a well co-ordinated and optimisable running of the operation. In
plans and reports their respective tasks, rights and responsibilities are attached
to their identifiers; for people this is generally their common name possibly
extended by e.g. a function title or an affiliation with a department.

2.2 Attributes of Entities

In bigger organisations a comprehensive list of individually named human and
non-human resources may not be practical. In this case functions or roles with
their rights, privileges and duties may be defined and attributed in a many-
to-many relationship to individual resources. Overall work can thus be defined,
planned, carried out and reported upon as a function of these attributes. The
details including the assignments can be left to the possibly dislocated depart-
ments. These smaller units are also better suited to track promotions (or de-
motions), changes of responsibilities and privileges of their local personel, and
new or modified non-human resources. Only modifications in terms of changed
organigrams or roles need to be passed on to the higher company echelons.

2.3 Authorisation

When it comes to empowerments and thus responsibilities, the company poli-
cies should be defined as a function of roles and attributes of the entity (e.g.
clearance), not of the name of individuals. If a person may assume different roles
within the organisation its empowerment should be defined with regard to the
role he is actually assuming when performing a certain task. In analogy the se-
curity levels of computer systems (including their environment) have to be at
the basis of decisions on which applications are handed over to which hosts.

When organisations are co-operating in projects new authorisation challenges
arise:

e cach partner provides collaborators which have certain roles and capabilities,
e within the project and even the project phases project roles are defined.

For some actions some capabilities for the project as well as some defined within
an individual partner organisation may be required. Projects spanning bound-
aries will thus base their authorisation decisions on the direct product of the
authorisation attributes of the individuals in their home organisations and those
defined within the projects.
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3 Organisations in the Grid

The co-operative use of resources connected by the Internet (or any other net-
work of local networks) and belonging to independent administration domains —
the Grid — requires the formation of Virtual Organisations which must define
a matrix of authorisations based on the policies regulating the authorisations
within a domain and those agreed upon in the projects leading to the establish-
ment of a VO.

The communication power of the Grid makes the creation of flexible inter-
organisational projects very attractive. The flexibility of the VOs being such an
asset also means that frequent changes at short notice may happen, be it on the
user side or on the side of the resources. These changes generally bring about
modifications of the authorisation matrix.

4 Identification and Authentication on the Grid

The multi-administration structure of the Grid requires that the identity of
consumers and resources be stated unambiguously despite the many different
organisations responsible for them. This is made possible by the establishment
of X.509 Public Key Infrastructures (PKI) [4] where the public key of a cryp-
tographic key pair is embedded in a certificate which i.a. contains a unique
identifier for the entity owning the key pair, and is digitally signed by a “trusted
third party”, a trusted Certification Authority (CA). This certificate, for which
the CA declares that its identification item (the Distinguished Subject Name,
Subject DN) is uniquely attributed to this single entity, identifies the entity to
resource consumers and providers on the Grid. The private key of the pair is used
for authentication purposes and for signing digital documents and messages; the
public key is used by the communication partners to send the entity encrypted
messages.

The world-wide distribution of Grid consumers and resources makes it nec-
essary to also have CAs distributed over the world. The agreement on minimal
rules of operation to establish mutual trust has lead in 2005 to the International
Grid Trust Federation [B]. Nevertheless organisations or VOs may establish CAs
with special trust requirements, e.g. the UNICORE CA. Such a VO-centered
CA has the disadvantage that is doesn’t scale when the VO expands its user
community or resource pool.

Even more than the trust that can be put in the CAs the storage quality of
the private key determines the security level of the PKI. If its repository is a
computer disk, then the security level is a product of the user protecting the
file containing the key and the system administrator providing an overall secure
system: Nobody than the owner is allowed to access and be able to use the
private key. Much better security is achieved when the key pair is generated in
a secure cryptographic token (SmartCard or USB token) and the private key,
that is never allowed to leave the token is encrypted by a PIN only known to
the owner. Since the private key is only available on the token, it can only be
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used by the person who physically owns the token; and even in the case of theft
only the person knowing the PIN can activate the key, i.e. make it usable. When
the use of such tokens will become the rule, PKIs will reach a really trustable
security level.

5 Authorisation Based on Identity

Like the underlying operating systems, the most widely used Grid middlewares,
Globus and UNICORE, base their authorisation infrastructure solely on the
identity of the user (Discretionary Access Control, DAC). After the requestor
has been authenticated his identity is mapped to an OS-based identity and he
is welcome to an “almost help-yourself party”.

This lack of fine-grain authorisation in most operating systems has led the
creators of database systems to define their own access schemes mostly indepen-
dent of the OS-related identities. They define roles and access rights, and manage
them their own way. The lack of authorisation beyond the user identity makes
the Grid for the time being unfit for the use of federated databases. Neither
the OGSA-DALI project [6] nor the GGF DAIS-WG [7] have tackled the security
aspects of a gridified database access. But databases are but one resource that
needs fine-grain, role-based access rules, individuals’ health records in any kind
of container are another example.

This tradition of reducing the authorisation policy to the mere identification
and authentication of the entity requesting a resource has determined how secure
authorised accesses have been perceived for the Grid. It is clearly insufficient at
the level of VOs.

6 Authorisations Based on Properties of the Entities

In high security environments, entities (consumers and resources) are classified
according to security clearance levels. The corresponding authorisation scheme
(Mandatory Access Control, MAC) allows read access only to objects of the
same or a lower clearance level (Read Down) and write objects of the same or a
higher clearance level (Write Up). In most organisational environments MAC is
too restrictive a scheme.

The Role-Based Access Control (RBAC) has become the preferred autho-
risation scheme when DAC is too weak and MAC is too restrictive. It allows
policies that are more fine-grained than identity-based access rights. Changes of
the position in an organisation generally incur changes in roles for the entity.
Like with MAC hierarchies of roles can be constructed leading to hierachies of
authorisations.

Attribute-Based Access Control (ABAC) provides even more flexibility as
the attribute relations are less static than the consumer-resource authorisation
relations in RBAC.



Towards More Flexible and Increased Security and Privacy in Grids 209

7 User Database at the Grid Resource Site

The UNICORE and Globus assumption is that secure operations in Grids require
comprehensive lists of entities that are allowed to access resources at a local
administrative domain (e.g. the UUDB at a UNICORE V-site or the gridmap-
file for a Globus host). This of course doesn’t scale well and isn’t appropriate
for Virtual Organisations which may be short-lived and/or allow compositions
of users and network-attached hardware varying over the lifetime of the VO.

The Globus approach is more flexible as it allows a remote management of
the gridmap-file, e.g. by a VO management system like VOMS []§], whereas the
UNICORE User Database (UUDB) can only be maintained from the site where
it is located. UNICORE also requires that the X.509 Certificate be stored in the
UUDB which must therefore be continuously updated since, for security reasons,
the certificates have a limited life time und must thus be regularly renewed. The
certificates for Globus are stored at the user’s site where they have their first
home after they have been issued by the CA.

8 Managing Authorisation for VOs

As has been described in Sect. [2] the authorisation structure in bigger organ-
isations and for inter-organisational projects should move from concentrating
on identities and their rights to access resources to policies based on roles and
attributes of human and non-human resources. This is also true for Virtual
Organisations.

8.1 The Attributes of Requestors in Their Organisation

In his own organisation a user may assume roles or have certain attributes. These
attributes are signed by an Attribute Authority (AA) that is legitimised by this
organisation and recognised by the resource providers in the VO. Its statements
concerning attributes of an entity must bear the proof of its origin and a digital
signature verifiable by a recognised certificate.

8.2 The Attributes of Requestors in the VO

Similarly the VO itself may need an Attribute Authority that issues digital docu-
ments stating the attributes of the requestor within the VO. These attributes may
be functions of the identity of the requestor and/or of his roles and attributes as
defined by his home organisation, or be just defined by his role in the VO.

8.3 Privacy — Anonymity

In certain applications it may be important (or even required by law) that the
identity of the requestor be anonymised for the time of the resource usage, but
nevertheless be traceable at some point in time, e.g. for accounting purposes or
for feedback. This can be realised by mapping the identity to a “general user”
which is given attributes allowing traceability on a need-to-know basis.
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8.4 Attributes of the Resources

Likewise there must be Attribute Authorities that issue information document-
ing attributes of the resources. They may come from their administration domain
or be VO-related, e.g. availability to or costs for the VO.

8.5 Authorisation

In big real organisations a complex set of rules defines who is entitled to take
which decisions and who is to implement them. The company policies thus de-
fined are generally expressed as functions of roles and levels in the hierarchy, not
of individuals.

Likewise in VOs policies govern the authorisation decisions. The complete set
of information on the identities and attributes of consumer and resources triggers
a policy decision to grant (or deny) the requestor a set of privileges and access
rights that the policy enforcement engine will have to use in order to grant access
to resources.

The policy may even require a third party permission: The right to access
a person’s Electronic Health Record (or identifiable parts of it) that may be
distributed over a national Health Grid will require the patient’s consent (at
least in Austria). This third party will also need to be authenticated and its role
or attributes taken into account.

9 Consequences for the UNICORE Development

The need for a more flexible but nevertheless improved security and privacy
protection must trigger major changes in the UNICORE security infrastructure.
The integration of such developments is facilitated by the modular architecture.

9.1 Authentication

The UUDB is too inflexible for future Grid environments. Without sacrificing
security concerns an authentication mechanism is needed that doesn’t store all
potential users at the resource site, but rather security policies.

The Security Model of UNICORE doesn’t allow the use of Proxy Certificates
[9]. Without this facility no message-level security is possible. And the extension
to allow a limited interoperability with Globus transmits a private key over the
communication lines! Even so it is included in an encrypted blob, this is against
the proxy concept that the private key corrsponding to a proxy certificate is only
used on the system where it has been generated, and never leaves that system.

9.2 A First Use of Attributes: The Explicit Trust Delegation

The requirement to build dynamic Grid jobs for which an agent (e.g. a por-
tal) decides on the distribution of tasks after the end-user has submitted his job
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description, require that other instances than the job signer (the end-user) get
authority to request actions on behalf of the end-user.

Since the UNICORE Security Model doesn’t allow the use of proxies this
delegation of rights of the end-user to UNICORE agents is managed by the
definition of a trust attribute that the end-user issues for that agent, the Explicit
Trust Delegation (ETD) [10].

Even so it is not presented as such, ETD can be seen as the first(?) intro-
duction of a formal policy based on attributes (trust) conferred to a Grid entity
(the agent) by an AA (the end-user).

9.3 The Proposed Authorisation Architecture

The authorisation arcitecture to be developed for UNICORE should provide the
following functions:

For any subject and target of a request a complete policy or set of policies
must be defined by a Source of Authority (SOA); this collection will be used to
derive decisions whether to accept or deny requests.

After being authenticated the request for use of resources (including all the
identity /role/attribute information provided by the client agent) is handed over
to the Policy Enforcing Engine (PEP).

The PEP hands the request over to the Policy Decision Point (PDP) which
applies the rules taking into consideration the identity /roles/attributes included
in the request, and if needed, requesting further information from Policy Infor-
mation Points (PIP), like e.g. AAs.

The decision to accept or deny derived by the PDP is then handed over to
the PEP which has to enforce it. The PEP should be provided with a default
rule (accept or deny) that it must enforce when the PDP is unable to decide
(e.g. due to insufficient information from PIPs).

9.4 Attribute Authorities

The collection of attributes of the requestor can be orchestrated by the User
Client or it can be initiated by the Policy Decision Point at the resource provider.
The former solution seems to be more scalable, at least for the attributes of the
requestor in his own organisation.

Since the attributes may be stored in different kinds of databases with differing
interfaces, it will be necessary to define a standardised protocol for transporting
the attributes over the Grid and an interface for plugins to be developed for the
individual underlying databases.

The transport protocols will be based on X.509 Attribute Certificates [I1]
using the ASN.1 format [I2] or the XML-coded Security Assertion MarkupLan-
guage (SAML) [13].
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9.5 Authorisation

Plugins replacing the monolithic UUDB have to be developed that implement
the authorisation architecture described in The Explicit Trust Delegation
will have rules in the policy and will be decided by the PDP.

For the formulation of the policies standard languages will be used, like the
eXtended Access Control Markup Language (XACML) [14]. They must be able
to describe in easy to learn ways simple policy models as well as complex
requirements.

10 Authorisation in the Non-UNICORE World

10.1 VOMS

VOMS manages VOs and their constituency. Users can request to be added to
the VO and VOMS managers will accept or deny the request. Users can be
assigned attributes and capabilities. At the lowest sophistication level VOMS
generates for the Globus middleware on each of the systems available to the
VO the gridmap-file which contains the mapping of DNs to user identifications
known to the OS.

VOMS performs only PIP functions. The PDP function is left to the Globus
Gatekeeper.

10.2 Shibboleth

Shibboleth [I5] is a middleware that provides a federated authorisation infras-
tructure for Web Single SignOn across organisational boundaries. It uses SAML
v1.1 for the exchange of attributes.

Shibboleth passes the authorisation information in form of opaque handles
which provide anonymity of users without loosing the capability to trace them
back, if necessary.

10.3 GridShib

The project GridShib [I6] integrates Shibboleth with Grid technology as pro-
vided by the Globus Toolkit version 4 (GTK 4). One of the major challenges is
the efficient mapping of Shibboleth’s opaque handle with the DN of the certifi-
cates used in GTK 4.

10.4 PERMIS

PERMIS [I7] is a “Privilege Management Infrastructure” that provides a com-
plete policy-based authorisation service. Policies are written in XML to support
an RBAC paradigm.
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10.5 GridShibPERMIS

The GridShibPERMIS project [18] combines the strengths of Shibboleth as an
Identity and Attributes Provider, the Grid Infrastructure of GTK 4 and the
PDP provided by PERMIS.

The authentication based on the X.509 certificates is performed by GTK,
GridShib provides the PIP, PERMIS provides the policy-based authorisation
system with its interface called “GridShibPERMIS Context Handler” acting as
the PDP in the GTK authorisation framework.

11 Conclusion

UNICORE provides a solid framework for Grid computing that has already
started to inter-operate with other Grid middleware like Globus, has a solid
security infrastructure for a rather small, not too mobile user and resource com-
munity without the need to leave the UNICORE environment. When it comes
to communications with other security schemes the isolation of the approach
precludes really secure connections and information transmissions.

Since the inception of UNICORE the understanding of security on the Grid
has evolved towards more flexibility while providing more control over integrity
and privacy of information and usage of resources. UNICORE/GS, the follow-up
to the UNICORE framework used today, must provide a completly overhauled
security infrastructure. A look into developments in and surrounding the Globus
Toolkit provides guidelines and ideas for the development of a new UNICORE
Security Infrastructure Model, based on policies that take into consideration the
identity as well as attributes of users and resources.

The existence of standards for the expression and communication of attributes
and rules will make the inter-operation with other Grid middleware easier than
in the past. Even the problem of delegation of trust, which is the big hurdle for
a bi-directional UNICORE-Globus inter-operation should be solvable.
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