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Preface 

These proceedings contain the papers accepted at the 2007 European PKI Workshop: 
Theory and Practice (EuroPKI 2007), held in Palma de Mallorca, Spain, during June 
28–30, and hosted by the Computer Science Department of the University of Balearic 
Islands (UIB) with the support of the Balearic Islands Government and the Private 
Law Department at UIB. This year’s event was the fourth event in the EuroPKI 
Workshops series. Previous events of the series were held in: Samos, Greece (2004); 
Kent, UK (2005); and Turin, Italy, (2006).   

In response to the call for papers, 77 papers were submitted to this year’s 
workshop, setting a record of the highest number of papers submitted to an EuroPKI 
event so far and confirming an increased interest in PKI research and in the EuroPKI 
event. Each paper was reviewed by three members of the Program Committee, and 
evaluated on the basis of its significance, novelty, technical quality and relevance to 
the workshop. The paper selection process was very competitive: of the papers 
submitted, only 21 full papers and 8 short papers were selected for presentation at the 
workshop and inclusion in this volume. 

We would like to thank all those people who, in a different capacity, contributed to 
the realization of this event. Thank you to all the members of the Program Committee 
and to the external reviewers for their constructive and insightful comments during 
the review process. Thank you to the staff of Springer for their co-operation and their 
excellent work during the publication process. Special thanks to: the members of the 
Organizing Committee for their hard work in dealing with all matters related to the 
conference organization; to the sponsors, for their valuable support; and to the invited 
speakers, Bart Preneel and Gene Tsudik, for accepting our invitation to deliver a talk.  

Finally, we would like to thank all the authors who submitted papers to the 
workshop, including those whose submissions were not selected for publication, and 
all the workshop attendees. We hope that you find the proceedings interesting. 

 
 

June 2007                                                                                                                         Javier Lopez 
       Pierangela Samarati  

Josep L. Ferrer 
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Arturo Ribagorda Garnacho

Electronic Payment Scheme Using Identity-Based Cryptography . . . . . . . 330
Son Thanh Nguyen and Chunming Rong

Undeniable Mobile Billing Schemes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 338
Shiqun Li, Guilin Wang, Jianying Zhou, and Kefei Chen



Table of Contents XI

Universally Composable Signcryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 346
Kristian Gjøsteen and Lillian Kr̊akmo

Chord-PKI: Embedding a Public Key Infrastructure into the Chord
Overlay Network . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 354

Agapios Avramidis, Panayiotis Kotzanikolaou, and
Christos Douligeris

Privacy Protection in Location-Based Services Through a Public-Key
Privacy Homomorphism . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 362

Agusti Solanas and Antoni Mart́ınez-Ballesté
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