
Lecture Notes in Computer Science 4356
Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison
Lancaster University, UK

Takeo Kanade
Carnegie Mellon University, Pittsburgh, PA, USA

Josef Kittler
University of Surrey, Guildford, UK

Jon M. Kleinberg
Cornell University, Ithaca, NY, USA

Friedemann Mattern
ETH Zurich, Switzerland

John C. Mitchell
Stanford University, CA, USA

Moni Naor
Weizmann Institute of Science, Rehovot, Israel

Oscar Nierstrasz
University of Bern, Switzerland

C. Pandu Rangan
Indian Institute of Technology, Madras, India

Bernhard Steffen
University of Dortmund, Germany

Madhu Sudan
Massachusetts Institute of Technology, MA, USA

Demetri Terzopoulos
University of California, Los Angeles, CA, USA

Doug Tygar
University of California, Berkeley, CA, USA

Moshe Y. Vardi
Rice University, Houston, TX, USA

Gerhard Weikum
Max-Planck Institute of Computer Science, Saarbruecken, Germany



Eli Biham Amr M. Youssef (Eds.)

Selected Areas
in Cryptography

13th International Workshop, SAC 2006
Montreal, Canada, August 17-18, 2006
Revised Selected Papers

13



Volume Editors

Eli Biham
Technion - Israel Institute of Technology
Computer Science Department
Haifa 32000, Israel
E-mail: biham@cs.technion.ac.il

Amr M. Youssef
Concordia University
Concordia Institute for Information Systems Engineering
1425 René Lévesque Blvd. West, Montreal, Quebec, H3G 1M8, Canada
E-mail: youssef@ciise.concordia.ca

Library of Congress Control Number: 2007935809

CR Subject Classification (1998): E.3, D.4.6, K.6.5, F.2.1-2, C.2, H.4.3

LNCS Sublibrary: SL 4 – Security and Cryptology

ISSN 0302-9743
ISBN-10 3-540-74461-4 Springer Berlin Heidelberg New York
ISBN-13 978-3-540-74461-0 Springer Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.

Springer is a part of Springer Science+Business Media

springer.com

© Springer-Verlag Berlin Heidelberg 2007
Printed in Germany

Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India
Printed on acid-free paper SPIN: 12111787 06/3180 5 4 3 2 1 0



Preface

These are the proceedings of SAC 2006, the thirteenth annual workshop on Se-
lected Areas in Cryptography. The workshop was sponsored by the Concordia In-
stitute for Information Systems Engineering, in cooperation with the IACR, the
International Association of Cryptologic Research, www.iacr.org. This year’s
themes for SAC were:

1. Design and analysis of symmetric key cryptosystems
2. Primitives for symmetric key cryptography, including block and stream ci-

phers, hash functions, and MAC algorithms
3. Efficient implementations of symmetric and public key algorithms
4. Side-channel analysis (DPA, DFA, Cache analysis, etc.)

A total of 25 papers were accepted for presentation at the workshop, out
of 86 papers submitted (of which one was withdrawn by the authors shortly
after the submission deadline). These proceedings contain revised versions of
the accepted papers. In addition two invited talks were given: Adi Shamir gave
the Stafford Tavares Lecture, entitled “A Top View of Side Channels”. The
second invited talk was given by Serge Vaudenay entitled “When Stream Cipher
Analysis Meets Public-Key Cryptography” (his paper on this topic is enclosed
in these proceedings).

The reviewing process was a challenging task, and many good submissions
had to be rejected. Each paper was reviewed by at least three members of the
Program Committee, and papers co-authored by a member of the Program Com-
mittee were reviewed by at least five (other) members. The reviews were then
followed by deep discussions on the papers, which contributed a lot to the quality
of the final selection. In most cases, extensive comments were sent to the au-
thors. A total of about 300 reviews were written by the committee and external
reviewers for the 86 papers, of which 92 reviews were made by 65 external re-
viewers. Over 240 discussion comments were made by committee members (with
up to 30 comments per member). Several papers had deep discussions with 17–19
discussion comments each. In addition, the Co-chairs wrote over 200 additional
discussion comments.

It was a pleasure for us to work with the Program Committee, whose members
worked very hard during the review process. We are also very grateful to the
external referees, who contributed with their special expertise to the selection
process. Their work is highly appreciated.

The submission and review process was done using an electronic submission
and review software written by Thomas Baignères and Matthieu Finiasz. Thomas
and Matthieu also modified and improved their system especially for SAC 2006,
with many new features. Their response was very quick and timely, and in many
cases features were added or changes were made within less than an hour. We
wish to thank them very much for all this work.



VI Preface

We would also like to acknowledge Sheryl Tablan and Sheila Anderson for
their great help in the local organization.

Finally, but most importantly, we would like to thank all the authors from all
over the world who submitted papers to the workshop, and to all the participants
at the workshop.

October 2006 Eli Biham
Amr Youssef



SAC 2006
August 17–18, 2006, Montréal, Canada
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