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Preface

The present volume contains the post-proceedings of the 4th International Work-
shop on Formal Aspects in Security and Trust (FAST2006), held in Hamilton,
Ontario, Canada, August 26-27, 2006. FAST is an event affiliated with the For-
mal Methods 2006 Congress (FM06). FAST 2006 was held under the auspices of
the IFIP WG 1.7 on Foundations of Security Analysis and Design.

FAST2006 aimed at continuing the successful effort of the previous three
FAST workshop editions for fostering the cooperation among researchers in the
areas of security and trust. The new challenges offered by the so-called ambient
intelligence space, as a future paradigm in the information society, demand for a
coherent and rigorous framework of concepts, tools and methodologies to provide
users with trust and confidence in the underlying communication/interaction
infrastructure. It is necessary to address issues relating to both guaranteeing
security of the infrastructure and the perception of the infrastructure being se-
cure. In addition, user confidence in what is happening must be enhanced by
developing trust models effectively but that are also easily comprehensible and
manageable by users.

FAST sought for original papers focusing on formal aspects in: security and
trust policy models; security protocol design and analysis; formal models of trust
and reputation; logics for security and trust; distributed trust management sys-
tems; trust-based reasoning; digital assets protection; data protection; privacy
and ID issues; information flow analysis; language-based security; security and
trust aspects in ubiquitous computing; validation/analysis tools; Web service se-
curity/trust /privacy; GRID security; security risk assessment; and case studies.

The FAST2006 post-proceedings collect the revised versions of 18 papers, se-
lected out of 47 submissions. Each paper was reviewed by at least three members
of the Program Committee.

We wish to thank the the Program Committee members for their valuable
efforts in properly evaluating the submissions, and the FMO06 organizers for ac-
cepting FAST as an affiliated event and for providing a perfect environment for
running the workshop.

Thanks are also due to the Center for Software Reliability (CSR) of Newcastle
University and IIT-CNR for sponsoring FAST2006.

February 2007 Theo Dimitrakos
Fabio Martinelli

Peter Y.A. Ryan

Steve Schneider
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