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t. Contra
ts are agreements between distin
t parties that de-termine rights and obligations on their signatories, and have been intro-du
ed in order to redu
e risks and to regulate inter-business relationships.In this paper we show how a 
onventional 
ontra
t 
an be written in the
ontra
t language CL, how to model the 
ontra
t, and �nally how toverify properties of the model using the NuSMV model 
he
king tool.1 Introdu
tionInternet-based appli
ations involving one or more entities parti
ipating in inter-business 
ollaborations, virtual organisation's, and web servi
es, usually 
om-muni
ate through servi
e ex
hanges. Su
h ex
hanges are subje
t to 
ertain un-derstanding on the di�erent roles the parti
ipants play, in
luding assumptionson their 
orre
t and in
orre
t behaviours, and their rights and obligations inorder to avoid misunderstanding and ambiguities in su
h business relationships.This motivates the need of establishing an agreement before any transa
tion isperformed, through a 
ontra
t, guaranteeing the rights and duties of ea
h signa-tory. Su
h do
uments may also 
ontain 
lauses determining penalties in 
ase of
ontra
t violations, and be as unambiguous as possible to avoid 
on�i
ting inter-pretations. Conventional 
ontra
ts are do
uments written in natural language, asone may �nd in usual judi
ial or 
ommer
ial traditional a
tivities. On the otherhand, ele
troni
 
ontra
ts (or e-
ontra
ts for short) are ma
hine-oriented andas su
h they must be �understood� by the software responsible for 
ontrollingand monitoring the servi
e ex
hanges. E-
ontra
ts might be seen in two di�erentways: (1) As the exe
utable version of a 
onventional 
ontra
t, obtained fromthe translation of the �paper� version into the ele
troni
 one; (2) As 
ontra
tsby themselves obtained dire
tly from 
ertain software appli
ations, like web ser-vi
es and virtual organisations. For our 
urrent purposes, the di�eren
e above isirrelevant, though our 
ase study is based on a 
onventional 
ontra
t.Ideally, e-
ontra
ts should be shown to be 
ontradi
tion-free both internally,and with respe
t to the governing poli
ies under whi
h the 
ontra
t is ena
ted.
⋆ Partially supported by the Nordunet3 proje
t �Contra
t-Oriented Software Devel-opment for Internet Servi
es�.



Moreover, there must be a run-time system ensuring that the 
ontra
t is re-spe
ted. In other words, 
ontra
ts should be amenable to formal analysis allow-ing both stati
 and dynami
 veri�
ation, and thus written in a formal language.In this paper we are interested only in the analysis of the 
ontra
t itself (stat-i
ally), and we are not 
on
erned with its relation with poli
ies nor with itsenfor
ement at run-time.A formal language for writing 
ontra
ts should be designed as to avoid most ofthe philosophi
al problems of deonti
 logi
 [11℄. Moreover, it should be possibleto represent 
onditional obligations, permissions and prohibitions, as well as
ontrary-to-duty obligations (CTD) and 
ontrary-to-prohibitions (CTP). CTDsare statements representing obligations that might not be respe
ted, whereasCTPs are similar statements dealing with prohibitions that might be violated.Both 
onstru
tions spe
ify the obligation/prohibition to be ful�lled and whi
his the reparation/penalty to be applied in 
ase of violation.A formal language for writing (untimed) 
ontra
ts is CL [13℄. The languageis tailored to e-
ontra
ts, following an a
tion-based approa
h, and having thefollowing properties: (1) The language avoids most of the 
lassi
al paradoxes ofdeonti
 logi
; (2) It is possible to express in the language (
onditional) obliga-tions, permissions and prohibitions over 
on
urrent a
tions keeping their intu-itive meaning; (3) It is possible to express CTDs and CTPs; (4) The languagehas a formal semanti
s given in a variant of the modal µ-
al
ulus.The main 
ontribution of this paper is to show howmodel 
he
king te
hniques
an be applied in the 
ontext of 
ontra
t-oriented software development, in orderto determine whether a given 
ontra
t stipulates what it is supposed to. CL isused as an intermediate language between the 
ontra
t in plain English andthe system spe
i�
ation required by the model 
he
king tool. This use of CLin
reases the 
on�den
e in the initial formulation of the 
ontra
t 
lauses. Themodel 
he
king method that we present requires to pursue the following steps:1. Model the 
onventional 
ontra
t written in English into the formal language
CL;2. Translate synta
ti
ally the CL spe
i�
ation into the extended µ-
al
ulus Cµ;3. Obtain a Kripke-like model (a labelled transition system with state propo-sitions � LTS) of the Cµ formulae;4. Translate the LTS into the input language of NuSMV;5. Perform model 
he
king using NuSMV;6. In 
ase of a 
ounter-example given by NuSMV, interpret it as a CL 
lauseand repeat the model 
he
king pro
ess until the property is satis�ed;7. Finally, repair the original 
ontra
t by adding a 
orresponding 
lause, ifappli
able.The paper is organised as follows. In Se
tion 2 we start by presenting thelanguage CL, in
luding an example of the kind of 
ontra
ts we are dealing with,from whi
h we will extra
t our 
ase study. Se
tion 3 is the main part of the paperwhere we �rst formalise the 
ase study in CL, and afterwards we show how touse model 
he
king and the NuSMV tool to determine whether the 
ontra
t is




orre
t with respe
t to 
ertain desired properties, and how to get feedba
k as towrite the �
orre
t� 
ontra
t. In Se
tion 4 we analyse related works and 
on
ludeby dis
ussing our 
hoi
e of the model 
he
king tool as well as future work.2 A Formal Language for Contra
tsWe present in Fig. 1 a part of a 
onventional 
ontra
t between a servi
e providerand a 
lient, where the provider gives a

ess to Internet to the 
lient. We analysepart of this 
ontra
t in the following se
tion. First we re
all the 
ontra
t language
CL; for a more detailed presentation see [13℄.De�nition 1 (Contra
t Language Syntax). A 
ontra
t is de�ned by:

Contract := D ; C
C := φ | CO | CP | CF | C ∧ C | [α]C | 〈α〉C | C U C | © C | �C

CO := O(α) | CO ⊕ CO

CP := P (α) | CP ⊕ CP

CF := F (δ) | CF ∨ [δ]CFThe syntax of CL 
losely resembles the syntax of a modal (deonti
) logi
.Though this similarity is 
learly intentional sin
e we are driven by a logi
-basedapproa
h, CL is not a logi
. The semanti
s of CL are given in an extension of µ-
al
ulus [8℄ whi
h we 
all Cµ. In what follows we provide an intuitive explanationof the CL syntax.A 
ontra
t 
onsists of two parts: de�nitions (D) and 
lauses (C). We deliber-ately let the de�nitions part underspe
i�ed in the syntax above. D spe
i�es theassertions (or 
onditions) and the atomi
 a
tions present in the 
lauses. φ de-notes assertions and ranges over boolean expressions in
luding the usual boolean
onne
tives, and arithmeti
 
omparisons like �the budget is more than 200$�. Welet the atomi
 a
tions underspe
i�ed, whi
h for our purposes 
an be understoodas 
onsisting of three parts: the proper a
tion, the subje
t performing the a
tion,and the target of (or, the obje
t re
eiving) su
h an a
tion. Note that, in this way,the parties involved in a 
ontra
t are en
oded in the a
tions.
C is the general 
ontra
t 
lause. CO, CP , and CF denote respe
tively obliga-tion, permission, and prohibition 
lauses. O(·), P (·), and F (·), represents theobligation, permission or prohibition of performing a given a
tion. ∧ and ⊕ maybe thought as the 
lassi
al 
onjun
tion and ex
lusive disjun
tion, whi
h may beused to 
ombine obligations and permissions. For prohibition CF we have ∨, againwith the 
lassi
al meaning of the 
orresponding operator. α is a 
ompound a
-tion (i.e., an expression 
ontaining one or more of the following operators: 
hoi
e�+�; sequen
e � ·�; 
on
urren
y �&�, and test �?� �see [13℄), while δ denotes a
ompound a
tion not 
ontaining any o

urren
e of +. Note that synta
ti
ally ⊕
annot appear between prohibitions and + 
annot o

ur under the s
ope of F .We borrow from propositional dynami
 logi
 [6℄ the syntax [α]φ to representthat after performing α (if it is possible to do so), φ must hold. The [·] notation



allows having a test, where [φ?]C must be understood as φ ⇒ C. 〈α〉φ 
apturesthe idea that it exists the possibility of exe
uting α, in whi
h 
ase φ must holdafterwards. Following temporal logi
 (TL) notation we have U (until),© (next),and � (always), with intuitive semanti
s as in TL [12℄. Thus C1 U C2 states that
C1 holds until C2 holds. ©C intuitively states that C holds in the next moment,usually after something happens, and �C expressing that C holds in every mo-ment. We 
an de�ne ♦C (eventually) for expressing that C holds sometimes in afuture moment.To express CTDs we provide the following notation, Oϕ(α), whi
h is synta
ti
sugar for O(α)∧ [α]ϕ stating the obligation to exe
ute α, and the reparation ϕ in
ase the obligation is violated, i.e. whenever α is not performed. The reparationmay be any 
ontra
t 
lause. Similarly, CTP statements Fϕ(α) 
an be de�ned as
Fϕ(α) = F (α) ∧ [α]ϕ, where ϕ is the penalty in 
ase the prohibition is violated.Noti
e that it is possible to express nested CTDs and CTPs.In CL we 
an write 
onditional obligations, permissions and prohibitions intwo di�erent ways. Just as an example let us 
onsider 
onditional obligations.The �rst kind is represented as [α]O(β), whi
h may be read as �after performing
α, one is obliged to do β�. The se
ond kind is modelled using the test operator ?:
[ϕ?]O(α), representing �If ϕ holds then one is obliged to perform α�. Similarly forpermission and prohibition. For 
onvenien
e, in what follows we use the notation
φ ⇒ C instead of the CL syntax [φ?]C.3 A Contra
t Case StudyIn what follows we 
onsider part 7 of the 
ontra
t given in Figure 1 between aservi
e provider and a 
lient, where the provider gives a

ess to the Internet tothe 
lient. We 
onsider two parameters of the servi
e: high and normal, whi
hdenote the 
lient's Internet tra�
. We will 
onsider only the following 
lauses ofthe 
ontra
t.7.1. The Client shall not:a) supply false information to the Client Relations Department of the Provider.7.2. Whenever the Internet Tra�
 is high then the Client must pay [price] immediately, or theClient must notify the Provider by sending an e-mail spe
ifying that he will pay later.7.3. If the Client delays the payment as stipulated in 7.2, after noti�
ation he must immediatelylower the Internet tra�
 to the normal level, and pay later twi
e (2 ∗ [price]).7.4. If the Client does not lower the Internet tra�
 immediately, then the Client will have topay 3 ∗ [price].7.5. The Client shall, as soon as the Internet Servi
e be
omes operative, submit within seven(7) days the Personal Data Form from his a

ount on the Provider's web page to the ClientRelations Department of the Provider.We also add 
lause 11.2 as it is strongly related to 
lause 7.1 and the twoshould be taken together:11.2. Provider may, at its sole dis
retion, without noti
e or giving any reason or in
urring anyliability for doing so:b) Suspend Internet Servi
es immediately if Client is in brea
h of Clause 7.1;



This deed of Agreement is made between:1. [name℄, from now on referred to as Provider and2. [name℄, from now on referred to as the Client.INTRODUCTION3. The Provider is obliged to provide the Internet Servi
es as stipulated in this Agreement.5. DEFINITIONS5.1. j) Internet tra�
 may be measured by both Client and Provider by means of Equip-ment and may take the two values high and normal.OPERATIVE PART7. CLIENT'S RESPONSIBILITIES AND DUTIES7.1. The Client shall not:a) supply false information to the Client Relations Department of the Provider.7.2. Whenever the Internet Tra�
 is high then the Client must pay [price] immediately, orthe Client must notify the Provider by sending an e-mail spe
ifying that he will pay later.7.3. If the Client delays the payment as stipulated in 7.2, after noti�
ation he must immedi-ately lower the Internet tra�
 to the normal level, and pay later twi
e (2 ∗ [price]).7.4. If the Client does not lower the Internet tra�
 immediately, then the Client will haveto pay 3 ∗ [price].7.5. The Client shall, as soon as the Internet Servi
e be
omes operative, submit within seven(7) days the Personal Data Form from his a

ount on the Provider's web page to the ClientRelations Department of the Provider.8. CLIENT'S RIGHTS8.1. The Client may 
hoose to pay either:a) ea
h month; b) ea
h three (3) months; 
) ea
h six (6) months;9. PROVIDER'S SERVICE9.2. As part of the Servi
e o�ered by the Provider the Client has the right to an e-mail andan user a

ount.9.3. Provider is obliged to o�er with no limitation and within a period of seven (7) daysa password and any other Equipment Spe
i�
 to Client, ne
essary for the 
orre
t usage ofthe user a

ount, upon re
eiving of all the ne
essary data about the 
lient from the ClientRelations Department of the Provider.9.4. Ea
h month the Client pays the bill the Provider is obliged to send a Report of InternetUsage to the Client.10. PROVIDER'S DUTIES10.1. The Provider takes the obligation to return the personal data of the 
lient to theoriginal status upon termination of the present Agreement, and afterwards to delete andnot use for any purpose any whole or part of it.10.2. The Provider guarantees that the Client Relations Department, as part of his adminis-trative organisation, will be responsive to requests from the Client or any other Departmentof the Provider, or the Provider itself within a period less than two (2) hours during work-ing hours or the day after.11. PROVIDER'S RIGHTS11.1. The Provider takes the right to alter, delete, or use the personal data of the Clientonly for statisti
s, monitoring and internal usage in the 
on�den
e of the Provider.11.2. Provider may, at its sole dis
retion, without noti
e or giving any reason or in
urringany liability for doing so:b) Suspend Internet Servi
es immediately if Client is in brea
h of Clause 7.1;13. TERMINATION13.1. Without limiting the generality of any other Clause in this Agreement the Client mayterminate this Agreement immediately without any noti
e and being vindi
ated of any ofthe Clause of the present Agreement if:a) the Provider does not provide the Internet Servi
e for seven (7) days 
onse
utively.13.2. The Provider is forbidden to terminate the present Agreement without previous writtennoti�
ation by normal post and by e-mail.13.3. The Provider may terminate the present Agreement if:a) any payment due fromClient to Provider pursuant to this Agreement remains unpaidfor a period of fourteen (14) days;16. GOVERNING LAW16.1. The Provider and the present Agreement are governed by and 
onstrued a

ordingto the Law Regulating Internet Servi
es and to the Law of the State.a) The Law of the State stipulates that any ISP Provider is obliged, upon request to seizeany a
tivity until further noti
e from the State representatives.Fig. 1. Part of a 
ontra
t between an Internet provider and a 
lient.In what follows we formalise the above 
ontra
t 
lauses. As part of the formali-sation of a 
ontra
t in CL we �rst have to de�ne the assertions and a
tions:
φ = the Internet tra�
 is high

fi = 
lient supplies false information to Client Relations Department
h = 
lient in
reases Internet tra�
 to high level
p = 
lient pays [pri
e℄
d = 
lient delays payment
n = 
lient noti�es by e-mail
l = 
lient lowers the Internet tra�


sfD = 
lient sends the Personal Data Form to Client Relations Department
o = provider a
tivates the Internet Servi
e (it be
omes operative)
s = provider suspends servi
eNote that we have the a
tion h whi
h does not appear expli
itly in the example
lauses. A
tion h is impli
it as it makes the proposition φ valid (the Internet



be
omes high only if the 
lient in
reases it). A
tion h 
an be 
onsidered as the
omplement of a
tion l whi
h makes φ false (lowers the Internet tra�
). The six
lauses above are written in CL as follows:1. �FP (s)(fi)2. �[h](φ ⇒ O(p + (d&n)))3. �([d&n](O(l) ∧ [l]♦O(p&p)))4. �([d&n · l ]♦O(p&p&p))5. �([o]O(sfD))Clause 1 has a 
on
ise syntax and represents a 
ontrary-to-prohibition. Morepre
isely, the CTP represents the prohibition F (fi) (
lause 7.1) and the repa-ration whi
h should be enfor
ed in 
ase the prohibition is violated (in this 
ase
P (s); the right of the provider to suspend the Internet servi
e, 
lause 11.2).Note that all the 
lauses are supposed to hold throughout the whole 
ontra
tbe
ause of the �. Clause 2 models 
lause 7.2 of the 
ontra
t example and itrepresents the fa
t that whenever the assertion φ holds (the Internet tra�
 ofthe 
lient is at the high level) then it must be the 
ase that the 
lient is obligedto 
hoose (+) between either paying immediately (p) or delaying the paymentby sending the noti�
ation (d&n).Clauses 3 and 4 refer to the 
lauses 7.3 and 7.4 of the 
ontra
t example. Theyboth refer to the moment after the 
lient has delayed the payment ([d&n]).Clause 3 states that the 
lient has the obligation to lower the Internet tra�
(O(l)) and that after lowering the 
lient should pay twi
e the pri
e. On theother hand, 
lause 4 spe
i�es the obligation of the 
lient to pay three times thepri
e in 
ase he does not lower the Internet tra�
 (l). The two formulae may be
ombined in a single formula using CTDs: �([d&n](Oϕ(l) ∧ [l]♦(O(p&p)) where
ϕ = O(p&p&p). Clause 5 formally represents 
lause 7.5 of the 
ontra
t example.It represents the obligation of the 
lient to submit the form (O(sfD)) after theInternet servi
e be
omes operative ([o]).3.1 Translating the CL spe
i�
ation into CµWe extra
t a model from the CL 
lauses by �rst translating the language spe
i�-
ation into the extended µ-
al
ulus Cµ where the semanti
s is given as a spe
iallabelled transition system. The translation fun
tion fT whi
h takes a CL for-mula and returns a formula in the Cµ is shown in Table 1. The spe
ial syntax
[any] (or the dual 〈any〉) represents the fa
t that any a
tion 
an be exe
uted.To represent obligations and prohibitions of a given a
tion a we need the spe
ialpropositional 
onstants Oa and Fa.We brie�y mention here the semanti
s of Cµ, see [13℄ for more details. Theformulae are interpreted over a labelled transition system (LTS). The labelsof the transitions are represented by multi-sets of a
tions (e.g. {p, p, p} is alabel 
orresponding to the CL 
on
urrent a
tion term p&p&p). The formulaeare interpreted over states as usual in modal logi
s with semanti
s on LTSs.For example the expression φ ⇒ 〈p〉Op is interpreted in a state and should be



(1) fT (O(&n

i=1ai)) = 〈{a1, . . . , an}〉(∧
n

i=1Oai
)(2) fT (CO ⊕ CO) = fT (CO) ∧ fT (CO)(3) fT (P (&n

i=1ai)) = 〈{a1, . . . , an}〉(∧
n
i=1¬Fai

)(4) fT (CP ⊕ CP ) = fT (CP ) ∧ fT (CP )(5) fT (F (&n

i=1ai)) = [{a1, . . . , an}](∧
n

i=1Fai
)(6) fT (F (δ) ∨ [β]F (δ)) = fT (F (δ)) ∨ fT ([β]F (δ))(7) fT (C1 ∧ C2) = fT (C1) ∧ fT (C2)(8) fT (©C) = [any]fT (C)(9) fT (C1 U C2) = µZ.fT (C2) ∨ (fT (C1) ∧ [any]Z ∧ 〈any〉⊤)(10) fT (�C) = νZ.C ∧ [any]Z(11) fT ([&n

i=1ai]C) = [{a1, . . . , an}]f
T (C)(12) fT ([(&n

i=1ai)α]C) = [{a1, . . . , an}]f
T ([α]C)(13) fT ([α + β]C) = fT ([α]C) ∧ fT ([β]C)(14) fT ([ϕ?]C) = fT (ϕ) ⇒ fT (C)Table 1. The translation fun
tion fT from CL to Cµ.understood as: if the assertion φ holds in the state then 〈p〉Op should hold inthe same state. [p]C and 〈p〉C are interpreted as holding in the 
urrent state ifand only if in the next state rea
hable by a
tion p the formula 
orrespondingto the translation of C holds. In Cµ the di�eren
e between the two operators isthat 〈p〉ϕ requires the existen
e of at least one next state rea
hable by p where

ϕ holds, where [p]ϕ is quanti�ed universally, and thus the formula also holds in
ase the set of states rea
hable by p is empty.We will now translate the �ve CL 
lauses 
orresponding to the 
ontra
t givenabove, into Cµ. Note that we use the � and ♦ with their 
lassi
al interpretationfrom temporal logi
s; the last not being in
luded in the Table 1. It is known [2℄that fT (♦C) = fT (⊤UC) = µZ.C ∨ ([any]Z ∧〈any〉⊤). In order to translate the�rst 
lause of the CL representation above we 
an pro
eed as follows:
fT (�FP (s)(fi)) = νZ.fT (FP (s)(fi)) ∧ [any]Z,where: fT (FP (s)(fi)) = fT (F (fi) ∧ [fi]P (s)) = [fi]Ffi ∧ [fi]〈s〉¬Fs.In this manner, we use the � operator in the 
lauses below simply as synta
ti
sugar (whi
h is redu
ed to an expression using the ν operator in µ-
al
ulus).1. �[fi]Ffi ∧ [fi]〈s〉¬Fs2. �[h](φ ⇒ (〈p〉Op ∧ 〈{d, n}〉(Od ∧ On)))3. �[{d, n}](〈l〉Ol ∧ [l](µZ.〈{p, p}〉Op ∨ ([any]Z ∧ 〈any〉⊤)))4. �[{d, n}][l](µZ.〈{p, p, p}〉Op ∨ ([any]Z ∧ 〈any〉⊤))5. �[o]〈sfD〉OsfD3.2 From Cµ to the LTSIn Fig. 2 we have pi
tured one model of the above 
lauses where we denote by

else all other a
tions di�erent than the ones from the 
urrent node (e.g. for thestate s7 in the pi
ture else = any \ {fi}).
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Fig. 2. Example of a model for the �ve 
lauses written in CL.Note that be
ause of the semanti
s of the prohibition F (fi) (i.e., [fi]Ffi),we would not need to expli
itly add a transition from ea
h state labelled with
fi to a state with the propositional 
onstant Ffi. However, in the presen
e of aCTP, as it is the 
ase with 
lause 1, we need to do so in order to represent thereparation P (s).We attempt to build a model in the form of an LTS � in a 
ertain sense animplementation of the 
ontra
t as spe
i�ed. The pro
ess is done manually andprone to error � to ensure 
orre
tness of the automata we build, we model 
he
kthem against the 
ontra
t spe
i�
ation. Furthermore, multiple models satisfyingthe 
ontra
t spe
i�
ation exist, ranging from the weakest being equivalent tothe spe
i�
ation itself, to stronger and more 
on
rete implementations. In thispaper we are not 
on
erned with a
hieving the weakest model.Although the weakest model is desirable to have, we 
an still reason about our
ontra
t based on a (
orre
t) model we build. Given a model M and 
ontra
tspe
i�
ation C, we start o� by proving that the model really implements the
ontra
t: M |= C. We note that when the model does not satisfy a property
π: M 6|= π, it immediately follows that neither does the 
ontra
t: C 6|= π, thusenabling us to dis
over bugs in our spe
i�
ation as translated from the naturallanguage, or in the original natural language 
ontra
t itself. On the other hand,using this approa
h, we 
annot prove the 
orre
tness of the original 
ontra
t.Were we able to obtain the weakest model, we would have been able to reasondire
tly about the 
ontra
t spe
i�
ation itself.In what follows, we will spe
ify this model using the input language ofNuSMV, and prove that it is indeed a model of the CL formulae.3.3 From the LTS to the NuSMV input syntaxIn NuSMV [4℄, a model 
an be spe
i�ed in two ways: either using assignmentsor by dire
t spe
i�
ation. We 
hoose to use the dire
t spe
i�
ation te
hnique asit enables us to translate our system more dire
tly into NuSMV.



NuSMV uses state variables to identify states; the number of states is deter-mined by the produ
t of the number of di�erent values ea
h state variable 
antake. There is also a se
ond kind of variables, input variables whi
h are meantto spe
ify labels of a labelled transition system. Sin
e we have a
tions as labels,we make substantial use of the input variables in our appli
ation.We have de�ned an input variable for ea
h atomi
 a
tion of the CL spe
i�
a-tion. The type of the input variables is boolean so that if the value of d = falsethen d is not an a
tive label of the transition. Whenever a variable is left un-spe
i�ed then NuSMV interprets it as having any value so it 
reates a transition(or a state in 
ase of state variables) for ea
h value of the variable.In NuSMV it is easy to simulate the 
on
urrent labels {d, n} of Cµ whi
hmean that the transition is taken if both a
tions d and n are exe
uted 
on-
urrently: we a
tivate both input variables d = true ; n = true. We 
an alsorepresent the resour
e-awareness of the labels (i.e. the p&p of CL, or the {p, p}of Cµ) by de�ning the input variable with the type range of integers. If p = 0then the transition is not labelled with the a
tion p; if p = 1 then the transitionis labelled with one normal a
tion p (like in the 
ase of boolean type); but ifp = 2 then we take the transition if two 
opies of the a
tion p are exe
uted
on
urrently. We have then the following de
laration of variables:IVARd : boolean ;n : boolean ;p : 0 .. 3 ;Note that we may have empty transitions (with no label) by giving to allthe input variables the value false (or p = 0). Moreover, we may represent thespe
ial a
tion any of Cµ by leaving all input variables unspe
i�ed.We have de�ned a state variable named state of enumeration type so it 
antake only eight values, 
orresponding to the eight states depi
ted in Fig. 2.VARstate : {s1 ,s2 ,s3 ,s4 ,s5 ,s6 ,s7 ,s8} ;Other variables are de
lared a

ordingly (e.g., high : boolean). Moreover,we de�ne a state variable of type boolean for ea
h input variable. This is requiredby the Cµ where we have a propositional 
onstant Oa or Fa asso
iated to ea
hatomi
 a
tion a whi
h enters under the s
ope of an obligation or of a prohibitionrespe
tively:F_s : boolean ; F_fi : boolean ;O_p : boolean ; O_d : boolean ; O_n : boolean ;O_l : boolean ; O_sfD : boolean ;As an example, we show below the en
oding of the initial state, and one ofits outgoing transitions, of the automaton in Fig. 2. We 
all the initial state s1.INIT(state = s1) & !high &!F_fi & !O_p & !O_d & !O_n & !O_l & !O_sfD & !F_s ;



The transitions are spe
i�ed using the TRANS keyword followed by a propo-sitional formula whi
h determines the pairs of states that form the transitionrelation. The propositional formula 
ontains names of state variable (whi
h aretested in the 
urrent state) and next expressions whi
h refer to the value of thestate variables in the next state. It also 
ontains the input variables to modelthe labels of the transitions. Remember that any variable that is missing fromthe formula is interpreted as having any value and will give rise to a number ofdi�erent transitions equal to the number of values it 
an take.TRANS--state variables of the 
urrent state(( state = s1) & !high &!F_fi & !O_p & !O_d & !O_n & !O_l & !O_sfD & !F_s &--input variables as the labels(! fi & p = 0 & !d & !n & !l & !negl & !sfD & o & !s) &--the values of the state variables in the next states(next(state) = s6) & !next (high ) &next (! F_fi & !O_p & !O_d & !O_n & !O_l & !O_sfD & !F_s ))3.4 Model 
he
king the Contra
tWe propose to 
ombine the 
ontra
t spe
i�
ation and the model we build indi�erent ways with model 
he
king te
hniques to help us improve the 
ontra
tand in
rease our 
on�den
e in our model.Proving that the model satis�es the original 
lauses: Clearly, to have 
on�den
ethat we are reasoning using a 
orre
t model, we need to prove that the automatonof Fig. 2, spe
i�ed in NuSMV3 respe
ts the �ve CL 
lauses representing thestatements from the 
ontra
t example. For this we have spe
i�ed ea
h 
lause asa spe
ial LTL spe
i�
ation in NuSMV:G (( fi -> X F_fi ) & (fi -> X (s & X !F_s )))G (h -> X (high -> ((p = 1 -> X O_p) &((d & n) -> X (O_d & O_n )))))G ((d & n) -> X ((l -> X O_l) & l -> X F (p = 2 -> X O_p )))G ( (d & n) -> X (l -> X F (p = 3 -> X O_p )))G (o -> X (sfD -> X O_sfD))The �rst, se
ond and fourth properties go through immediately. The thirdfails, but upon investigation, it turns out that the a
tual 
ontra
t wording gavea dependen
y between the se
ond and third properties � the d&n a
tion inthe third property only refers to ones produ
ed in the 
ontext of the se
ondproperty (just after the Internet tra�
 going high and the user paying on
e).This indi
ates that the two ought to be 
ombined together either by adding extralogi
 to indi
ate the dependen
y, or by merging then into a single property. We
hoose the latter, obtaining:3 The NuSMV 
ode we have used is available on Nordunet3 proje
t homepage:http://www.ifi.uio.no/~gerardo/nordunet3/software.shtml



G (h -> X (high -> ((p = 1 -> X O_p) & ((d & n) ->X (O_d & O_n & (l -> X O_l) &l -> X F (p = 2 -> X O_p ))))))This new property 
an be veri�ed of our model.Finally, the �fth property fails, suggesting that our model is in
orre
t. How-ever, upon inspe
tion it was realised that nothing in the 
ontra
t spe
i�es thatthe a
tivation of the servi
e happens on
e, or that the user's obligation is onlyvalid the �rst time the a
tivation o

urs. We 
hoose to revise the original 
on-tra
t to state that: �The �rst time the servi
e be
omes operative, the 
lient isobliged to send the Personal Data Form to Client Relations Department�. Thisis formulated as the following property, whi
h model 
he
ks:(!o) U (o -> X(
an_sfD & (sfD -> X O_sfD)))An alternative solution is to ensure that the 
ontra
t is only in for
e on
ethe Internet Servi
e be
omes operative, and simplify the property a

ordingly.Verifying a property about 
lient obligations: The �rst desirable property wewant to 
he
k on the 
ontra
t model 
an be expressed in English as: �It is alwaysthe 
ase that whenever the Internet tra�
 is high, if the 
lients pays immediately,then the 
lient is not obliged to pay again immediately afterwards�. The propertyis expressed in CL-like syntax4 as: �¬(φ ⇒ [p]¬O(p)). The property proves to befalse, as 
an be seen in the trans
ript below, whi
h in
ludes a 
ounter-example:NuSMV > 
he
k_ltlspe
-- spe
ifi
ationG (! high | (p = 1 -> X (p = 1 -> X !O_p ))) is false-- as demonstrated by the following exe
ution sequen
e-> State: 2.1 <-state = s1; o = 1-> State: 2.2 <-state = s2; sfD = 1-> State: 2.3 <-state = s3; O_p = 1; O_sfD = 1; h = 1-- Loop starts here-> State: 2.4 <-state = s4; high = 1; O_sfD = 0; p = 1-- Loop starts here-> State: 2.5 <-p = 1The above 
ounter-example shows that in state s4 of Fig. 2 the 
lient mustful�l one of the following obligations: or to pay (p), or to delay payment andnotify (d,n). However, after paying on
e, the automaton is still in a state withhigh tra�
 (state s4), and thus the 
lient is still obliged to pay again.We give in Fig. 3-a the new model, whi
h is proved 
orre
t with respe
t tothe above property. The di�eren
e is the transition s4
p

−→ s3 whi
h repla
es4 Noti
e that formally in CL there is no negation at the 
lause level.
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Fig. 3. The model of Fig. 2 
orre
ted.the one labelled with p from s4 to itself. From this it is easy now to modify theoriginal 
ontra
t by introdu
ing the following 
lause: �The provider guaranteesthat if the Internet tra�
 of the Client rea
hes a high level and the Client paysthe [pri
e℄ then it will not be obliged to pay the [pri
e℄ again�.Noti
e that though we have obtained a new model that satis�es the property(and a 
lause in the original 
ontra
t solving the above problem), the solutionis still not satisfa
tory, as the 
ontra
t does not spe
ify what happens after the
lient pays but does not de
rease the Internet tra�
. In the new model shown inFig. 3-a this is re�e
ted by the fa
t that after taking the new added transition(from s4 to s3), there is an impli
it assumption that the Internet tra�
 is low.For brevity we do not further analyse the 
ontra
t in order to obtain the right
ontra
t 
on
erning this problem, though it 
an be done following a similarapproa
h as above.Verifying a property about payment in 
ase of in
reasing Internet tra�
: The
he
king of the previous property was done for the bene�t of the 
lient. We nowperform model 
he
king in order to in
rease the 
on�den
e of the provider ofthe servi
e.We are interested in proving that: �It is always the 
ase that whenever Inter-net tra�
 is high, if the 
lient delays payment and noti�es, and afterwards lowersthe Internet tra�
, then the 
lient is forbidden to in
rease Internet tra�
 untilhe pays twi
e�. This 
ompli
ated English 
lause is spe
i�ed in CL-like syntax as:
�(φ ⇒ [d&n · l](F (h) U donep&p)).Here donep&p is an assertion added to spe
ify that the 
lient has paid twi
e.Noti
e that in order to prove the property we need to extend the NuSMV modelof the 
ontra
t with a propositional 
onstant 
orresponding to donep&p whi
h istrue only after a transition labelled {p, p} is taken.



In Fig. 3-a we show the 
ontrol stru
ture of the LTS. The additional statevariable donep&p is added to the NuSMV model, thus e�e
tively introdu
ing twostates for every one in Fig. 3-a, with di�erent values for the state variable.The original property proves to be false, sin
e from state s4 (where φ holds),after d&n · l, it is possible to in
rease Internet tra�
 in state s7 (due to the elselabel), so neither F (h) nor donep&p hold.Though it was not apparent at �rst sight, and 
on�rmed by the result givenby the tool, the above 
lause allow the 
lient to go from normal to high Internettra�
 many times and pay the penalty (2 ∗ [price]) only on
e. The problem isthat after the 
lient lowers the Internet tra�
, he might get a high tra�
 againand postpone the payment till a future moment. This problem 
omes from theambiguity of the language. Note that the CL formalisation in the 
lauses 3 and4 use the ♦ to model the fa
t that a statement will hold eventually in the futurebut not ne
essarily immediately (expressions �pay later� in 
lause 7.3 and �willhave to pay� in 
lause 7.4 are the ambiguities). The eventually was translatedwith the help of the spe
ial syntax else that we see in Fig. 3-a. We use the
ounter-example given by NuSMV to 
onstru
t the model in Fig. 3-b where theproperty holds. The di�eren
e is at the transition from s7 to s3 where we have
hanged the label to the multi-set label {p, p}. In CL the solution is to add a new
lause 
orresponding to the property above, and the original 
ontra
t should beextended with the English version of the property as expressed above. Note thata similar property 
an be stated for the 
lause 4 for whi
h we have given thesolution in Fig. 3-b also by repla
ing the label of the transition from s6 to s3 bythe multi-set label {p, p, p}.4 Final Dis
ussionIn this paper we have shown how model 
he
king te
hniques and tools 
an beapplied to analyse 
ontra
ts. In parti
ular, we have used NuSMV [4℄ to model
he
k 
onventional 
ontra
ts spe
i�ed using the language CL, and we have pre-sented multiple uses of model 
he
king for reasoning about 
ontra
ts. Firstly, weuse model 
he
king to in
rease our 
on�den
e in the 
orre
tness of the modelwith respe
t to the original natural language 
ontra
t. Se
ondly, by �nding er-rors in the model, we identify problems in the original natural language 
ontra
tor its interpretation in CL. Finally, we enable the signatories to safeguard theirinterests by ensuring 
ertain desirable properties hold (and 
ertain undesirableones do not).About NuSMV: NuSMV [4℄ is the su

essor of the milestone symboli
 model
he
ker SMV [10℄. Symboli
 model 
he
king [3℄ is based on the 
lever en
odingof the states using binary de
ision diagrams or similar te
hniques, but still relieson the 
lassi
al model 
he
king algorithm. NuSMV allows the 
he
king of prop-erties spe
i�ed in CTL, LTL, or PSL. More re
ently NuSMV has in
luded inputvariables with whi
h it is possible to spe
ify dire
tly labelled transition systems.This feature of NuSMV has been very useful in our 
ontext.



Related Work: To our knowledge, model 
he
king 
ontra
ts is quite an unex-plored area where only few works 
an be found [15,5℄. The main di�eren
e withour approa
h is that in [15℄ there is no language for writing 
ontra
ts, insteadautomata are used to model the di�erent parti
ipants of a 
ontra
t, i.e. there isno model of the 
ontra
t itself but only of the behaviour of the 
ontra
t signa-tories. Many safety and liveness properties identi�ed as 
ommon to e-
ontra
tsare then veri�ed in a pur
haser/supplier 
ase study using SPIN [7℄. Similarly, in[5℄ Petri nets are used to model the behaviour of the parti
ipants of a 
ontra
-tual proto
ol. Though in [15℄ it is 
laimed that modelling the signatories givesmodularity, adding 
lauses to a given 
ontra
t implies modifying the automata.In our 
ase, adding 
lauses to a 
ontra
t is done as in any de
larative language,without 
hanging the rest. Though in our 
urrent implementation we would alsoneed to rewrite the veri�
ation model, this should not be seen as a disadvantage;given that CL has formal semanti
s in Cµ the model 
ould be obtained automat-i
ally after the modi�
ations. An advantage of our approa
h is the possibility ofexpli
itly writing 
onditional obligations, permissions and prohibitions, as wellas CTDs and CTPs. We are not aware of any other work on model 
he
kinge-
ontra
ts along the same line as ours. See [13℄ and [15℄ (and referen
es therein)for further dis
ussions, and other approa
hes, on formalisations of 
ontra
ts.Future Work: The approa
h we have followed has few drawba
ks. First noti
ethat the way we have obtained the model for the least �x-point in the Cµ formula3 in Se
tion 3.1 was modelled as the 
y
le (s7, s3, s4, s5)
∗, whi
h may indeed bean in�nite loop as we do not have a

epting 
onditions in our labelled Kripkestru
ture nor fairness 
onstraints. This of 
ourse would need to be re�ned inorder to guarantee that the 
y
le will eventually �nish. Moreover, in order tobe able to prove properties about a
tions whi
h must have been performed,we should extend our language a 
onstru
tor done(·) to be applied to a
tions,meaning that the a
tion argument was performed (as with the donep&p in theexample). This will de�nitely fa
ilitate spe
ifying properties like the last oneof the previous se
tion 
on
erning the prohibition on a
tions by the 
lient. Weare 
urrently working on improving the above aspe
ts in order to make a morepre
ise analysis.We have presented a manual translation from the Cµ semanti
s of the 
ontra
twritten in CL into the input language of NuSMV. We plan to implement a toolto automati
ally model 
he
k 
ontra
ts written in CL. We 
an bene�t from the
ounter-example generation to �x the original 
ontra
t, as we have brie�y shownin Se
tion 3.4. Although we use NuSMV as the underlying model 
he
ker we planto move on to a µ-
al
ulus model 
he
ker (e.g., [1,9℄).With su
h a tool the whole model 
he
king pro
ess will be a

elerated fa
il-itating its use and thus making it easy to prove other interesting general prop-erties about e-
ontra
ts, as suggested in [15℄. Besides su
h 
lassi
al liveness orsafety properties we are also interested in properties more spe
i�
 to e-
ontra
ts,in
luding: �nding the obligations or prohibitions of one of the parties in the 
on-tra
t; listing of all the rights that follow after the ful�lling of an obligation; what



are the penalties for whenever violating an obligation or prohibition; determiningwhether a given parti
ipant is obliged to perform 
ontradi
tory a
tions.The generation of the (automata-like) model that we did by hand in Se
tion3 
an be done automati
ally along the lines of existing LTL-to-Bü
hi automatatranslators (like ltl2smv or ltl2ba). [14℄ presents a 
omprehensive overview ofthe state-of-the-art of su
h tools.In the 
urrent state of development, the language CL 
annot expli
itly ex-press timing 
onstraints. Another dire
tion we intend to explore is extendingthe language with real-time features in order to be able spe
ify and verify time-dependant properties.A
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