
Lecture Notes in Computer Science 4817

Commenced Publication in 1973

Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison
Lancaster University, UK

Takeo Kanade
Carnegie Mellon University, Pittsburgh, PA, USA

Josef Kittler
University of Surrey, Guildford, UK

Jon M. Kleinberg
Cornell University, Ithaca, NY, USA

Friedemann Mattern
ETH Zurich, Switzerland

John C. Mitchell
Stanford University, CA, USA

Moni Naor
Weizmann Institute of Science, Rehovot, Israel

Oscar Nierstrasz
University of Bern, Switzerland

C. Pandu Rangan
Indian Institute of Technology, Madras, India

Bernhard Steffen
University of Dortmund, Germany

Madhu Sudan
Massachusetts Institute of Technology, MA, USA

Demetri Terzopoulos
University of California, Los Angeles, CA, USA

Doug Tygar
University of California, Berkeley, CA, USA

Moshe Y. Vardi
Rice University, Houston, TX, USA

Gerhard Weikum
Max-Planck Institute of Computer Science, Saarbruecken, Germany



Kil-Hyun Nam Gwangsoo Rhee (Eds.)

Information Security
and Cryptology –
ICISC 2007

10th International Conference
Seoul, Korea, November 29-30, 2007
Proceedings

13



Volume Editors

Kil-Hyun Nam
National Defense University
122-875 Susaek-dong, Eunpyung-gu, Seoul 122-875, Korea
E-mail: khnam@kndu.ac.kr

Gwangsoo Rhee
Sookmyung Women’s University
52 Hyochangwon-gil, Yongsan-Ku, Seoul 140-742, Korea
E-mail: rhee@sookmyung.ac.kr

Library of Congress Control Number: 2007939824

CR Subject Classification (1998): E.3, G.2.1, D.4.6, K.6.5, F.2.1, C.2, J.1

LNCS Sublibrary: SL 4 – Security and Cryptology

ISSN 0302-9743

ISBN-10 3-540-76787-8 Springer Berlin Heidelberg New York

ISBN-13 978-3-540-76787-9 Springer Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.

Springer is a part of Springer Science+Business Media

springer.com

© Springer-Verlag Berlin Heidelberg 2007
Printed in Germany

Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India
Printed on acid-free paper SPIN: 12192021 06/3180 5 4 3 2 1 0



Preface

ICISC 2007, the Tenth International Conference on Information Security and
Cryptology, was held in Seoul, Korea, during November 29–30, 2007. It was
organized by the Korea Institute of Information Security and Cryptology
(KIISC) in cooperation with the Ministry of Information and Communication
(MIC), Korea. The aim of this conference was to provide a forum for the pre-
sentation of new results in research, development, and applications in the field
of information security and cryptology. It also intended to be a place where
research information can be exchanged.

The conference received 123 submissions from 24 countries, covering all areas
of information security and cryptology. The review and selection processes were
carried out in two stages by the Program Committee (PC) of 57 prominent
researchers via online meetings through the iChair Web server. First, each paper
was blind reviewed by at least three PC members, and papers co-authored by
the PC members were reviewed by at least five PC members. Second, individual
review reports were revealed to PC members, and detailed interactive discussion
on each paper followed. Through this process the PC finally selected 28 papers
from 14 countries. The authors of selected papers had a few weeks to prepare final
versions of their papers, aided by comments from the reviewers. The proceedings
contained the revised versions of the accepted papers. However, most of these
final revisions were not subject to any further editorial review.

The conference program included two invited talks from eminent researchers
in information security and cryptology. The invited speakers were Daniel J.
Bernstein from University of Illinois at Chicago and Mitsuru Matsui from
Mitsubishi Electric Corporation.

We would like to thank everyone who contributed to the success of this con-
ference. First, thanks to all the authors who submitted papers to this conference.
Second, thanks to all 57 members of the PC listed overleaf. It was a truly nice ex-
perience to work with such talented and hard-working researchers. Third, thanks
to all the external reviewers for assisting the PC in their particular areas of ex-
pertise. Fourth, we would like to thank all the participants of the conference who
made this event an intellectually stimulating one through their active contribu-
tion. We would also like to thank the iChair developers in EPFL for allowing
us to use their software. Finally, we are delighted to acknowledge the partial fi-
nancial support provided by CIST, KISIA, NICS Tech, NITGEN, STG Security,
and TSonNet.

November 2007 Kil-Huyn Nam
Gwangsoo Rhee
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