Lecture Notes in Computer Science

Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison
Lancaster University, UK

Takeo Kanade

Carnegie Mellon University, Pittsburgh, PA, USA
Josef Kittler

University of Surrey, Guildford, UK

Jon M. Kleinberg
Cornell University, Ithaca, NY, USA

Friedemann Mattern
ETH Zurich, Switzerland

John C. Mitchell
Stanford University, CA, USA

Moni Naor
Weizmann Institute of Science, Rehovot, Israel

Oscar Nierstrasz

University of Bern, Switzerland
C. Pandu Rangan

Indian Institute of Technology, Madras, India
Bernhard Steffen

University of Dortmund, Germany
Madhu Sudan

Massachusetts Institute of Technology, MA, USA
Demetri Terzopoulos

University of California, Los Angeles, CA, USA
Doug Tygar

University of California, Berkeley, CA, USA
Moshe Y. Vardi

Rice University, Houston, TX, USA
Gerhard Weikum

Max-Planck Institute of Computer Science, Saarbruecken, Germany

4886



Sven Dietrich Rachna Dhamija (Eds.)

Financial
Cryptography and
Data Security

11th International Conference, FC 2007, and

Ist International Workshop on Usable Security, USEC 2007
Scarborough, Trinidad and Tobago, February 12-16, 2007
Revised Selected Papers

@ Springer



Volume Editors

Sven Dietrich

Stevens Institute of Technology, Computer Science Department
Castle Point on Hudson, Hoboken, NJ 07030, USA

E-mail: spock@cs.stevens.edu

Rachna Dhamija

Harvard University, Center for Research on Computation and Society, DEAS
Maxwell Dworkin 110, 33 Oxford Street, Cambridge, MA 02138, USA
E-mail: rachna@deas.harvard.edu

Library of Congress Control Number: 2007941592

CR Subject Classification (1998): E.3, D.4.6, K.6.5, K.4.4,C.2,J.1, F2.1-2
LNCS Sublibrary: SL 4 — Security and Cryptology

ISSN 0302-9743
ISBN-10 3-540-77365-7 Springer Berlin Heidelberg New York
ISBN-13 978-3-540-77365-8 Springer Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.

Springer is a part of Springer Science+Business Media
springer.com

© Springer-Verlag Berlin Heidelberg 2007
Printed in Germany

Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India
Printed on acid-free paper SPIN: 12206735 06/3180 543210



The original version of the book was revised.:
The copyright line was incorrect. The Erratum
to the book is available at

DOI: 10.1007/978-3-540-77366-5_37


http://dx.doi.org/10.1007/978-3-540-77366-5_37

Preface

The 11th International Conference on Financial Cryptography and Data Security
(FC 2007, http://fc07 ifca.ai), organized by the International Financial Cryptog-
raphy Association (IFCA, http://www.ifca.ai/), was held in Tobago, February
12-15, 2007. The conference is a well-established and premier international fo-
rum for research, advanced development, education, exploration, and debate re-
garding security in the context of finance and commerce. We continue to cover all
aspects of securing transactions and systems, which this year included a range of
technical areas such as cryptography, payment systems, anonymity, privacy, au-
thentication, and commercial and financial transactions. For the first time, there
was an adjacent workshop on Usable Security, held after FC 2007 in the same lo-
cation. The papers are included in the last part of this volume. The conference
goal was to bring together top cryptographers, data-security specialists, and com-
puter scientists with economists, bankers, implementers, and policy makers.

The goal was met this year: there were 85 submissions, out of which 17
research papers and 1 system presentation paper were accepted. In addition, the
conference featured two distinguished speakers, Mike Bond and Dawn Jutla, and
two panel sessions, one on RFID and one on virtual economies. As always, there
was the rump session on Tuesday evening, colorful as usual.

Putting together the program was a challenging task: the Program Commit-
tee fought long and hard in online discussions in late fall 2006 over which papers
to accept, assisted by the many external reviewers who brought in their respec-
tive expertise. Each paper was carefully evaluated by at least three referees. The
work was made more difficult by the large number of high-quality papers received
and the relatively small number which could be accepted. We would like to thank
all submitters for the papers and their hard work, and hope that the comments
received from the reviewers will allow them to progress with their work.

I would like to thank the General Chair, Rafael Hirschfeld, and the Sponsor-
ship Chair, Burton Rosenberg, for all their hard work in getting this conference
organized and sponsored in Tobago, its southernmost location thus far, and Jon
Callas for moderating the rump session. Special thanks go to Joe McManus,
Rudy Maceyko, and Jason McCormick at CERT for setting up, securing, and
running the Web-based submission and reviewing system in a tight environment.

I hope all of the participants found this year’s program as exciting as I did,
with its continued interdisciplinary views on the subject and its strong focus on
the financial side, and that the conference continues to provide an opportunity
to participate in fruitful discussions on the issues and trends in the financial
industry and cryptography.

June 2007 Sven Dietrich
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