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Preface

ICITS 2008, the Third International Conference on Information Theoretic Secu-
rity, was held in Calgary, Alberta, Canada, during August 10–13, 2008, at the
University of Calgary. This series of conferences was started with the 2005 IEEE
Information Theory Workshop on Theory and Practice in Information-Theoretic
Security (ITW 2005, Japan), held on Awaji Island, Japan, October 16–19, 2005.

The conference series aims at bringing focus to security research when there
is no unproven computational assumption on the adversary. This is the frame-
work proposed by Claude Shannon in his seminal paper formalizing modern
unclassified research on cryptography. Over the last few decades, Shannon’s
approach to formalizing security has been used in various other areas including
authentication, secure communication, key exchange, multiparty computation
and information hiding to name a few. Coding theory has also proven to be a
powerful tool in the construction of security systems with information theoretic
security.

There were 43 submitted papers of which 14 were accepted. Each contributed
paper was reviewed by three members of the Program Committee. In the case
of co-authorship by a Program Committee member the paper was reviewed by
five members of the committee (no committee member reviewed their own sub-
mission). In addition to the accepted papers, the conference also included nine
invited speakers, whose contributions were not refereed. These proceedings con-
tain the accepted papers with any revisions required by the Program Committee
as well as the contributions by invited speakers.

The invited speakers were:

João Barros Strong Secrecy for Wireless Channels
Claude Crèpeau Interactive Hashing: An Information Theoretic Tool
Juan Garay Partially Connected Networks: Information

Theoretically Secure Protocols and Open Problems
Venkatesan Guruswami List Error-Correction with Optimal Information Rate
Goichiro Hanaoka Some Information-Theoretic Arguments for

Encryption: Non-malleability and
Chosen-Ciphertext Security

Norbert Lütkenhaus Theory of Quantum Key Distribution: The Road
Ahead

Pierre Moulin Perfectly Secure Information Hiding
Serge Vaudenay The Complexity of Distinguishing Distributions
Moti Yung Does Physical Security of Cryptographic Devices

Need a Formal Study?



VI Preface

Submissions to ICITS 2008 were required to be anonymous. The task of
selecting 14 papers out of 43 submissions was challenging. Each paper was care-
fully discussed until a consensus was reached. It was a great pleasure to work
with such a high-caliber and meticulous Program Committee. External referees
helped the Program Committee in reaching their decisions, and I thank them
for their effort. A list of all external referees appears later in these proceedings.

I would like to thank the General Chair of the conference, Barry Sanders,
and the Organizing Committee (listed below), whose unrelenting effort ensured
the smooth running of the conference. I would like to thank Michal Sramka and
Karl-Peter Marzlin, in particular, for their continued effort in maintaining the
conference website and submission system (iChair), and lending a hand whenever
it was required.

The conference benefited enormously from the generous financial support
of the University of Calgary, the Informatics Circle of Research Excellence in
Alberta, the Pacific Institute of Mathematical Sciences, the Canadian Institute
for Advanced Research and Quantum Works.

Finally, I would like to thank the authors of all submitted papers for their
hard work and all attendees of the conference whose support ensured the success
of the conference.

August 2008 Reihaneh Safavi-Naini
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