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Preface

The Western European Workshop on Research in Cryptology (WEWoRC 2007)
was the second of its kind. It was organized as a joint venture between the Horst
Gortz Institute for Security in Information Systems (HGI), and the Special Inter-
est Group on Cryptology (FG Krypto) of the German Computer Science Society
(Gesellschaft fiir Informatik e.V.). The aim was to bring together researchers in
the field of cryptology. The workshop focused on research from Masters and PhD
students, and brought them together with more experienced senior researchers.
The first workshop (WEWoRC 2005) was held in Leuven.

WEWORC 2007 was held in the German Ruhr region, more particularly in
Bochum, during July 4-6, 2007. Formerly a mining town, Bochum is currently
growing into a knowledge-based economy. Aided by the city council, IT secu-
rity is a special focus for economic development. Hence, it provided the perfect
scenery for hosting this event. In total, we had 81 participants from 13 differ-
ent countries (Belgium, Finland, France, Germany, Iran, Japan, Luxembourg,
Malawi, Slovenia, Taiwan, Tunisia, UK, USA).

In total, we received 39 submissions of which 36 where chosen for present-
ing in 14 sessions. In addition, the program was enriched by two invited talks,
namely, by George Danezis on “Cryptography in Anonymous Communications”
and David Naccache on “Products of Small Primes in Cryptography and Error-
Correction.” Selecting papers for publication in these postproceedings was done
in two phases. In the first phase, during the workshop, the authors of 24 of the
36 talks were invited to submit a full paper for these postproceedings. In the
second phase, after we received the 24 invited submissions, these were reviewed
by the members of our Program Committee. Each paper was reviewed in a care-
ful refereeing process by at least three experts in the area. If one of the authors
was a member of the Program Committee, at least five reviews were requested.
We used a total of 73 reviews for finally selecting the 12 papers presented here.

We are very grateful to all the Program Committee members who devoted
much effort and valuable time to reading and selecting the papers. These post-
proceedings contain the final versions of each paper revised after the conference.
Since the revised versions were not checked by the Program Committee members
rigorously, the authors must bear full responsibility for the contents of their
papers. We also want to thank the external experts who assisted the Program
Committee in evaluating various papers.

Special thanks to our sponsors who made it possible to offer WEWoRC for
a competitive price. Their logos are on the first page of these post-proceedings.
Similarly, we want to mention the cooperation with our academic partners EI-
DMA and Ecrypt. In addition, we want to thank the local Organizing Committee
for their skillful, professional, and enthusiastic support of WEWoRC. Keep in
mind that all work was done voluntarily. Special thanks go in this context to the
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Horst Gortz Institute, which kindly agreed to host the workshop in Bochum and
for allowing us to use the HGI infrastructure (both technical and administrative)
for WEWoRC.

Finally, we would like to thank all authors — including those whose submis-
sions were not successful, as well as the workshop participants from around the
world for their support, which made WEWoRC a big success.

December 2007 Stefan Lucks
Ahmad-Reza Sadeghi
Christopher Wolf
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