
Lecture Notes in Computer Science 5308
Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison
Lancaster University, UK

Takeo Kanade
Carnegie Mellon University, Pittsburgh, PA, USA

Josef Kittler
University of Surrey, Guildford, UK

Jon M. Kleinberg
Cornell University, Ithaca, NY, USA

Alfred Kobsa
University of California, Irvine, CA, USA

Friedemann Mattern
ETH Zurich, Switzerland

John C. Mitchell
Stanford University, CA, USA

Moni Naor
Weizmann Institute of Science, Rehovot, Israel

Oscar Nierstrasz
University of Bern, Switzerland

C. Pandu Rangan
Indian Institute of Technology, Madras, India

Bernhard Steffen
University of Dortmund, Germany

Madhu Sudan
Massachusetts Institute of Technology, MA, USA

Demetri Terzopoulos
University of California, Los Angeles, CA, USA

Doug Tygar
University of California, Berkeley, CA, USA

Gerhard Weikum
Max-Planck Institute of Computer Science, Saarbruecken, Germany



Liqun Chen Mark D. Ryan Guilin Wang (Eds.)

Information and
Communications
Security

10th International Conference, ICICS 2008
Birmingham, UK, October 20 - 22, 2008
Proceedings

13



Volume Editors

Liqun Chen
Hewlett-Packard Laboratories
Filton Road, Stoke Gifford, Bristol BS34 8QZ, UK
E-mail: liqun.chen@hp.com

Mark D. Ryan
Guilin Wang
University of Birmingham
School of Computer Science
Edgbaston, Birmingham B15 2TT, UK
E-mail: {m.d.ryan, g.wang}@cs.bham.ac.uk

Library of Congress Control Number: 2008936716

CR Subject Classification (1998): E.3, D.4.6, K.6.5, K.4.4, D.4.6

LNCS Sublibrary: SL 4 – Security and Cryptology

ISSN 0302-9743
ISBN-10 3-540-88624-9 Springer Berlin Heidelberg New York
ISBN-13 978-3-540-88624-2 Springer Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.

Springer is a part of Springer Science+Business Media

springer.com

© Springer-Verlag Berlin Heidelberg 2008
Printed in Germany

Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India
Printed on acid-free paper SPIN: 12539420 06/3180 5 4 3 2 1 0



Preface

The 10th International Conference on Information and Communications Security
(ICICS) was held in Birmingham, UK, during 20–22 October 2008. The ICICS
conference series is an established forum that brings together people working
in different fields of information and communications security from universities,
research institutes, industry and government institutions, and gives the attendees
the opportunity to exchange new ideas and investigate state-of-the-art develop-
ments. In previous years, ICICS has taken place in China (2007, 2005, 2003,
2001, 1997), USA (2006), Spain (2004), Singapore (2002), and Australia (1999).
On each occasion, as on this one, the proceedings were published in the Springer
LNCS series.

In total, 125 papers from 33 countries were submitted to ICICS 2008, and 27
were accepted covering multiple disciplines of information security and applied
cryptography (acceptance rate 22%). Each submission to ICICS 2008 was anony-
mously reviewed by three or four reviewers. We are grateful to the Programme
Committee, which was composed of 57 members from 12 countries; we thank them
as well as all external referees for their time and valued contributions to the tough
and time-consuming reviewing process.

In addition to the contributed speakers, the programme also featured three
invited speakers. We are grateful to Joshua Guttman (The MITRE Corporation,
USA), Peng Ning (North Carolina State University, USA), and Nigel Smart
(University of Bristol, UK) for accepting our invitation to speak.

ICICS 2008 was organised by the University of Birmingham and Hewlett
Packard Laboratories. We gratefully acknowledge sponsorship from the UK En-
gineering and Physical Sciences Research Council (EPSRC), as well as Hewlett
Packard and the University of Birmingham.

Organising a conference is difficult and time-consuming work. We are very
grateful to Andy Brown, who worked tirelessly in making arrangements with the
Hyatt Hotel and with the University of Birmingham, as well as maintaining the
conference website. Also thanks to Ben Smyth for making a great job of collecting
the papers together for these proceedings. Thanks also to Hasan Qunoo for
helping with many local details. Finally, we would like to thank all the authors
who submitted their papers to ICICS 2008, and all the attendees from all over
the world.

October 2008 Liqun Chen
Mark Ryan

Guilin Wang
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