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Preface

It is our pleasure to welcome you to the first edition of the International Sym-
posium on Engineering Secure Software and Systems.

This unique events aims at bringing together researchers from Software En-
gineering and Security Engineering, helping to unite and further develop the two
communities in this and future editions. The parallel technical sponsorships from
the ACM SIGSAC (the ACM interest group in security) and ACM SIGSOFT
(the ACM interest group in software engineering) and the IEEE TCSE is a clear
sign of the importance of this inter-disciplinary research area and its potential.

The difficulty of building secure software systems is no longer focused on
mastering security technology such as cryptography or access control models.
Other important, and less controllable, factors include the complexity of mod-
ern networked software systems, the unpredictability of practical development
lifecycles, the intertwining of and trade-off between functionality, security and
other qualities, the difficulty of dealing with human factors, and so forth. Over
the last few years, an entire research domain has been building up around these
problems. And although some battles have been won, the jury is still out on the
final verdict.

The conference program included two major keynotes from Axel Van Lam-
sweerde (U. Louvain) and Wolfram Schulte (Microsoft Research) and an inter-
esting blend of research, industry and idea papers.

In response to the call for paper, 57 papers were submitted. The Program
Committee selected 10 papers as research papers (17.5%), presenting new re-
search results in the realm of engineering secure software and systems. It further
selected four industry reports, detailing concrete case studies in industry and
the lessons that practitioners and researchers can learn out of this experience.
We also included four ideas papers that the Program Committee judged as in-
teresting but not yet mature for a full paper presentation.

The program also featured a slate of tutorials by industry representatives
on “Security by Construction” by Rod Champan (Praxis), “Management in
Practice – Model – Based Security Risk Analysis with the CORAS Method” by
Heidi E. I. Dahl and Mass Soldal Lund (SINTEF), “Inside the Biggest of the
OWASP Top-10 Issues” by R. van Wyk (KRvW Associates, LLC), and a research
tutorial on “Security – Philosophy, Patterns and Practices” by Munawar Hafiz
(University of Illinois at Urbana-Champaign).

Many individuals and organizations contributed to the success of this event.
First of all, we would like to express our appreciation to the authors of the
submitted papers, and to the Program Committee members and external refer-
ees, who provided timely and relevant reviews. Many thanks go to the Steering
Committee for supporting this and future editions of the symposium, and to all
the members of the Organizing Committee for their tremendous work and for
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excelling in their respective tasks. Nicola Zannone did a great job by assembling
the proceedings for Springer.

We owe gratitude to ACM SIGSAC/SIGSOFT, IEEE TCSE and LNCS for
supporting us in this new scientific endeavor.

Last but not least, we would like to thank all sponsors, and the DistriNet
research group of the K.U.Leuven in particular, for covering the financial aspects
of the event.

November 2008 Bart De Win
Fabio Massacci
Sam Redwine
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