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Abstract. Many research teams have developed mobile contp@inhitectures to
support the emergency and rescue services in @ rahgivil contingencies. These
proposals are based on innovative technologieshad considerable creativity in the
design of their user interfaces. In contrast, faiper presents lessons learned from the
2007 UK floods. Mobile telecommunications failedmany different ways and from
many different causes, including physical damagéandsets, as well as the loss of
base stations and UPSs. The insights gained fhenfldods are being used to inform
the design of next generation mobile digital comioations systems for UK
responders. However, the technical problems sgaably less important than the
insights that were obtained about ‘systemic’ fakiin the interfaces between local
government, emergency services and the varietygeh@es that must cooperate in
major civil contingencies. Problems in informatimanagement led to inconsistencies
and incompatibilities. In consequence, the oufyarh one application could not easily
be used as input to systems operated by other i@gerithese issues must be addressed
before we are overwhelmed by the increased banbwadfiorded by new mobile
devices and novel sensing technologies. It iclcoied that unless we understand the
chaos, complexity and the contextual issues thatracerise previous emergency
situations then there is little prospect that w# té able to design effective mobile
technologies for future incidents.

Keywords: accident analysis; national critical infrastrucgjrmobile devices.

1 Introduction

There have been a number of innovative proposalghie application of mobile

computing technologies to support the emergencyices. These include systems
that focus on small teams of co-workers [1] as veall those that support large
distributed organizations [12]. They include apglions that provide structured
interfaces to mobile systems for emergency worka@B] as well as less formal

networking applications that support diverse grofipnd-users [10]. Other research
teams have extended conventional evaluation teabrsidrom desktop systems to
support the validation of human-computer interactigth mobile devices by teams
of emergency workers [4].  Other groups have redee ideas from pervasive and
ubiquitous computing [2] ; including the developrnesf ‘wearable’ devices to



support interaction with computational infrastruess during emergency situations

[6].

1.1 Strengths of Mobile Systems in Civil Contingecies

Most of these initiatives are based on the asswmptfiat mobile computational
systems provide significant value beyond traditionsoice communication
applications [9]. Mobile systems can be used mergency personnel ‘on site’
during a contingency to navigate across multipferimation sources held by different
government and commercial agencies. This flexjbi critical when data cannot
easily be formatted or structured in a way that sipport the detailed requirements
of every potential emergency. PDAs and similarice provide a common interface
to a vast array of information resources, includng not limited to census data,
medical records, hazard information (e.g., flooédbetions, location of hazardous
substances etc), and weather details. Mobile ctengystems can be integrated with
digital telecommunications infrastructures to poevreal-time updates as information
becomes available. They can reduce the need twalig update paper-maps with
the changing locations of emergency crews and wifbrmation about potential
casualties. Images of an emergency can be comatadiback from mobile devices
on the scene of a civil contingency to help impréle situation awareness of co-
workers and of coordinators in remote locations.

1.2 Concerns about Mobile Systems in Civil Contiyencies

Changes to the technological infrastructure of demgystems cannot be ‘risk free’ [5].
The provision of new services creates new hazarde€xample when users have to cope
with the failure of services normally provided usimgbile technology. Further problems
arise when mobile systems are poorly integratedemisting working practices. The UK
Independent Police Complaints Commission (IPCCgmédg described how the driver of
a marked police car was responding to the activatiohis vehicle's automatic number
plate recognition system, when a pedestrian wasrtldled [3]. Similarly, theUS
National Oceanic & Atmospheric Administration (NOAfeleased a warning in 2002
about some of the systemic effects of GPS on nawigdehavior. These warnings
were addressed to all users of mobile devices dty emergency personnel.
NOAA went on to point out that the increasing aecyrof GPS exposes underlying
problems in the accuracy of charts. Many maps wlereloped using less accurate
fixes than those provided using GPS technology.was argued that prudent users
should employ “the utmost caution, no matter wteatigational method is use{8].

1.3 Overview of the Paper

The following pages collect together a number osdes that were learned about the
application of mobile technologies from the 2007 Uiofls. These included insights
about the vulnerability of the mobile telecommutimas infrastructures that support
many of the technical innovations proposed in mesistudies. The floods also revealed



underlying problems in information management thastrated attempts to coordinate
data exchange between different agencies.

Other insights included the importance of helpingmbers of the public to access
information from a wide range of sources, rangirgrfrlocal government to the police,
from insurance companies to utility companies.mlany cases, individuals and families
had a range of existing devices that could haverigeda access to critical information
even though there were problems with the telecommatinits infrastructure.  Many
failed to find the details that they needed to gcbthemselves and their family because
the information was not structured in a way that doahsily be downloaded onto
available devices. Critical data was often scattesver different web sites or between
on-line resources and through telephone ‘hot linelt’is concluded that we must develop
a more coordinated approach to information manageénre order to design mobile
technologies that can be used by emergency persandethe general public in future
contingencies.

2 The Scale of the Floods and the Need for MobiRResources

Many areas of the United Kingdom experienced themviest rainfall since records
began between May and July 2007. Precipitatiocerkeated high levels of ground
water. This combination overwhelmed drains an@iotbrms of flood defence. The
UK Meteorological Office recorded 414.1mm of racr@ss England and Wales; this
is over double the mean level of rainfall expectkoting this period. The most
severe floods occurred across Northern Ireland 2th June; East Yorkshire and
areas of the Midlands on 15th June; Yorkshire, G&stershire and Worcestershire on
25th June; and Oxfordshire, Berkshire and South é#/abn 20th July. The
independent report into the subsequent floods,rettaby Sir Michael Pitt [11],
argued that these events created “a new level afectye” for emergency personnel;
triggering “a series of emergencies which stretcloedl resources to the limit” and
which provided UK civil contingency planners wittaake-up call”.

2.1 Impact on the Transportation and Supply Infrastructures

The consequences of the floods are difficult toggesiate. They continue to affect
the lives of many families that were caught up frem. This natural civil
contingency has been linked to 13 deaths as welhagge to over 40,000 homes and
10,000 businesses. In some places, the floodwaisesover a number of hours. In
other areas, emergency service personnel and mendfethe public were left
stranded as flood defences failed and roads wesed! Five hundred people were
left on the platforms and concourse areas of Gleteceailway station on the night of
the 2d" July as areas of the UK national rail network wdigabled. At the same
time, approximately 10,000 motorists were stranioigdhe closure of Junctions 10 to
12 on the M5 motorway. The interruptions to trargtion infrastructure had knock-
on effects for the logistics of recovery operatiassfood, oil and personnel had to be
re-routed to take account of successive closunesathe transportation networks.



2.2 Impact on the Water Infrastructures

The coordination of civil contingencies in the UK divided between three levels.
Bronze describes the operational management afi@dent usually on-site.  Silver
level refers to tactical management; operating tetoproviding the resources to
implement pre-determined contingency plans. Gadhmand defines the overall
strategy for resolving an incident and coordinagzovery actions. The Pitt interim
report describes how Gloucestershire Gold Commaadpgconvened around 18:00
on Friday, 28/ July 2007 [11]. The Environment Agency reporteal they did not
expect any significant river flooding. The sanver@ng, the Meteorological Office
warned that heavy rain was expected to continueniylet. The Gold Command held
a teleconference to review the situation aroun@d@n Saturday 21st July. The
Environment Agency again said that it expectedelitir no serious flooding. In
consequence, a further meeting was held at 18:@frebéhe Gold command group
disbanded for the evening. During the early hafrshe 229 the Mythe water
treatment works was shut down by rising flood waited serious flooding occurred in
urban areas. The Gold command group was hastiynsened. Water supplies in
the area were not declared fit again until tfeAugust. A collection of agencies
responded to this and similar problems acrossltdogiéd areas, including the Army
and the Red Cross. However, it is estimated thaeveral areas it was only possible
to provide 10 litres per person per day well slodithe 15-20 litres recommended by
the World Health Organisation [11]. Members o€ thublic were engaged in
increasingly frantic searches for drinking water.

2.3 Impact on the Power Infrastructures

Rising levels of ground water also began to afteetintegrity of dams, for example
at Ulley reservoir, near Rotherham. This posetsiterable risks both for the local
population and for a host of other infrastructussets. Such effects were only part
of wider disruption across the electricity disttiom networks. On 23July, the loss
of the Castle Meads sub-station affected approxiyat2,000 people in Gloucester.
In Yorkshire, 4 major sub-stations and 55 secondarg-stations were flooded
causing more than 130,000 people to lose theirlguimilarly, the Walham switch
station provided an interface to the UK high-voétagetwork for almost 500,000
people across Wales and Gloucestershire. As #tersyfrom the River Severn rose,
it became clear that this major infrastructure congnt was at significant risk.
Members of the fire and rescue service, the Armaxdds, the Environment Agency
and the National Grid assembled defences that eakytprevented the loss of the
station. A previous risk assessment had asselsseisk of flooding for this site to
be 1 in 1,000 per annum, an estimate that has faésed in 2005 to between 1 in 75
and 1 in 200 [11].



2.3 Impact on the Telecommunications Infrastructues

Telecommunications companies suffered considedakes as floodwater began to
infiltrate critical equipment. Further damage weaused by soil erosion and
consequence cable breakages. Knock-on effectsagated from the loss of mains
supplies as mobile base stations were forced nelywinterruptible Power Supplies
(UPS). Backup generators began to run short dfdne battery based systems were
lost after a few hours. Internet routers weree@#d in a similar manner. The
consequences were compounded by the numbers of asepeted for remaining
bandwidth in order to transfer critical digital @ammation and to remain in contact
with co-workers or family members. The effects tbese interruptions were,
however, mitigated by local Internet Service Previd who made ad hoc
arrangements using borrowed generators and regodifidilities to offer limited
access for some users in the affected communities.

3 Mobile Response and the Emergency Services’ Bpective

In retrospect, many telecommunications companiease werprised by the resilience of
networks that continued to function even in arehsansiderable flooding. The

increasing use of optical fibre rather than copgahling partly helps to explain why

some communities were able to access digital itifragures. The floods also

reinforced the need to bring telecommunications emergy infrastructure managers
into Gold command at an earlier stage in orderelp koordinate the defence of both
conventional and mobile infrastructures.

3.1 Demonstrating the Potential of Mobile Diigal Technologies

Other lessons focussed more narrowly on the demaymof mobile
telecommunications infrastructures.  Gloucestegstiire and Rescue Service’'s
Incident Command Unit (ICU) used satellite commatimns to enable Internet
access during July 2007. The ICU initially providedentral point of reference for
the public but had to be redeployed as prioritlesnged. It was moved to coordinate
the defence of the Castel Meads station, mentiaienie. This redeployment is
instructive because it shows how mobile resourcas lbe moved to meet the
changing priorities of civil contingencies. Thaleployment of the Gloucestershire
ICU also illustrates the benefits of mobile systeéh@t can be used to satisfy multiple
roles — both in supporting the general public aisd & coordinating the response of
emergency personnel.

The floods also illustrated the benefits of a@&wn generation of digital
telecommunications systems, such as Airwave. Manhese applications provide
multiple levels of redundancy so that voice comroation can be maintained even
when elements of the underlying infrastructure hWaied. Networks of base stations
provided a technical backbone that enabled polwecammunicate with other
emergency services over a common network. Howether,floods reiterated the
limitations of voice communications systems duraigl contingencies. There were



many situations in which emergency responders tegdhe need to transfer images
or other documents that might have avoided lenglisgussions over devices with
finite battery power. In particular, problems aragleen emergency services tried to
request support from neighbouring organisatioridirect voice messages asking for
assistance had to be forwarded up the chain of @xdnuntil they were relayed to

officers and management staff with sufficient auitlyado approve the request. This
led to frustration and delays especially when retpigvere refused. This occurred,
for example, when neighbouring Fire and Rescue @ities’ were themselves

struggling to secure necessary resources rangimy $andbags to drinking water or
high volume pumping equipment.

At the time of the floods, several projects warglerway to automate requests for
support using digital data exchange. = The UK Ei&#rol project is intended to
provide firefighters with data terminals on the&hicles that can present a wide of
information, including mapping and incident datarough a standard interface [7].
Similarly, the Firelink project will deliver a dil radio network for the Fire and
Rescue Services (FRS) in England, Scotland and$/flaé¢ can be interoperated with
all Fire and Rescue Authorities and with other egaacy services. However, these
facilities were not widely available across alltbé FRS’ involved in the immediate
response to the 2007 floods. Even those authetitiat had digital communications
did not have sufficient devices for their needs.

The UK Chief Fire and Rescue Adviser’s reviesoahrgued that the floods helped
to highlight the differences in terms of the tedogy that was currently available in
Fire and Rescue Services control rooms [7]. Mobdéa capability is available ‘at
some level’ in just over half of the 46 Fire andsB& Authorities. Only two use it
for the ‘mobile scenarios’ envisaged by the FiRet@umproject. Nine more have the
capacity to support Mobile Data Terminals but thare strong differences in the
ways that the systems will be used. Organizatiand political barriers have created
a situation in which there is no national capapii@ mobilize the nearest appropriate
resource regardless of ownership.

3.2 Organizational Barriers to the Effective Usef Mobile Telecommunications

The floods of 2007 highlighted the non-technicablppjems that complicate the

deployment and operation of mobile computer systei®absequent enquiries have
considered how projects, such as FiReControl, coatdble users to request
assistance from neighbouring agencies [7]. Itiq4dar, attention has focused on the
protocols that might enable a member of the Fiidt Rascue Service at the scene of
an incident to ask for additional resources froRemote Control Centre (RCC).

This centre could be tens or hundreds of miles fthenscene of any contingency.
One proposal being considered by the FiReControjept enables one centre to
automatically detect when another, local RCC cawddonger cope with the demands
being placed on it. The Remote Control Centrehtnigen mobilise resources that
would normally be under the control of the locahtte. Such scenarios are not
normally the focus of mobile systems research. tMmsvious work focuses on

technical infrastructures or user interface charégtics. However, these proposals
create significant concerns for local centres whestmmaintain sufficient situation



awareness to recognise when some of ‘their’ regsuhave been redeployed by the
remote intervention of another RCC.

In contrast, Gloucestershire Fire and Rescuéhdity reported that having Gold
Command bases close to the local mobilising cehtd ‘significant operational
benefits’. They were also ‘concerned about how thduld work once the Remote
Control Centre was in place’ [7]. The meta-leveinp here is that unless the research
and development community pay close attention t® itsights from previous
contingencies then there is a danger that we vdlletbp systems which do not
address the concerns of operational staff witht-fiesad experience in trying to
manage the ‘structured chaos’ and the complexitgafworld events.

In the UK, there is a distinction between catggbrand category 2 responders.
The former include the Police, Fire and Rescue i&esy Emergency Medical
Services, the Coastguard, Local Authorities, Prym@&are Trusts, Acute Trusts,
Foundation Trusts etc. Category 2 respondersidiecElectricity Distributors and
Transmitters, Gas Distributors, Water and Seweiagapanies, Telephone service
providers (fixed and mobile). They also include ttransport sector, including
Network Rail, Train Operating Companies (passeraygt freight), Underground
companies, the Highways Agency, Airport operatois e The floods illustrated
considerable problems in coordinating the actisitid category 1 and 2 responders.
Many category 2 agencies were unaware of the puwvesdand protocols used by
Gold Command and hence found it difficult to cdmtite in the manner that had been
anticipated. Further problems arose from the usinoh over the lead agency for
dealing with floods. At the time of writing thisaper, the precise division of
responsibilities between Fire and Rescue Servittes, Maritime and Coastguard
Agency, the RNLI, river police etc is unclear. Ftack of clarity complicates future
inter-agency cooperation, which in turn, has theepiial to undermine the benefits of
technical innovation through the deployment of n®bystems.

The ability to communicate during contingency isilftated by the provision of
mobile technologies. However, many category 2 gsoare not covered by the
mobile infrastructures identified in previous sens of this paper. Many of them
have no means of accessing the digital communitsitinfrastructures available to
the category 1 responders. This creates signifidearriers to the ‘seamless’
transmission of digital information that many peopbve anticipated. The use of the
name ‘Firelink’ to describe the digital radio netkdor the Fire and Rescue Services
(FRS) illustrates some of the design assumptionsindethese infrastructures.
Applications that have been developed primarilystgpport the response to fires
cannot always be redeployed for use in flood resciiem inflatable dinghies.
Similarly, there can be significant inter-operabilssues between this new generation
of digital communications infrastructure and thelevi stakeholders in any response to
civil contingencies.

3.3 Information Management Barriers to the Use oMobile Digital Telecomms
The organisational issues that complicated theoresp to the 2007 floods were

exacerbated by a number of concerns that had nenh kamnticipated during
contingency planning. Many of these issues stemimed legal ‘myths’ about civil



liberties. This aspect is also often overlookgdh®e proponents of mobile systems
but was a significant issue for many of the agenaieolved in the flood response.
Members of the Fire and Rescue Services were tagketffer assistance to the
elderly and to other ‘at risk’ groups in the comntigs affected by the rising waters.
However, in order to find the addresses of peogte wight need help, they were
forced to consult local healthcare organisatioaff;lselp groups etc. Many of these
agencies were unwilling to release personal detditbeir clients even under during
severe flooding. Individuals felt that by disdlas this data they would be liable
under European human rights legislation and the#a Protection Act. Cabinet

Office guidance makes it clear that public safetgrades many of these concerns
during civil contingencies. However, this messagd dot reach many of the

emergency workers in the field.

The ‘myths’ surrounding the UK Data Protection Aatm part of a wider pattern
of confusion, contradiction and inconsistency tbladracterised many aspects of the
information interchange that took place betweerall@and national agencies during
the floods. It is to be hoped that the propos&dite computational systems will
address many of these problems. However, theaectnsiderable risk that Gold and
Silver commands will be overwhelmed by the datanftbe proposed new generation
of handheld data terminals. Conversely, theeerisk that few category 1 responders
will have time to use many of the facilities offdriey these mobile systems.

The UK Cabinet Office had an almost continual nésdinformation from local
agencies to help form the ‘big picture’ during tf@ods of 2007. Some Gold and
Silver commands were swamped by requests for irddom. At the same time,
many were focused on acting at a local level. To#gn did not prioritise these
requests from national agencies if they were notgieed to directly help the people
caught up in local flooding. The extent of the femion can be illustrated by the
difficulty that central government faced in detemmg how many people had been
affected by the June floods. Initial reports frtdme Environment Agency suggested
that between 3,000 and 4,000 properties were effeftl]. Several days later,
Government Offices and local authorities reporteat 80,000 houses were flooded.
The discrepancy arose because the Environment Agenly counted properties
affected by river flooding. It excluded surfaceteraflooding of urban properties that
was the most significant source of damage durimgeJ2O07. These differences
create enormous problems that cannot easily beeasiell through the introduction of
mobile computing devices unless they are accomgdnyea root and branch reform
of the information management systems across ratéord local government.

Not only did central government receive a coefupicture from local agencies,
those agencies themselves had a ‘poor understaodlitig location of critical sites;
the mapping of their vulnerability to flooding; tltmnsequences of their loss; and
dependencies on other critical infrastructure’ [11]There was a need for first
responders to have up-to-date flood risk infornmatio coordinate their efforts in
helping the public. This data was also importanénsure that emergency personnel
did not expose themselves or their vehicles to tam@il hazards. Such risk
assessments create a requirement to integrate noleigioal forecasting, with
environmental and urban models that consider afificfrastructures. Responders
must also be able to access warnings issued by oty agencies, for example to
ensure that they are aware of changes in the &ha&lwater course, or to determine



whether or not a power cable is live, or to deteamnihe degree of risk posed by
structural damage to a dam. None of these issvestlgl related to the development
of mobile computational infrastructures. Thoserages that deployed the new
generation digital systems reported considerabtesfaetion, although there were
some caveats about the need for more devices anel mbust user interfaces [7].
The real problems stem from the institutional andjaaisational barriers to
information interchange. For example, differentgmment agencies used different
mapping systems. This made it difficult to shaagad- for instance about flood levels
and the location of ‘at risk’ members of the puldicthe location of Fire and Rescue
Personnel and the state of local critical infragiees. In the aftermath of the floods,
it was proposed that the ‘use of flood related datdlobile Data Terminals as part of
the FiReControl/Firelink projects should be consgdée[7]. Only with the benefit of
hindsight can we argue that such requirements dhwaNe been central to the initial
design of any future mobile system for nationall@wntingencies.

4 Mobile Response and the General Public’'s Perspeve

Previous paragraphs have focused on the mobilesintrctures from the perspective
of emergency workers. We have ignored the infoionatequirements of the families
and individuals that were caught up in the floodBhe Pitt review describes how one
family saw water pour through the door of their leofhl]. They asked the council
for sandbags, which arrived one week later andr dlfteir property had sustained
significant damage. When he called the Fire anscBe Service, the father was put
through to a different county. We have alreadycdbsed how the FireControl and
similar projects are planning to support this Idediancing do that one authority can
aid another. In this case, however, the neighlgoFine and Rescue Service was not
able to provide help. The home owner was concetimgdthe water in his house was
contaminated and so decided to move. The counidihim to go to a local leisure
center — he drove his family at some risk through flood waters only to find that
had been given the wrong information. It washw®ihg used as a rest center.

It is important to look at the wider ‘systemsvd€ issues that prevented the
dissemination of information to the public. Tlsd of mains power in many areas
disrupted the use of mains radios, televisions, mders and fixed line telephones.
Problems with routers and with mobile base statigmraglually began to affect other
forms of portable telecommunication. However, infation was still conveyed using
door-to-door calls to vulnerable people; sirensidlmilers, PA announcements [7,
11]. Previous sections have also stressed thay aspects of the infrastructure were
surprisingly resilient and so many members of thklip received information using
electronic messages on motorways; automated tetephessages, fax, email, SMS
texts; television and radio.

Ad hoc combinations of the existing communicasiehannels were used to convey
critical information to the public in the same wthat emergency personnel found
ways to ‘work around’ problems in their mobile afided telecommunications
infrastructure. A key lesson learned from the 2@0@ds for informing both the
public and emergency responders was that the témiynwas arguably less important



than the message itself. Just as the Fire anduBReServices found difficulty in
interpreting the risk assessments and warnings fotiher agencies, so also the
general public had great problems in using thermédion that was eventually passed
to them. One businessman noted that “The webdiied actually say Tesco’s car
park is going to flood — it's this tributary andathconfluence — for people who don't
have a geographical knowledge of rivers, it's aliriogossible to weigh what’s at
threat and what's not” [11].

The lack of integrated information managemesteys affected the public as much
as they did category 1 and category 2 respondémslividuals were forced to search
through dozens of web sites to find information @bmsurance claims, about
whether or not they could drink the water in themains supply, about the
disconnection or restoration of electricity; abth risk of further flooding. These
sites were usually overloaded with enquiries aispaoase times were very poor. This
led to further frustration. “The thing that | foumdost difficult, as a company trying
to keep 34 people going, and in the end we reliedSevern Sound (a local radio
station) and the website, was to find out what wes truth about water. Can you
drink it? Can you use it in the dishwasher? Can lyoili it? They didn't know and
they said first it wasn't drinkable” [11]. The mision of advanced mobile
computational infrastructures is only one smallt pdirthe wider set of measures that
are required to ensure that the public are nevamalft in such uncertainty over
basic information requirements in the aftermathieil contingencies.

4 Conclusions and Further Work

This paper has presented a number of lessons tedrom the 2007 UK floods. Mobile
telecommunications failed in many different way$here were problems with using handsets
that were designed to be operated in vehicles dioohas emergency personnel struggled to
reach families and individuals in dinghies or bydwa through water. Other failures were
caused by battery failures as the floods persisted several days. Some agencies had access
to newer forms of digital communication, includidgrWave. However, they did not have
enough devices to support the range of operattomgswere being expected to perform. These
issues were compounded by failures in less resiiemmunications infrastructures, caused by
the loss of base stations and UPSs. Such prolgantisularly affected coordination between
category 1 responders and the category 2 groupmhwdre often overlooked during the
deployment of more resilient mobile communicatispstems.

These technical issues are arguably less impbthan the insights that were obtained about
‘systemic’ failures in the interfaces between logalvernment, emergency services and the
variety of agencies that must cooperate in majdgl contingencies. In particular, problems in
information management led to inconsistencies armabrnpatibilities both at the level of
individual data items, including assessments ofrthmber of properties affected, and at the
systems level, for instance between the data foused by Geographical Information Systems.
In consequence, the output from one applicatioridcoat easily be used as input to systems
operated by other groups of responders. Thesessswst be addressed before we are
overwhelmed by the increased bandwidth affordednbw mobile computing devices and
novel sensing technologies. Unless we underdfamahaos, complexity and the contextual
issues that characterise previous emergency sihgathen there is little prospect that we will
be able to design effective mobile technologiediture contingencies.
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