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Preface

ACNS 2009, the 7th International Conference on Applied Cryptography and Net-
work Security, was held in Paris-Rocquencourt, France, June 2–5, 2009. ACNS
2009 was organized by the École Normale Supérieure (ENS), the French Na-
tional Center for Scientific Research (CNRS), and the French National Institute
for Research in Computer Science and Control (INRIA), in cooperation with the
International Association for Cryptologic Research (IACR). The General Chairs
of the conference were Pierre-Alain Fouque and Damien Vergnaud.

The conference received 150 submissions and each submission was assigned to
at least three committee members. Submissions co-authored by members of the
Program Committee were assigned to at least four committee members. Due to
the large number of high-quality submissions, the review process was challenging
and we are deeply grateful to the committee members and the external reviewers
for their outstanding work. After meticulous deliberation, the Program Com-
mittee, which was chaired by Michel Abdalla and David Pointcheval, selected
32 submissions for presentation in the academic track and these are the articles
that are included in this volume. Additionally, a few other submissions were
selected for presentation in the non-archival industrial track. The best student
paper was awarded to Ayman Jarrous for his paper “Secure Hamming Distance
Based Computation and Its Applications,” co-authored with Benny Pinkas. The
review process was run using the iChair software, written by Thomas Baigneres
and Matthieu Finiasz from EPFL, LASEC, Switzerland and we are indebted to
them for letting us use their software.

The program also included four invited talks in addition to the academic and
industrial tracks. The invited talks were given by Craig Gentry from Stanford
University on “Fully Homomorphic Encryption Using Ideal Lattices,” Antoine
Joux from DGA and the University of Versailles on “Can We Settle Cryptog-
raphy’s Hash?,” Angelos Keromytis from Columbia University on “Voice Over
IP: Risks, Threats and Vulnerabilities,” and Mike Reiter from the University of
North Carolina at Chapel Hill on “Better Architectures and New Applications
for Coarse Network Monitoring.” We would like to genuinely thank them for
accepting our invitation and for contributing to the success of ACNS 2009.

Finally, we would like to thank our sponsors Ingenico, CNRS, and the French
National Research Agency (ANR) for their financial support and all the people
involved in the organization of this conference. In particular, we would like to
thank the Office for Courses and Colloquiums (Bureau des Cours-Colloques)
from INRIA and Gaëlle Dorkeld for their diligent work and for making this
conference possible.

June 2009 Michel Abdalla
David Pointcheval

Pierre-Alain Fouque
Damien Vergnaud
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Aurélie Bauer
Bruno Blanchet
Carlo Blundo
Emmanuel Bresson
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