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Preface

This book presents the proceedings of the 6th International Conference on Trust,
Privacy and Security in Digital Business (TrustBus 2009), held in Linz, Austria dur-
ing September 3—4, 2009. The conference continues from previous events held in
Zaragoza (2004), Copenhagen (2005), Krakow (2006), Regensburg (2007) and Turin
(2008).

The advances in the information and communication technologies (ICT) have
raised new opportunities for the implementation of novel applications and the provi-
sion of high-quality services over global networks. The aim is to utilize this ‘informa-
tion society era’ for improving the quality of life for all citizens, disseminating
knowledge, strengthening social cohesion, generating earnings and finally ensuring
that organizations and public bodies remain competitive in the global electronic mar-
ketplace. Unfortunately, such a rapid technological evolution cannot be problem free.
Concerns are raised regarding the ‘lack of trust’ in electronic procedures and the ex-
tent to which ‘information security’ and ‘user privacy’ can be ensured.

TrustBus 2009 brought together academic researchers and industry developers,
who discussed the state of the art in technology for establishing trust, privacy and
security in digital business. We thank the attendees for coming to Linz to participate
and debate the new emerging advances in this area.

The conference program included one keynote presentation, one panel session and
six technical papers sessions. The keynote speech entitled “Of Frogs and Herds: Be-
havioral Economics, Malleable Privacy Valuations, and Context-Dependent Willing-
ness to Divulge Personal Information,” was delivered by Alessandro Acquisti from
Carnegie Mellon University (USA). The panel session addressed the area of “Security
and Privacy Economics,” while the reviewed paper sessions covered a broad range of
topics, from access control models to security and risk management, and from privacy
and identity management to reputation and security measurements. The conference
attracted many high-quality submissions, each of which was assigned to four referees
for review and the final acceptance rate was 35%.

We would like to express our thanks to the various people who assisted us in orga-
nizing the event and formulating the program. We are very grateful to the Program
Committee members and the external reviewers, for their timely and rigorous reviews
of the papers. Thanks are also due to the DEXA Organizing Committee for support-
ing our event, and in particular to Gabriela Wagner for her help with the administra-
tive aspects.

Finally we would like to thank all of the authors that submitted papers for the
event, and contributed to an interesting set of conference proceedings.

September 2009 Simone Fischer-Hiibner

Costas Lambrinoudakis
Giinther Pernul



Program Committee

General Chair

Giinther Pernul

Organization

University of Regensburg, Germany

Program Committee Co-chairs

Simone Fischer-Hiibner
Costas Lambrinoudakis

University of Karlstad , Sweden
University of the Aegean, Greece

International Program Committee Members

Acquisti, Alessandro

Atluri, Vijay

Breaux, Travis

Casassa Mont, Marco

Chadwick, David

Clarke, Nathan

Clayton, Richard

Cuppens, Frederic

Damiani, Ernesto

De Capitani di Vimercati,
Sabrina

De Meer, Hermann

Diaz, Claudia

Eloff, Jan

Fernandez-Gago, Carmen

Fernandez, Eduardo B.

Foresti, Sara

Furnell, Steven

Fuss, Juergen

Geneiatakis, Dimitris
Gonzalez-Nieto, Juan M.

Carnegie Mellon University (USA)
Rutgers University (USA)

North Carolina State University (USA)
HP Labs Bristol (UK)

University of Kent (UK)

University of Plymouth (UK)
University of Cambridge (UK)

ENST Bretagne (France)

Universitd degli Studi di Milano (Italy)

University of Milan (Italy)

University of Passau (Germany)

K.U. Leuven ESAT/COSIC (Belgium)
University of Pretoria (South Africa)
University of Malaga (Spain)

Florida Atlantic University (USA)
University of Milan (Italy)

University of Plymouth (UK)

University of Applied Science in Hagenberg

(Austria)
University of the Aegean (Greece)

Queensland University of Technology
(Australia)



VIII Organization

Gritzalis, Dimitris

Gritzalis, Stefanos
Hansen, Marit

Jgsang, Audun
Kalloniatis, Christos
Karyda, Maria
Katsikas, Sokratis
Kesdogan, Dogan
Kokolakis, Spyros
Lioy, Antonio
Lopez, Javier

Mana Gomez, Antonio
Markowitch, Olivier
Martinelli, Fabio
Matyas, Vashek
Mitchell, Chris
Mouratidis, Haris
Mueller, Peter
Mylopoulos, John
Okamoto, Eiji
Olivier, Martin S.
Oppliger, Rolf
Papadaki, Maria
Patel, Ahmed

Pfitzmann, Andreas
Piattini, Mario
Pohl, Hartmut
Posch, Karl
Possega, Joachim
Priebe, Torsten
Quirchmayr, Gerald
Rannenberg, Kai
Rudolph, Carsten

Ruland, Christoph
Schaumueller-Bichl, Ingrid
Schunter, Matthias

Teufel, Stephanie

Tjoa, A Min

Tomlinson, Allan

Athens University of Economics and Business
(Greece)

University of the Aegean (Greece)

Independent Center for Privacy Protection
(Germany)

Oslo University (Norway)

University of the Aegean (Greece)

University of the Aegean (Greece)

University of Piraeus (Greece)

University of Siegen (Germany)

University of the Aegean (Greece)

Politecnico di Torino (Italy)

University of Malaga (Spain)

University of Malaga (Spain)

Universite Libre de Bruxelles (Belgium)

CNR (Italy)

Masaryk University (Czech Republic)

Royal Holloway, University of London (UK)

University of East London (UK)

IBM Zurich Research Lab. (Switzerland)

University of Toronto (Canada)

University of Tsukuba (Japan)

University of Pretoria (South Africa)

eSecurity Technologies (Switzerland)

University of Plymouth (UK)

Kingston University (UK) - University
Kebangsaan (Malaysia)

Dresden University of Technology (Germany)

University Castilla-La Mancha (Spain)

FH Bonn-Rhein-Sieg (Germany)

University of Technology Graz (Austria)

University of Passau (Germany)

Capgemini (Austria)

University of Vienna (Austria)

Goethe University Frankfurt (Germany)

Fraunhofer Institute for Secure Informatio
Technology (Germany)

University of Siegen (Germany)

University of Applied Science in Hagenberg (Austria)

IBM Zurich Research Lab. (Switzerland)
University of Fribourg (Switzerland)
Technical University of Vienna (Austria)
Royal Holloway, University of London (UK)



Xenakis, Christos
Zhou, Jianying

External Reviewers

ClauB, Sebastian
Drogkaris, Prokopis
Fritsch, Lothar
Hazard, Chris

Johns, Martin
Muiloz, Antonio
Pohls, Henrich
Pujol, Gimena
Radmacher, Mike
Reklitis, Evangelos
Rizomiliotis, Panagiotis
Steinbrecher, Sandra
Tsochou,Aggeliki
Weber, Christian

Organization

University of Piraeus (Greece)
I2R (Singapore)

Dresden University of Technology, Germany
University of the Aegean, Greece

Norsk Regnesentral, Norway

North Carolina State University, USA
University of Passau, Germany

University of Malaga, Spain

University of Passau, Germany

University of Malaga, Spain

Goethe University, Germany

University of the Aegean, Greece

University of the Aegean, Greece

Dresden University of Technology, Germany
University of the Aegean, Greece

Goethe University, Germany

IX



Table of Contents

User Profiling and Privacy in Digital Business

User Profiling and Re-identification: Case
of University-Wide Network Analysis ............... ... ... on...
Marek Kumpost and Vasek Matyds

Search Engines: Gateway to a New “Panopticon”? ................ ...
Eleni Kosta, Christos Kalloniatis, Lilian Mitrou, and
Evangelia Kavakli

Privacy Enhancing Technologies and Identity
Management

Supporting Local Aliases as Usable Presentation of Secure
Pseudonyms .. ...
Elke Franz and Katja Liesebach

A Privacy-Preserving Platform for User-Centric Quantitative
Benchmarking ...
Dominik Herrmann, Florian Scheuer, Philipp Feustel,
Thomas Nowey, and Hannes Federrath

An Anonymous Credit Card System ........... ... ...,
Elli Androulaki and Steven Bellovin

Security and Privacy in Real Life Applications

A Cluster-Based Framework for the Security of Medical Sensor
Environments ... ...
Eleni Klaoudatou, FElisavet Konstantinou,
Georgios Kambourakis, and Stefanos Gritzalis

Formal Specification and Automatic Analysis

of Business Processes under Authorization Constraints: An

Action-Based Approach......... ... .
Alessandro Armando, Enrico Giunchiglia, and Serena Elisa Ponta

A Formalization of HIPAA for a Medical Messaging System ...........
Peifung E. Lam, John C. Mitchell, and Sharada Sundaram

Reputation and Security Measurements

Adaptive Dispatching of Incidences Based

on Reputation for SCADA Systems .............. .. ...,
Cristina Alcaraz, Isaac Agudo, Carmen Fernandez-Gago,
Rodrigo Roman, Gerardo Fernandez, and Javier Lopez



XII Table of Contents

Steering Security through Measurement ............ ... ... ... ... . ... 95
Jose M. Torres, Jose M. Sarriegi, Josune Hernantes, and Ana Lauge

Advanced Features in Bayesian Reputation Systems .................. 105
Audun Josang and Walter Quattrociocchi

Access Control

An MDA-Based Environment for Generating Access Control Policies ... 115
Heiko Klarl, Florian Marmé, Christian Wolff, Christian Emig, and
Sebastian Abeck

An Extended Role-Based Access Control Model for Delegating

Obligations .. ... ...t 127
Meriam Ben-Ghorbel-Talbi, Frédéric Cuppens,
Nora Cuppens-Boulahia, and Adel Bouhoula

The OPL Access Control Policy Language ................ ... . .... 138
Christopher Alm, Ruben Wolf, and Joachim Posegga

Authentication and Authorisation

Operational Semantics for DKAL: Application and Analysis........... 149
Yuri Gurevich and Arnab Roy

HB — MAC: Improving the Random — HB# Authentication
Protocol .. ... . 159
Panagiotis Rizomiliotis

Author Index . ... ... 169





