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Preface

This volume contains the 12 papers presented at the WISTP 2009 conference,
held in Brussels, Belgium in September 2009. WISTP 2009 was the third inter-
national workshop devoted to information security theory and practice.

WISTP 2009 built on the successful WISTP 2007 and 2008 conferences, held
in Heraklion, Crete, Greece and Seville, Spain in May 2007 and May 2008, re-
spectively. The proceedings of WISTP 2007 and WISTP 2008 were published as
volumes 4462 and 5019 of the Lecture Notes in Computer Science series.

This workshop received the following support:

— Co-sponsored by IFIP WG 11.2 Small System Security

— Co-sponsored by VDE ITG

— Technical sponsorship of the IEEE Systems, Man & Cybernetics Society

— Supported by the Technical Committee on Systems Safety and Security

— Organized in cooperation with the ACM SIGSAC

— Supported by ENISA

— Supported by the Institute for Systems and Technologies of Information,
Control and Communication (INSTICC)

These proceedings contain 12 original papers covering a range of theoretical
and practical topics in information security. For the purposes of the organiza-
tion of the WISTP program, the papers were divided into four main categories,
namely:

— Mobility

— Attacks and Secure Implementations
— Performance and Security

— Cryptography

The 12 papers included here were selected from a total of 27 submissions. The
refereeing process was rigorous, involving at least three (and mostly four or five)
independent reports being prepared for each submission. We are very grateful
to our hard-working and distinguished Program Committee for doing such an
excellent job in a timely fashion. We believe that the result is a high-quality
set of papers, some of which have been significantly improved as a result of the
refereeing process.

We are also happy to acknowledge the support and collaboration of the MAS-
TER research project. MASTER is a collaborative project funded under the EU
7th Research Framework Program. It is aligned to Strategic Objective 1.4: Se-
cure, dependable and trusted infrastructures, as defined by the European Com-
mission in the 2007/08 FP7 ICT Work Program. The conference incorporates a
session devoted to describing the work of this project.

We would like to thank the General Chairs, Angelos Bilas and Olivier Markow-
itch, the local organizers Jérdme Dossogne, Olivier Markowitch, and Naim Qachri,
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the Workshop Chair Jean-Jacques Quisquater and the Publicity Chairs Claudio
Ardagna, loannis G. Askoxylakis, Joonsang Baek, and Gerhard Hancke. We would
also like to thank Damien Sauveron for his tireless support during the whole
process of organizing the workshop, setting up and maintaining the conference
review website, and taking care of all kinds of behind-the-scenes arrangements.

Finally we would like to thank all the authors who submitted their papers to
WISTP 2009, all external referees, all the attendees of the conference, and last,
but by no means least, our five distinguished invited speakers, namely:

Gildas Avoine, Université Catholique de Louvain, Belgium
— Jean-Pierre Delesse, Eurosmart, Brussels, Belgium

Steve Purser, ENISA, Crete, Greece

— Vincent Rijmen, Katholieke Universiteit Leuven, Belgium
Doug Tygar, UC Berkeley, USA

This conference was the third in an annual series of conferences devoted to
the study of security and privacy of pervasive systems, and we look forward to
WISTP 2010, due to take place in Passau, Germany in April 2010.

June 2009 Jaap-Henk Hoepman
Chris Mitchell
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Since the early stages of the inception of the workshop, the organizers have re-
ceived positive feedback from a number of high-profile organizations. With the
development of a strong Program and Organizing Committee, this developed into
direct financial support. This has enabled the workshop organizers to strengthen
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significantly their main objective of providing a high-standard academic work-
shop. The support has made a major contribution toward keeping the workshop
registration costs as low as possible, and at the same time enabling us to offer a
number of best paper awards. We would therefore like to express our gratitude
to every single organization who has helped us financially, as listed below. We
also look forward to working together with them on future WISTP events.
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