Lecture Notes in Computer Science

Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison

Lancaster University, UK
Takeo Kanade

Carnegie Mellon University, Pittsburgh, PA, USA
Josef Kittler

University of Surrey, Guildford, UK
Jon M. Kleinberg

Cornell University, Ithaca, NY, USA
Alfred Kobsa

University of California, Irvine, CA, USA
Friedemann Mattern

ETH Zurich, Switzerland
John C. Mitchell

Stanford University, CA, USA
Moni Naor

Weizmann Institute of Science, Rehovot, Israel
Oscar Nierstrasz

University of Bern, Switzerland
C. Pandu Rangan

Indian Institute of Technology, Madras, India
Bernhard Steffen

University of Dortmund, Germany
Madhu Sudan

Microsoft Research, Cambridge, MA, USA
Demetri Terzopoulos

University of California, Los Angeles, CA, USA
Doug Tygar

University of California, Berkeley, CA, USA
Gerhard Weikum

Max-Planck Institute of Computer Science, Saarbruecken, Germany

5776



Willem Jonker Milan Petkovi¢ (Eds.)

Secure
Data Management

6th VLDB Workshop, SDM 2009
Lyon, France, August 28, 2009
Proceedings

@ Springer



Volume Editors

Willem Jonker

Philips Research Europe

High Tech Campus 34, 5656 AE Eindhoven, The Netherlands
and University of Twente, Department of Computer Science
P.O. Box 217, 7500 AE Enschede, The Netherlands

E-mail: willem.jonker @philips.com

Milan Petkovié

Koninklijke Philips Electronics N.V., Philips Research Laboratories
High Tech Campus 34, 5656 AE Eindhoven, The Netherlands
E-mail: Milan.Petkovic @philips.com

Library of Congress Control Number: 2009933478

CR Subject Classification (1998): E.3, H.2.7, K.4.4, K.6.5, C.2

LNCS Sublibrary: SL 3 — Information Systems and Application, incl. Internet/Web
and HCI

ISSN 0302-9743
ISBN-10 3-642-04218-X Springer Berlin Heidelberg New York
ISBN-13 978-3-642-04218-8 Springer Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.

springer.com

© Springer-Verlag Berlin Heidelberg 2009
Printed in Germany

Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India
Printed on acid-free paper SPIN: 12752188 06/3180 543210



Preface

The new emerging technologies put new requirements on security and data man-
agement. As data are accessible anytime anywhere, it becomes much easier to get
unauthorized data access. Furthermore, the use of new technologies has brought
some privacy concerns. It becomes simpler to collect, store, and search personal
information thereby endangering people’s privacy. Therefore, research in secure
data management is gaining importance, attracting the attention of both the
data management and the security research communities. The interesting prob-
lems range from traditional topics, such as, access control and general database
security, via privacy protection to new research directions, such as cryptograph-
ically enforced access control and encrypted databases.

This year, the call for papers attracted 24 papers both from universities and
industry. For presentation at the workshop, the Program Committee selected 10
full papers (41% acceptance rate). These papers are collected in this volume,
which we hope will serve as a useful research and reference material.

The papers in the proceeding are grouped into three sections. The first sec-
tion focuses on database security which remains an important research area.
The papers in this section address several interesting topics including query
optimization in encrypted databases, database provenance, database intrusion
detection, and confidence policy compliant query evaluation. The second section
changes the focal point to the topic of access control. The papers in this sec-
tion deal with provenance access control, access control model for collaborative
editors, self-modifying access control policies, and enforcing access control on
XML documents. The third section focuses on privacy protection addressing the
privacy issues around location-based services and anonymity/diversity for the
micro-data release problem.

We wish to thank all the authors of submitted papers for their high-quality
submissions. We would also like to thank the Program Committee members
as well as additional referees for doing an excellent review job. Finally, let us
acknowledge Luan Ibraimi who helped in the technical preparation of the pro-
ceedings.

July 2009 Willem Jonker
Milan Petkovié
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