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Message from the General Chair

Starting with organizing the first International Conference on Cryptology in
India (INDOCRYPT) in 2000, Cryptology Research Society of India (CRSI)
has been spearheading these conferences in India every year in December at
different places within the country. This year, the tenth conference in this se-
ries - INDOCRYPT 2009 was held in Delhi. The event was organized jointly by
Scientific Analysis Group (SAG), Defense Research and Development Organiza-
tion (DRDO) and Delhi University (DU) under the aegis of CRSI.

As is apparent, INDOCRYPT has been emerging as a powerful forum for
researchers to interact, share their thoughts and their work with others for the
overall growth of cryptology research in the world, more specifically in India. The
overwhelming response in quality submissions to the conference and transparent
open review mechanism helped in keeping the standards high and also in inducing
researchers to participate in the conference and take up serious interest in the
subject and R&D in this area. The response from within the country as well as
from abroad was overwhelming, even from those participants who did not have
contributory papers.

The complete INDOCRYPT 2009 event spanned over four days from 13 to
16 December 2009. The very first day was totally dedicated to two tutorials,
whereas the main conference was held on the remaining three days with three
invited talks and presentation of 20 papers. The tutorials were delivered by
two eminent speakers—Willi Meier and Nicolas Sendrier provided insight of the
subject to young researchers and also stimulated the thinking of others. The
three invited talks were delivered by Dan Bernstein, Marc Girault and Thomas
Johansson. I am thankful to all these speakers.

A conference of this kind would not have been possible to organize without full
support from different people across different committees. While all logistic and
general organizational aspects were looked after by the Organizing Committee
teams, the coordination and selection of technical papers required dedicated and
time-bound efforts by the Program Chairs. I am thankful to Nicolas Sendrier and
Bimal Roy for their efforts in bringing out such an excellent technical program
for the participants.

I am indebted to my fellow Organizing Chairs, Neelima Gupta (DU) and
S.S. Bedi (SAG), and all other members of the organizing team from SAG and
DU, who worked hard in making all the arrangements. Special thanks are due to
the Organizing Secretary, S.K. Pal, for working tirelessly, shoulder to shoulder
with volunteers and other team members from SAG and DU to make the stay
of participants comfortable and the event enjoyable.

I express my heartfelt thanks to DRDO and DU for supporting us in all
possible manners and also to MCIT (DIT), MSRI, BEL and ITI for sponsoring
the event.



VI Message from the General Chair

Last but not the least, I extend my sincere thanks to all those who contributed
to INDOCRYPT 2009 and especially to the lucky ones who are now “authors”
in this prestigious LNCS series of conference proceedings.

December 2009 P.K. Saxena



Message from the Technical Program Chairs

We are glad to present the proceedings of the 10th International Conference on
Cryptology, INDOCRYPT 2009. This annual event started off nine years ago in
the year 2000 by the Cryptology Research Society of India and has gradually
matured into one of the topmost international cryptology conferences. This year
we received 104 proposals of contributed talks from all over the world. After
a rigorous review process, the Program Committee selected 28 papers out of
those submissions. Each paper was thoroughly examined by several independent
experts from the Program Committee or from the scientific community. The
papers along with the reviews were then scrutinized by the Program Committee
members during a discussion phase. We would like to thank the authors of all
the papers for submitting their quality research work to the conference. Special
thanks go to the Program Committee members and to the external reviewers for
the time and energy they spent throughout the selection process so as to offer a
conference and a volume of high scientific quality.

In addition to the contributed talks, we were fortunate to hear several keynote
speakers who presented two very instructive tutorials:

Willi Meier Analysis of Certain Stream Ciphers and Hash Functions
Nicolas Sendrier The Design of Code-Based Cryptosystems

There were also three insightful survey talks:

Daniel J. Bernstein High-speed Cryptography
Marc Girault Cryptology and Elliptic Curves: A 25-Year Love (?) Story
Thomas Johansson Coding Theory as a Tool in Cryptology

Finally, let us say that we are greatly indebted to Matthieu Finasz for setting
up and running the submission and review server and for his help in the handling
of the camera-ready versions of the published papers. We wish you a pleasant
reading.

December 2009 Bimal K. Roy
Nicolas Sendrier



Organization

General Chair

P.K. Saxena SAG, Delhi, India

Program Chairs

Bimal Roy ISI Kolkata, India
Nicolas Sendrier INRIA, France

Organizing Chairs

Neelima Gupta Delhi University, India
S.S. Bedi SAG, Delhi, India

Organizing Secretary

Saibal K. Pal SAG, Delhi, India

Organizing Committee

S.K. Muttoo Delhi University, India
Meena Kumari SAG, Delhi, India
Shrikant JCB, Delhi, India
Naveen Kumar Delhi University, India
N. Rajesh Pillai SAG, Delhi, India
Sarvjeet Kaur SAG, Delhi, India
Rajeev Thaman SAG, Delhi, India
P.D. Sharma Delhi University, India
S.K. Azad Delhi University, India
Noopur Shrotriya SAG, Delhi, India
Sanchit Gupta SAG, Delhi, India
Sandhya Khurana Delhi University, India
Rahul Johari Delhi University, India
Ajay Shrivastava SAG, Delhi, India



X Organization

Program Committee
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C. Su
V. Suresh
Kumar Swamy H.V.
Damien Vergnaud



Table of Contents

Post-Quantum Cryptology

Secure Parameters for SWIFFT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
Johannes Buchmann and Richard Lindner

FSBday: Implementing Wagner’s Generalized Birthday Attack against
the SHA-3 Round-1 Candidate FSB . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

Daniel J. Bernstein, Tanja Lange, Ruben Niederhagen,
Christiane Peters, and Peter Schwabe

Key Agreement Protocols

Reusing Static Keys in Key Agreement Protocols . . . . . . . . . . . . . . . . . . . . 39
Sanjit Chatterjee, Alfred Menezes, and Berkant Ustaoglu

A Study of Two-Party Certificateless Authenticated Key-Agreement
Protocols . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

Colleen Swanson and David Jao

Side Channel Attacks

Fault Analysis of Rabbit: Toward a Secret Key Leakage . . . . . . . . . . . . . . . 72
Alexandre Berzati, Cécile Canovas-Dumas, and Louis Goubin

On Physical Obfuscation of Cryptographic Algorithms . . . . . . . . . . . . . . . . 88
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Gérald Gavin and Marine Minier

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 443



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




