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Abstract 

This paper presents an overview of the vari-

ous issues and requirements of Wireless Sen-

sor Network („WSN‟) deployments, and ex-

plores the unique network architecture of 

WSNs and the security issues involved. It is 

determined that in order to provide adequate 

security there is a need for the integration of 

security services into the existing routing pro-

tocols. To this end, an extension of the „Low-

Energy Adaptive Clustering Hierarchy‟ 

(„LEACH‟) network routing protocol called, 

the „Security Enabled - Low-Energy Adap-

tive Clustering Hierarchy‟ („SE-LEACH‟) is 

proposed. This proposed protocol provides 

security services, such as data confidentiality, 

key management, data integrity and data 

freshness in the form of a flexible and ex-

tendable framework, thereby overcoming the 

security issues of existing WSN protocols. 

1 Introduction 

Recent advances in computer hardware have al-

lowed the development of new data collection 

techniques utilising wirelessly networked sensor 

devices to sample the environment and transmit 

the data back to a central location for analysis. 

These Wireless Sensor Networks („WSN‟) are 

becoming an invaluable tool for collecting data 

in dangerous or inaccessible locations such as 

geologically unstable or radioactive environ-

ments. As WSNs are relied on increasingly for 

the collection of data, the security of that data is 

becoming a growing concern for those consider-

ing the deployment of this technology. In order 

to develop a security strategy for WSN systems, 

it is first necessary to understand the technical 

requirements, architectural limitations and secu-

rity issues of WSNs. These issues are discussed 

in Section 2. In Section 3, an extension to the 

LEACH protocol is proposed. This extension 

aims to address the security issues of WSNs, by 

integrating a new extendable security framework 

into the existing routing protocol. Finally, the 

findings of the paper are outlined in section 4. 

2 Technical Background  

2.1 Restrictions and Requirements 

The unique characteristics of WSN technologies 

can greatly affect the ability to provide adequate 

security services. To this end, it is important to 

have an understanding of these characteristics 

and their inherent limitations when designing 

security solutions for WSNs. 

The key issues that need to be considered 

when developing security services for WSNs are: 

Processing and Storage: The processing 

power and data storage capabilities of WSN 

nodes are very limited and require the efficient 

design of computational algorithms (Walters, 

Liang, Shi, & Chaudhary, 2006, p. 3). 

Power: The energy reserves available to a 

WSN node are generally very limited; 2-3 AAA 

batteries is a common configuration. Nodes are 

expected to run for extended periods of time (1-2 

years) on this internal energy reserve (Tilak, 

Abu-Ghazaleh, & Heinzelman, 2002).  

Reliability: Due to the inaccessible locations 

in which WSNs are deployed, it is imperative 

that the network be reliable and not require man-

ual intervention (Walters, Liang, Shi, & 

Chaudhary, 2006; Akkaya & Younis, 2005). 

Cost: The cost of WSN deployments must not 

be adversely impacted by the inclusion of secu-

rity services, as cost is often a major factor in 

selection of WSN technology over traditional 

methods (Tilak, Abu-Ghazaleh, & Heinzelman, 

2002). 

2.2 Network Architecture 

The limitations and requirements outlined in sec-

tion 2.1 above preclude the use of traditional 



network technologies that are not energy-aware, 

or that require a large amount of configuration 

and maintenance. To meet these new require-

ments a range of new protocols have been pro-

posed. These new protocols can be defined by 

both their data collection methodology (Continu-

ous, Event-Driven, Data-Driven or Hybrid) 

(Tilak, Abu-Ghazaleh, & Heinzelman, 2002) or 

by their networking paradigm (Data-Centric, Hi-

erarchical, Location-based or QoS-aware) 

(Akkaya & Younis, 2005, p. 2). Each of these 

models fulfils a particular usage requirement. For 

example, the continuous data collection or event-

driven models are more suited to a security 

monitoring application than a query-driven 

model. Similarly, each network paradigm may be 

better suited to a particular application than an-

other. 

Some of the more prominent of these proto-

cols are outlined below: 

SPIN: The Sensor Protocols for Information 

via Negotiation („SPIN‟) (Heinzelman, Kulik, & 

Balakrishnan, 1999) protocol is a Data-Centric 

Event-Based protocol in which an advertisement 

detailing the available data is generated when-

ever a new piece of data becomes available. 

Nodes that are interested in that data request the 

data from the node. 

Directed Diffusion: Directed Diffusion is a 

Data-Centric Query-Based protocol developed 

by Intanagonwiwat et al. (2000). Nodes collect 

data and only transmit that data when they re-

ceive an „interest‟ statement from the base sta-

tion node. Due to the fact that data is only trans-

mitted when required, Directed Diffusion is more 

energy efficient than the earlier SPIN protocol. 

LEACH: One of the first hierarchical routing 

protocols developed was the Low-Energy Adap-

tive Clustering Hierarchy („LEACH‟) protocol, 

proposed by Heinzelman et al. (2000). LEACH 

divides the network up into smaller networks 

called clusters. Each cluster elects a „cluster 

head‟ node which is responsible for aggregating 

all of the data from that cluster and forwarding it 

to the sink node. This clustering allows for much 

larger networks and is far more energy efficient 

than either SPIN or Directed Diffusion. 

2.3 Security Issues 

The development of new routing protocols and 

techniques has led to the inevitable development 

of new security issues and attacks. Some of the 

possible types of attacks are outlined below: 

Denial of Service: Wood et al. (2002) define 

a Denial of Service („DoS‟) attack as “any event 

that diminishes or eliminates a network‟s capac-

ity to perform its expected function”. These at-

tacks range from radio jamming to flooding the 

network with data (Walters, Liang, Shi, & 

Chaudhary, 2006, pp. 10-15). 

Routing Protocol Attacks: These attacks 

misuse the routing protocol to redirect traffic to a 

malicious node, alter the transmitted data or se-

lectively forward data (Karlof & Wagner, 2003). 

SYBIL Attack: This attack involves a mali-

cious node masquerading as multiple other nodes 

in order to disrupt routing, cluster formation or 

data aggregation (Newsome, Shi, Song, & Perrig, 

2004). 

Node Replication: This attack is similar to the 

SYBIL attack above; however, the malicious 

node only masquerades as a single already exist-

ing node. 

Traffic Analysis: This attack involves the 

analysis of data transmission patterns to deter-

mine the location of a particular node, in order to 

destroy or compromise the node. This attack can 

be performed even if the data is encrypted 

(Deng, Han, & Mishra, 2005). 

Privacy: Walters et al. (2006, pp. 13-14) 

highlight a concern with respect to the transmis-

sion of potentially sensitive data (such as the po-

sition of subjects and nodes) over an unattended 

wireless network, as well as the storage of that 

information on unsecured hardware. 

All of the afore-mentioned attacks can be 

categorised as either „information-gathering‟ or 

„disruptive‟. Techniques such as the SYBIL and 

Node Replication attacks, which allow one node 

to masquerade as another node(s), may fall into 

either category, while others such as the DoS 

attacks are explicitly disruptive.  

While classical security techniques are capa-

ble of defending against these attacks, they are 

rarely designed with energy efficiency in mind 

and are therefore inappropriate for use in a WSN 

environment. 

2.4 Security Requirements 

Walters et al. (2006, pp. 5-10) define eight re-

quirements that are necessary to ensure a secure 

sensor network environment. These requirements 

are: 

Data Confidentiality: The data being trans-

ferred should not be readable by an unauthorised 

party. 

Data Integrity: The receiver of transmitted 

data should be able to verify that the data has not 

been tampered with or corrupted. 



Data Freshness: The receiver should be able 

to verify that the message has not been resent. 

This is used to mitigate the replay attack given in 

section 2.3. 

Authentication: The receiver should be able 

to verify the identity of the sender. 

Availability: The implementation of security 

services should not adversely affect the ability of 

the network to function. 

Self-Organisation: Due to the unmanaged 

nature of WSN deployments, the security ser-

vices should be self-initialising once in the field 

and self-healing. 

Time-Synchronisation: The ability to se-

curely and accurately synchronise times between 

nodes is a requirement of other security services 

and applications. 

Secure Localisation:  To support applica-

tions that are based on accurate location data, it 

should be possible to verify that a node‟s loca-

tion is accurate and is not being faked. 

It is important to note that this list of services 

is neither exhaustive nor mandatory, and the se-

curity services used should be tailored to the par-

ticular requirements of a deployment. For exam-

ple, an application for tracking shipping contain-

ers and their cargos is likely to require a data 

confidentiality service, whereas one tracking less 

sensitive data will not. This ability to tailor ser-

vices is of the utmost importance. Each service 

has its own unique overheads in terms of energy 

and bandwidth consumption, thus reducing the 

operating life of the network. 

3 SE-LEACH 

There has been significant research into tech-

niques to counter the attacks outlined in section 

2.3; however, there has been less investigation 

into the integration of these services with the 

routing protocols outlined in section 2.2 above. 

This paper proposes a theoretical protocol, Secu-

rity Enabled - Low-Energy Adaptive Clustering 

Hierarchy („SE-LEACH‟). SE-LEACH is de-

signed to extend the popular LEACH routing 

protocol by integrating several security features 

into the protocol using a modular framework. 

The LEACH protocol is a hierarchical proto-

col that uses radio strength measurements to di-

vide the network into smaller networks called 

„clusters‟. Each cluster elects a „cluster head‟ 

node, which is responsible for aggregating all of 

the data from that cluster and transmitting it back 

to the sink node. In order to spread the energy 

consumption evenly over the network, the cluster 

head role is rotated around all nodes in a cluster. 

3.1 Assumptions 

The following assumptions have been made in 

the formulation of the SE-LEACH protocol: 

 All devices are statically located; 

 Sensor nodes all use the same hardware;  

 Some pre-configuration of the nodes will 

be undertaken; and  

 Additional pre-configuration is acceptable. 

3.2 Goals 

This theoretical model has been designed to meet 

the following set of requirements as defined in 

section 2.4: 

 Data Confidentiality; 

 Data Integrity; 

 Data Freshness; 

 Network Availability; and 

 Self organisation. 

The LEACH routing protocol was chosen as 

the basis for this proposal due to its hierarchical 

structure and energy efficient design. The pro-

posed additions to the LEACH protocol put for-

ward in this paper may also be applicable to 

LEACH-inspired, cluster-based protocols such as 

TEEN (Manjeshwar & Agrawal, 2001) and AP-

TEEN (Manjeshwar & Agrawal, 2002). 

Further design goals for SE-LEACH are that 

it should be both application and hardware ag-

nostic, and allow for flexibility during configura-

tion to take into account WSN hardware limita-

tions and specific deployment requirements. This 

flexibility enables changes to cryptographic algo-

rithms as well as the ability to take advantage of 

additional hardware features, such as a dedicated 

cryptographic hardware. 

3.3 Design Principles 

The issue of ensuring that network availabil-

ity is not adversely affected by the security pro-

tocol implementation is a difficult issue to ad-

dress, particularly in the case of a theoretical 

model. Nevertheless, in an effort to address this 

issue and reduce the impact of the additional se-

curity services on the performance of the WSN, 

the following design principles were employed: 

Modular Design: The use of a modular 

framework allows the user to implement only the 



services that they require for their application, 

thereby maximising the operating capacity of the 

network.  

Computation Over Transmission: The en-

ergy cost of computation as compared to radio 

transmission is approximately 1000 calculations 

to 1 bit of data transfer; however, this depends on 

the distance that the data must be transferred as 

transmission cost increases by the square of the 

distance. Thus, if it is possible to reduce the 

amount of data to be transmitted by increasing 

the number of calculations, then this is prefer-

able. 

Single-Way Methods: As mentioned above, 

the cost of data transmission is high in WSN sys-

tems. While there is an energy cost associated 

with each bit transmitted, there is also a cost as-

sociated with transmission overheads such as 

headers. It is therefore preferable to use single-

way methods that require only one transmission 

as compared to a two or three-way method, 

which would require multiple transmissions. It is 

important to note that single-way methods are 

less secure than multiple transmission methods 

due to reduced validation and verification; how-

ever, with the focus on reducing energy con-

sumption, this is a justifiable risk. 

Integration and Re-use of Existing Mecha-

nisms: Where there are existing mechanisms in 

place in the LEACH protocol it is unnecessary to 

re-create those mechanisms within the security 

protocols of SE-LEACH. For example, the pro-

posed SE-LEACH protocol integrates key distri-

bution functionality and the existing cluster head 

role, thereby making good use of the existing 

mechanism already present in LEACH. This ex-

isting mechanism in the LEACH protocol pro-

vides energy-use-levelling via role rotation 

within a cluster. This integration also allows the 

key management feature of SE-LEACH to take 

advantage of the self-organisation and self-

healing features of LEACH. 

3.4 Placement of Security Services  

The network model used in WSNs is much 

simpler than the standard 4 layer TCPIP model 

or the more complex 7 layer OSI model. The 

„WSN network model‟ can easily be represented 

as 3 layers:  

Layer 1 - The Physical Link layer: This 

layer encompasses physical media access and 

serialisation of the data onto the physical me-

dium, which may be 802.11 wireless, satellite, 

etc. The „packetisation‟ and physical addressing 

of the data to be delivered is also handled at this 

layer. This layer is equivalent to OSI layers 1 and 

2 (refer Figure 1 below). 

Layer 2 - The Network layer: This layer is 

concerned with the routing and logical address-

ing of data. The network routing protocol used, 

such as the LEACH or SPIN protocols, resides in 

this layer. This layer corresponds to layers 3-5 of 

the OSI model (refer to Figure 1below). 

Layer 3 - The Application layer: This layer 

is concerned with general processing and gener-

ating transmission requests, and corresponds to 

layers 6 and 7 of the OSI model (refer Figure 1 

below). 

Layer 1

Physical

Layer 2

Data Link

Layer 3

Network

Layer 4

Transport

Layer 5

Session

Layer 6

Presentation

Layer 7

Application

Layer 1

Physical Link

Layer 2

Network

Layer 3

Application

OSI Model WSN Model
 

Figure 1- A Comparison of the OSI and WSN 

Network Models 

Unlike the OSI or TCP/IP models found in 

standard network environments, there can be a 

great deal of interaction between the network 

layer and the application layer in the WSN 

model. This is especially so for routing protocols 

such as Directed Diffusion, that define interest 

statements and use query-based transfers. For 

this reason, it is necessary for the application to 

be written with a particular routing protocol in 

mind. 

To protect the network from a range of at-

tacks it is necessary to place the security services 

at the lowest possible position in the network 

stack, while maintaining the ability to port the 

protocol to various hardware platforms and 

transmission mediums. Subsequently, it is pro-

posed that for the SE-LEACH protocol, the data 

confidentiality mechanism be placed between 

layer 1 and layer 2, with heavy interaction with 

layer 2 for key management etc. 



3.5 Modules 

The proposed SE-LEACH protocol is designed 

in a modular fashion to allow flexibility during 

deployment. Further, the security services are to 

be divided into the following major modules: 

 Data Confidentiality; 

 Key Management; 

 Data Integrity; and 

 Data Freshness. 

Due to the interdependency between these 

modules, an implementation of the Key Man-

agement module is required by the Data Confi-

dentiality, Data Integrity and Data Freshness 

modules. 

3.6 Data Confidentiality 

The integration of data confidentiality services 

requires two components; an encryption mecha-

nism to obfuscate the data and a method for dis-

tributing a secret key between authorised nodes. 

In order to meet the design principles outlined 

in section 3.3, the encryption mechanism is de-

signed to be modular. This allows the use of any 

symmetric key algorithm, such as Rijndael or 

MISTY1, and both software and hardware im-

plementations of these algorithms.  

The encryption module relies on the key 

management module to provide the crypto-

graphic key required to encrypt and decrypt mes-

sages. 

3.7 Key Management 

The proposed key management system for 

SE-LEACH uses a variation of the SEAMAN 

protocol put forward by Bonartz et al. (2008), 

which defines a method for distributed key man-

agement within military, multicast, mobile, ad-

hoc networks. 

During the cluster formation phase of the 

LEACH protocol, a cluster head is elected which 

is responsible for aggregating all of the data for 

that cluster and forwarding it to the sink node. To 

ensure that the initialisation of the network is 

secure when using the SE-LEACH protocol, it is 

proposed that a preloaded encryption key be 

used. While not mandatory, its use removes a 

major attack vector. 

It is also proposed that this cluster head node 

become the Key Distribution Centre („KDC‟) for 

the cluster. The KDC/cluster head will generate a 

group key and forward it to all nodes in its clus-

ter, including the sink node. In order to allow 

time for all nodes to switch to the new key, both 

the old key and new key are acceptable as de-

cryption keys for a brief period (see Figure 2 re-

produced from (Bongartz, Ginzler, Bachran, & 

Tuset, 2008)). This key update process also al-

lows for re-keying when a new cluster head is 

elected, or if a node fails. A node should only 

accept a new key from the current cluster head. 

This module can be modified to use alterna-

tive key management strategies including the use 

of statically configured keys. 

Figure 2 - Key Update Sequence 

When a message is transmitted from one node 

to another, the source node will encrypt the mes-

sage with the shared key. On receiving the en-

crypted message, the receiving node will decrypt 

the message with either the current key or, if the 

network is in a „key update‟ phase, the previous 

key. 

A message transmitted from „A‟ to „B‟ would 

take the form: 

 𝑀𝑒𝑠𝑠𝑎𝑔𝑒 𝑘1
 

3.8 Data Integrity 

Thus far, while the SE-LEACH protocol pro-

vides data confidentiality and protection from 

routing attacks, it provides no mechanism for 

data integrity. It is proposed that a Hashed Mes-

sage Authentication Code („HMAC‟) be trans-

mitted along with the actual message so that the 

receiving node can validate the message.  

A message transmitted from „A‟ to „B‟ would 

take the form: 

 𝑀𝑒𝑠𝑠𝑎𝑔𝑒 𝑘1
+ 𝐻(𝑀𝑒𝑠𝑠𝑎𝑔𝑒 ⊕  𝑘1) 

Upon receiving the transmission B would de-

crypt the message using 𝑘1. B can then XOR the 

received message with 𝑘1 and hash the result. If 

the received HMAC matches the calculated 

value, then the message is valid and has not been 

tampered with. 



3.9 Data Freshness 

The proposed SE-LEACH protocol can be ex-

tended to ensure data freshness. The message and 

HMAC could also contain a single use number or 

„NONCE‟ to prevent message playback. This 

protocol uses a random number generated by the 

sender, which is appended to the message text. 

This combination is then hashed as part of the 

HMAC process. 

For example: 

 𝑀𝑒𝑠𝑠𝑎𝑔𝑒 + 𝑁𝑂𝑁𝐶𝐸 𝑘1
+ 𝐻((𝑀𝑒𝑠𝑠𝑎𝑔𝑒 + 𝑁𝑂𝑁𝐶𝐸)  ⊕ 𝑘1) 

If the receiver sees two messages with the 

same NONCE then it determines that the mes-

sage is being replayed and discards the message. 

To allow for matching of past NONCE values, 

the receiving node will need to store these values 

in memory. Due to variations in hardware capa-

bility and security level requirements, SE-

LEACH permits the length of the NONCE and 

the number of past NONCE values to be config-

urable. 

3.10 Critical Analysis 

The primary purpose of the proposed SE-

LEACH protocol is to highlight the ability to 

successfully integrate security services into an 

existing WSN routing protocol, in this case 

LEACH. 

The modules defined in SE-LEACH provide a 

framework and a basic set of security services. 

The data confidentiality, key management, integ-

rity and freshness mechanisms used in this pro-

tocol are designed to be selectable and replace-

able based on the specific implementation re-

quirements. Moreover, owing to the flexibility of 

the modular design, if further protection is re-

quired against advanced attacks, such as the 

SYBIL attack, an authentication service could 

easily be integrated. 

4 Conclusion 

This paper has presented an overview of the cur-

rent state of WSN network and security technol-

ogy. The research community‟s discourse on the 

possible attacks on these networks has provided 

a new array of malicious techniques that must be 

taken into account when designing a WSN secu-

rity strategy. To combat these new attacks, tech-

niques and security services have been devel-

oped; however, little there has been little investi-

gation into the integration of these security ser-

vices with the existing network protocols. An 

extension to the LEACH protocol, SE-LEACH, 

is proposed to demonstrate one method of im-

plementing these security services, and overcome 

many of the security issues with current WSN 

protocols. 
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